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1. JInyeH3noHHOe cornawleHne

BAXXHAA NHOOPMALIUA

NOXANTYUCTA, BHUMATE/IbHO NMPOYUTANTE JAHHOE JIMLEH3UOHHOE COIMNALLEHWE, NPEXAE
YEM OTKPbITb MAKET C [MPOrPAMMHbIM OBECMEYEHVMEM W/WIN WUCIMOJIb3OBATb EIO
COOEPXWMMOE W/UN MPEXAE, YEM 3ArPYXATb WIN YCTAHABIMBATb MPOrPAMMHOE
OBECMEYEHWE.

BCE YKA3AHUWA MO NCIMOJIb3OBAHUIO MPOAYKTOB ¢ MCNOAb30BaHMEM 3/EKTPOHHbLIX K/OYeEn U
cMmapT-kapT eToken (Bkntwoyasa 6e3 orpaHnyeHuin 6ubnmortekmn, ytunutel, aucketbl, CD ROM, knitoumn
n cmapTt-kapTel eToken®, PykosoacTsa, onucaHus M ap. AOKyMeHTauumo) (aanee "MpoaykT”),
MPEAOCTABSIEMbIE KOMIMAHMEN ALADDIN (Mnn niobbiM JOYEPHUM MPeAnpUsTUEM — Kax/oe U3
HUX ynoMuHaeMmoe kak “ALADDIN”), MOAOYMHAOTCA W bYAYT NOAYUHATBCA YCNOBUSAM,
OroOBOPEHHbIM B AAHHOM COIMNMALLEHUMN.

OTKPbIBASI MAKET, COEPXALUWIA MPOAYKT W/UNW 3ATPYXXAS [OAHHOE TMPOrPAMMHOE
OBECIMNEYEHWE (kak onpeaeneHo panee no Tekcty) W/WIW  YCTAHABJIMBAA OAHHOE
MPOrPAMMHOE OBECMEYEHME HA BALL KOMMbIOTEP WU/WNN UCNONb3YS AAHHbLIM MPOAYKT,
Bbl MTPUHUMAETE QAHHOE COIJTIALLEHUE N COIJIALLWAETECH C EFO YCJIOBUSAMM.

ECJIN Bbl HE COIJIACHbI C JAHHbLIM COIMALLEHWUEM, HE OTKPbIBAWNTE 3TOT NAKET W/WIWU
HE 3AMPY>XAUTE W/WIW HE YCTAHABJIMBAWTE OAHHOE TMPOIPAMMHOE OBECMEYEHWE WY
HESAMEONUTENbHO (He mno3gHee 7 AHEN C paTthbl NosydyeHus 3Toro naketa) BEPHUTE 2TOT
MPOOAYKT B ALADDIN, COTPUTE OAHHOE NMPOrPAMMHOE OBECMNEYEHWE N BCE EMO YACTU B
CBOEM KOMMbIOTEPE U HE UCMNOJIb3YWUTE EFO HUKOUM OBPA30M.

TekcT cornawieHums

HacTtosiwiee nuueH3MoHHoe cornaweHne (panee "CornaweHue") <BNSeTcs  AOMOBOPOM,
3aK/Il0YEHHbIM Mexay Bamu (hbusnyeckmm unm lopuanyeckmM NMLoM) - KOHEYHbIM NoJib30BaTesieM
(nanee '"Monb3oBaTtenb") wu komnaHuen Aladdin Software Security R.D. (manee "Aladdin")
OTHOCUTENIbHO Mepefadn  HEeUCKIIYUTENbHOro rMnpaBa Ha WCMNoJb30BaHME MpPOrpaMMHOro
obecneueHuns (panee "MNO"), paboTawLwero C 3/1EKTPOHHbIMU K/lOYAMKU U CMapT-kapTamu eToken
nnun NO ansa eToken.

1. MNpaBa n Co6CTBEHHOCTb.

OAHHOE COIMNALUEHUE HE HABNAETCA COIMNALLEHMEM O TMPOAAXE. 3To nporpaMmmHoe
obecneueHune, noaaepxuBatwee eToken, BkAYas Bce NepepaboTku, ucnpaB/ieHus,
MogmndurKaunm, AONONHEHUS, 0BHOBNEHMUS U/UNN YCOBEPLUEHCTBOBAHMS K HeMy (fanee no BCeMy
TekcTy u nwboii ero yactu onpegensiemoe kak "lMporpamMMHoe obecneyeHne"), U CBsi3aHHas C Hel
AOKyMeHTaums npegHasHadaetca HE /19 MPOOAXWN n saABnaeTcs M OCTaeTCs WCKIHOUYUTENbHOMN
cobcTBEHHOCTLIO KOMNaHuKn Aladdin.

Bce npaBa Ha WMHTenneKTyaabHYy0 CO6CTBEHHOCTb (BKNtoYasi, 6€3 orpaHMUYeHniA, aBTOpCKUE npaea,
KOMMEpPYECKY0 TalHy, TOBapHble 3Haku, M T.4.), NOATBEPXAEHHble WIN BKJOYEHHbIE B
NMPpUNOXEHHble/ B3aUMOCBSI3aHHble/ MMeLNE OTHOWEHWE K [AaHHOMY pPYKOBOACTBY, [AaHHbIe,
coAepxalmecss B HEM, a TakxXe Bce npaBa Ha [lpoaykuuio SBRAOTCAS U 6yayT sBASTbCS
COB6CTBEHHOCTbIO UCKIKOUYUTENBHO KOMMaHum Aladdin.

[aHHoe cornaweHne He nepepsaeTr Bam npaBa Ha [porpamMmHoe obecnedyeHne, a nuub
npeaocTaBnsieT OrpaHMYEHHOE MPaBO Ha WCMOSIb30BaHWE, KOTOPOE MOAJSEXUT OTMEHe COriacHo
ycnosusiMm gaHHoro Cornawenus. Huyero B pgaHHoMm CornaweHun He noATBepXxAaeT oTKas
KoMnaHun Aladdin oT npaB Ha MHTeNnekTyanbHyl CO6CTBEHHOCTb MO KakoMmy 6bl TO HM 6bl1O
3aKOHOA4aTENbCTBY.

2. Jlnuenswus.

Mocne ynnaTbl COOTBETCTBYHOLLEro Bo3HarpaxaeHms Aladdin HacTosiwmM npegoctasnseT Bam, a Bbl
nonyyaete WHAUMBMAYANbHOE, HEUCKIIOUYUTENBHOE W OT3bIBAEMOE OrpaHMYeHHOEe TnMpaBO Ha
ncnosb3oBaHue gaHHoro MporpamMmHoro obecneyeHns TOAbKO B (pOpMe WMCMOMHAEMOro Koaa, Kak
onucaHo B npunaraemon Kk lMporpaMMHOMY obecneyeHnio AOKYMEeHTauMmn U TOIbKO B COOTBETCTBUM
C ycnosusaMu gaHHoro CornaweHus:
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Bbl MOXxeTe ycTaHOBMTb [lporpaMMHoe obecrneyeHne M WUCNONb30BaTb €ro Ha KOMMblTepax,
pacrnofoXeHHbIX B npeaenax Bawero npeanpusitus, Kak OMNUMCAaHO B COOTBETCTBYIOLLEN
OOKyMeHTauum komMnaHum Aladdin.

Bbl MoxeTe pobaButb/npucoeamHuTs [MporpamMmHoe obecneveHne K nporpamMmam Bawero
KOMMblOTEpPa C e4MHCTBEHHON Lefblo, ONMCAaHHOW B JaHHOM PyKkoBoOACTBeE.

3. TpeboBaHMs K UCMONb30BaHMUIO.

MpoAyKT AOJHKEH WCMONb30BaTbCAa W 06CNYXMBaTbCA CTPOro B COOTBETCTBMM C OMUCAHUSMU WM
MHCTpYKUMAMM KommnaHumn Aladdin, npuBeaeHHbIMM B A@HHOM M Apyrux gokyMmeHTax Aladdin. 3a
MCKJ/IIDYEHNEM YKA3aHHOrO Bbile B pasgenax 1 n 2 Bbl cornawaertech:

e He wcnonb3oBaTtb, He MoauMdbuMuMpoBaTb, M He BblgaBaTb CybAMLEH3MM Ha p[aHHoe
MporpamMmHoe obecneyeHne un nwbyo apyryto [Mpoaykumio komnaHum  Aladdin, 3a
WCKJTIIOYEHMNEM SIBHbIX pa3pelueHuii B agaHHoM CornaweHum n B PykoBoacTBe MO MHTErpaumu.

e He npopaBaTb, He BblgaBaTb NMUEH3UK WK CcybAMLEH3WI, He caaBaTb B apeHay, He
nepeaasaTtb, He NepeBOAMTb Ha Apyrue s3blku, HE 3aK/aAblBaTb, HE pa3aensTb Bawwu npasa B
paMkax AaHHoro CornaweHus ¢ KeM-n1Mbo nunm Komy-nnbo ewé.

e He MoauduuMpoBaTb, HE AEMOHTUPOBATb, HE AEKOMMWINPOBATb, HE PEKOHCTPYMPOBaTb, He
BUAOU3MEHATb U HEe pacWMpsiTb AaHHoe [porpaMMHoe obecrneyeHre U He NblITaTbCs PacKpbIiTh
(nonyunTb) UcxoaHble Koabl fAaHHOro MporpaMMHoro obecrneyeHus.

e He noMewartb AaHHoe MporpaMMHoe o6ecrneyeHne Ha cepBep C BO3MOXHOCTbLIO AOCTYMNa K HEMY
TPETLUX JINL, YePE3 OTKPbITYIO CETb.

e He wucnonb3oBaTb KakuMe 6bl TO HWM 6bl1I0 pe3epBHbIE WM apXMBHbIE KOMUM AaHHOro
MporpamMMHoro obecnedeHust (UM NO3BOMSATL KOMY-IMG6O eLllé MCMOoSIb30BaTb Takne Konuu) c
nobol MHOW Uenbk, KpOMe 3aMeHbl €ro OpurMHanbHOro 3K3eMnjsipa B C/ly4yae ero
paspyLeHNst UIn Hannums aedekTos.

4. 0O6cnyxunBaHue 1 nogaepxka.

Aladdin He HeceT 06s13aTENbLCTB MO MpPeaoCTaB/IEHMIO NOAAEPXKU, 0b6cnyXuBaHusa, moamdbumkaumm
W BbIXOAY HOBbIX PENM30B AaHHOro MNMporpaMMHOro obecneyeHus.

5. OrpaHuyeHHas rapaHTusa. Aladdin rapaHTupyer, uTo:

e [laHHoe lMporpamMMHoe obecneyeHne C MOMeHTa NocTaBku ero Bam B TeyeHue 12 (aBeHaauaTh)
MecaueB 6yaeT ¢dyHKUMOHMPOBaTb B MOJSIHOM COOTBETCTBMM C PykoBoacTtBoM [lonb3oBaTtens
(AaMuHncTpaTopa), npu yCcnoBWMKW, UYTO OHO OyAeT WCnosb30BaTbCs Ha KOMIMbIOTEPHOM
annapaTtHoM obecneyeHnn u C ornepauuoHHONW CUCTEMOW, A1 KOTOPOM OHO 6bi0 pa3paboTaHo.

e Knwou (cMapT-kapTa) eToken B TeueHue 12 (ABeHaauaTn) MecsLEB C MOMEHTa NocTtaBku byaer
B [OCTATO4YHOM Mepe cBO6OAEH OT 3HauMTENbHbIX AedeKToB B MaTepuasnax, KOHCTPYKTUBHbIX
XapaKTepucTukax n KayecTBe.

6. OTkas oT rapaHTuu.

ALADDIN HE TAPAHTWPYET, YTO JIIOBOW W3 Er0 MPOAYKTOB BYAET COOTBETCTBOBATb
BALWUMM  TPEBOBAHWAM, WM YTO EFO PABOTA BYAET BECMNEPEBOMHOW UMK
BE30OWNBOYHOW. B OBBLEME, MNPELYCMOTPEHHOM 3AKOHOZATE/IbCTBOM P®, ALADDIN
OTKPbITO OTKA3bIBAETCA OT BCEX T[APAHTUA, HE OFOBOPEHHbIX 34ECb, OT BCEX
NOAPA3YMEBAEMbIX TAPAHTWUWM, BKJTIOYAS TAPAHTUIO TOBAPHOIO BWZA W MPUrOAHOCTU
NCMONb30BAHUSA ANA ONPEAENEHHOW LIENN.

H1M OAMH W3 AWNEPOB, AWCTPUBEBLIOTOPOB, MPOAABLIOB, ArEHTOB WIN COTPYOHUKOB
ALADDIN  HE  YNOJIHOMOYEH MNPOWU3BOANTL  MOAUGUKALNKM,  PACLUMPEHUA WK
AONOSHEHNA K AAHHOW TAPAHTUN.
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Ecnu Bbl npousBenu kakue-nnb6o moaudukaummn [NporpamMmmHoro obecneyeHus wnu nwobon wm3
yacTteh pgaHHoro lMpoAaykTa BO BpeMsa rapaHTMMHOro nepuopa, ecnu kntod (cMapt-kapta) eToken
NnoABeprcs NoOBPEXAEHWUIO, HEOCTOPOXHOMY UM HenpaBuIbHOMY obpalleHuto, ecnu Bbl Hapywunm
nboe n3 ycnosuin Hactoswero CornalleHuns, To rapaHTus, ynoMaHyTas Bbllle B pasgene 5, 6yaet
HeMeAsIeHHO NnpekpaLlleHa.

apaHTng HeaencTBMTeNbHa, €ecnu MpoAyKT WCMoNb3yeTca Ha WINW B COYETaHUU C WHbLIM
annapaTtHbIM n/mnu nporpaMMHbIM O6eCI'Ie‘-IeHVIeM, OT/INYHBIM  OT ONMWUCaHHbIX B AaHHOM
PykoBoAcTBe, MU UCNONb3YETCHd Ha KOMMblOTepe C nobbiM YCTAHOBJIEHHbIM HEMNUEH3NOHHbIM
nporpaMmMHbIM obecneyeHunem.

7. OrpaHu4yeHne BO3MEeLLEHMS.

B cnyyae HapyweHuss rapaHTMu, OroBOopeHHolM Bbiwe, Aladdin MoxeT no cobcTBEHHOMY
YCMOTPEHMUIO:

e 3aMeHUTb MM 6ecnaaTHO OTPEMOHTUpPOBaTb MPOoAYKT WM ero CoCTaBfsioWMe, ecnn 3To He
NPOTMBOPEYUT BbILIEYNOMAHYTOMY OFpaHWUYEHUIO rapaHTuu.

e Bo3MecTUTb CTOMMOCTb, BbiMAadeHHyd Bamu 3a [lMpoayKT MAWM ero KOMMNOHeHTbl. Jlto6as
3aMeHeHHas WM OTPEeMOHTMpOBaHHas KOMMOHeHTa OyAeT Ha rapaHTUM WKW B TeyeHue
nNnpoMeXyTKa BpeMeHM, OCTaBLUerocsi OT HayasibHOr0 rapaHTUIHOro nepuvoja, WM B TeyeHue
30 AHeil, ecnn CPOK HadasbHOro rapaHTMMHOroO nepuoja WCTEKaeT paHee. [apaHTUiHble
TpeboBaHWsA [O0MXKHblI 6biITb BbICTaBNE€Hbl B MUCbMEHHOM BUAE B Te4yeHWe rapaHTUNHOro
rnepuoaa, Ho He no3gHee 7 (cemu) AHeN C MoMeHTa O6HapyxeHus aedekTta, U cogepxaTb B
cebe noateepxaeHus, ygosnetsopstowume Aladdin. Bce MpoayKTbl AOMXKHbI 6bITb BO3BpaLLEHbI
AncTpnbbloTopy, uyepes KoToporo 6bla coBeplleHa MOKyrnka (ecin MoKymnka coCcTosinacb He
HenocpeacteeHHo B Aladdin), wn oTnpasneHa BoO3Bpalalowen CTOPOHOM C OnavYeHHoMn
CTOMMOCTbIO MEPEBO3KN U, NMpU HeobXoaMMOCTU, CTPaxoBKW. MPOAYKTbl AU UX KOMMOHEHTHI
OOJIXKHbI 6bITb OTNPaBAEHbl C KOMWEW MIaTeXHbIX AOKYMEHTOB U HakKNagHbIX.

8. WckntoyeHne KOCBEHHbIX YObITKOB.

CTOpOHbI MpU3HAT, UTOo MNPOAYKT MO CyTW CBOEW CMIOXHbIA U HE MOXET 6blTb MOMHOCTLIO NNLLEH
ownbok. ALADDIN HE HECET OTBETCTBEHHOCTU (KAK B CUY OOIOBOPA, TPAXOAHCKOIO
MPABOHAPYLLEHUS, BKJIOYAS XANTATHOCTb, TAK U B JIIOBON MHOW ®OPME) MEPEL BAMU
WU NIOBOW TPETbEWM CTOPOHOW 3A JIIOBbIE MOTEPU U YBbITKU (BKJTKOYAA KOCBEHHDbIE,
GAKTUYECKWE, NMOBOYHbIE UIN MOTEHLWANBHBIE YBbITKN), BK/IIOYAS, BE3 OrPAHUYEHWUA,
NIOBbIE MOTEPN WNWN YBbITKN MPUBbIJIBHOCTU BWU3HECA, MNOTEPIO OOXOAHOCTU WK
PENYTALUNN, YTPAYEHHYIO WIN WNCKAXEHHYIO WHOOPMAUNIO WM  OOKYMEHTAUWMIO
BCNNEACTBUE KAKOIo-IMBO WCMNOJIb3OBAHUA AOAHHOIO MPOrPAMMHOIO OBECIMEYEHWA
U/ NOBON KOMMOEHTbI AAHHOIMO NMPOAYKTA, OAXE EC/IM ALADDIN MNCbMEHHO
YBEJOMJ1EH O BO3MOXHOCTW NOAOBHbIX YBEbITKOB.

9. OrpaHnyeHne OTBETCTBEHHOCTMU.

B CNYYAE EC/IMA, HECMOTPA HA YCNoBUA AAHHOIO COIJIAWLIEHWA, ALADDIN TMPU3HAH
OTBETCTBEHHbIM  3A  YBbITKM HA  OCHOBAHWW  KAKUX-JIMBO  OE®EKTOB WA
HECOOTBETCTBUA Ero MPOAYKTOB, TMOJIHAA OTBETCTBEHHOCTb 3A KAXAYIO EAMHULY
OE®EKTHbIX TMPOAYKTOB HE BYAET [MPEBbILWLATE CYMMY, BbIMJTAHEHHYIO KOMMAHUNU
ALADDIN 3A 3TV AE®EKTHbIE MPOAYKTHI.

10. NpekpaleHne 4encTBuS.

B cnyyae HeBbINosHeHUs Bamu ycnoBuin AaHHoro CornalieHus AeicTBme Ballei NUMuUeH3nn 1 HacTosiero
CornaweHusa 6yaeT npekpaieHo. MNocne npekpalleHms 4eiCcTBUS AaHHOIO JIMLEH3MOHHOMO COralleHuns :

e JlMueH3usl, npepocTaBsieHHas Bam gaHHbiM CornawleHveM, npekpaliaeT cBoe aenctene, un Bbl
rnocne ee npekpaweHnss He CMOXeTe MpoJo/HKaTb AasibHEWWee WCMofib30BaHME AaHHOMo
MporpamMHoro obecrneveHuns n Apyrux JMUEH3MOHHbIX MPOAYKTOB;

e Bbl He3ameanuTenbHo BepHETe B koMnaHuto Aladdin BCé MMyLLECTBO, B KOTOPOM MCMOJb3YOTCA
npaBa Aladdin Ha WHTenneKTyasbHYlO COHBCTBEHHOCTb M BCE€ KOMWUM TaKOBOro wu/vnu
coTpéte/ynanute nobyto MHpOpMaLmMo, coaepXKallyocs B HUX B 3/1eKTPOHHOM Buae. Pasgensbl
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1, 3, 6-11 6yayT npogonxaTb JAeNCTBOBaATb Jaxe B CJlydae nMpeKkpalleHus AencTBus
HacTosauwero CornaweHus.

11. NpuMeHMMoe 3aKoHOAaTENbLCTBO.

JaHHoe CornaweHue [OMKHO O6biTb WCTOMIKOBAHO W OMNpeaesieHo B COOTBETCTBMWM C 3aKOHaMu
Poccun (3a mckIoUYEHUEM KOHMAMKTA NMPUMEHEHUS MPaBOBbIX HOPM), U TOSIbKO POCCUIACKUNA Cyn,
YMO/IHOMOYEH OCYLECTBAATb MNpaBocyaAne B O6bIX KOH(AMKTAX W Crnopax, BblTEKAKLWMX U3
paHHoro CornaweHusi. [lMpuMmeHeHne KonBeHumn OpraHmsauymm O6beaAnHEHHbIX Haumi o
JoroBopax mexayHapogHol Kynau-npogaxu toeapos (the United Nations Convention of Contracts
for the International Sale of Goods) ogHO3HauyHO Mcknt4aeTcsi. HeEBO3MOXHOCTbL ans ntbon m3
CTOPOH BOCMO/b30BaTbCs N06bIM M3 NpaB, NpPefoCTaB/IeHHbIX el No gaHHoMmy CornaweHuto, unm
NMPUHSATL Mepbl MPOTUB APYrol CTOPOHbI B c/iy4dae A060ro HapyleHus cBouMX 0653aTenbCTB Mo
CornaweHunto He J[O/HKHO paccMaTpuBaTbCs KakK OTKa3 3TOM CTOPOHblI OT MOCAenyloLwero
MOHYXAEHMUS K MPU3HAHMIO CBOUX MpaB WM COBEPLUEHUIO MNOCIEAYIOWNX AEACTBUA B Cny4vae
OAanNbHENLWNX HapYLLUEHUNA.

12. FocyfapcTBEHHOE peryiMpoBaHMe MU 3KCMOPTHbIN KOHTPOSb.

Bbl cornawaeTtecb € TeM, 4to [lpoAyKT He 6yaeT MOCTaBAATbCA, MNepenaBaTbCs UK
3KCMOPTMPOBATLCSA B KaKyl-1Mb60 CTpaHy, a TakXXe MCMosib30BaThCa KaknMM-M60 NpoTUBOpeYaLLmM
3aKoHy o06pa3oM. [poayKT SBAsSeTCa MpeaMeTOM [AOMOSIHUTENbHONO 3KCMOPTHOrO KOHTPOSIS,
oTHocsiweroca Kk Bam wnu Bawen wopucamkuuun. Bbl rapaHTupyeTe, 4to 6yaete cobntoaatb
HakMlaAblBaeMble Ha 3KCMOPT U pe3KcnopT MNpoayKTa orpaHUUeHus.

13. NMporpammMmHoe obecnedeHne TPETbUX CTOPOH.

Ecnn MpoaykT conepxut B cebe ntoboe nporpamMmHoe obecrnevyeHue, NpenoCcTaB/IEHHOE KaKoM-
nnbo TpeTbeil CTOPOHONM, Takoe MporpaMMHoe obecrieyeHue TpeTbel CTOPOHbl MpeAoCcTaBfsSeTCs
"kak ecTb" 6e3 kakoih-nmbo rapaHTuu, M pasgensl 2, 3, 6, 8, 9-12 HacTtoawero CornaweHus
NMPMMEHSIIOTCS KO BCEM TakMM MOCTaBLUMKAM MPOrpaMMHOro obecrneyeHns M K NOCTaB/ISIEMOMY UMUK
nporpaMMHOMy obecneueHuto, Kak ecnun 6bl 3To 6b11M Aladdin u MpoayKT COOTBETCTBEHHO.

14. Pa3Hoe.

Hactoswee CornaweHune npeacrtaBnsieT coboil MofHoe cornalleHue, OTHOCsWEeecs K AaHHOW
NNUEH3UN, U MOXET O6blTb M3MEHEHO TOMIbKO MOCPEACTBOM MUCbMEHHOMO COMMalleHus,
NoAMMCaHHOro o6euMm cTopoHaMu. Ecan  BbIMNONHEHUE Kakoro-Mbo yCloBUSA HACTOALLEro
CornalleHua MNpeacTaBfsSeTcs HEBO3MOXHbIM, TakKoe yC/ioBue 6yAeT CKOPPEeKTMPOBAHO TOJSIbKO B
npegenax, o6ecneynsaonXx BO3MOXHOCTb BbIMOJIHEHMSA AaHHOIO YC/I0BUS.

A NMPOYNTAN N NOHAN HACTOSALLEE JIMLLEEH3MOHHOE COTTTIALLEHME U COIJTIACEH BbINOJIHATb
BCE EIr'O yCJiOBUA.

A NPUHUMAIO AAHHOE JIMLEEH3MOHHOE COIMMALLUEHWE LIEJTMKOM.

EC/IN 4 HE NMPUHUMAIO 3TO JIMLEH3NOHHOE COTJIALLEHUWE WKW XOTA Bbl OAWH U3 ENO
MYHKTOB, TO AAHHOE JIMUEH3NOHHOE COIMMALWLEHWE HE BCTYMAET B CUJTY, N 4 OBA3YIOCb
HE YCTAHABJ/IMBATb U HE NCMNOJ1Ib3OBATb JAHHOE MNMPOrPAMMHOE OBECIMEYEHME.

ABTOpCKME NpaBa U TOProeble 3HAKH

ABTOpCKME nNpaBa © Ha 3MEeKTPOHHbIN KNtod eToken® M COOTBETCTBYIOLLYIO AOKYMeHTaumo ¢ 1998
r. MO Hacrosuwee BpeMs npuHagnexaTt komnaHum Aladdin Knowledge Systems Ltd. Bce npaBa
3alMLLEHbI.

eToken sBnsieTCa 3aperncTpMpoBaHHbIM TOBapHbIM 3HakoM koMmnaHuu Aladdin Knowledge Systems
Ltd.

ALADDIN KNOWLEDGE SYSTEMS LTD gBngeTca 3aperucTpupoBaHHbIM TOBAPHbIM 3HAKOM
komnaHumm Aladdin Knowledge Systems Ltd.

Bce apyrve ToBapHble 3HakuM, 0603HA4YeHUS W Ha3BaHWUS U3AENUA, WUCMOMb3yEMble B AAHHOM
OOKYMEHTE, SABNSOTCS UM MOryT 6biTb TOBAPHbLIMMU 3HAaKaMn COOTBETCTBYIOLWNX BlaAeNbLEB.

[aHHbIA JOKYMEHT M coaepXkawascs B HEM MHbOpMauns SIBASKOTCS COBCTBEHHOCTbIO KOMMaHUK
Aladdin Software Security R.D.
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Bce npaBa Ha MHTeENNEKTYyabHY0 CO6CTBEHHOCTL (BK/oYas, 6e3 orpaHuyeHunii, aBToOpcKMe Npasa,
KOMMEpYECKYI0 TaliHy, TOBapHble 3HakKu, 3HaKu O6CIYXUBaAHMA W T.A.), BKJ/IOYEHHbIE B
NPUNOXEHNS, CBA3aHHbIE WKW  WMEWLIMEe OTHOWEHWE K HacTosAWeMy [OOKYMEHTYy, Bce
coZlep)Kallnecsa B HUX flaHHble, ABNAOTCA COBCTBEHHOCTBLIO KOMMNaHuu Aladdin.

Bce npaBa Ha onucbiBaemblt [MpoayKT SABAATCS W 6yayT SBAATbCA COBGCTBEHHOCTbIO
UCKIOUYMTENBbHO KoMNaHum Aladdin.

Aladdin He nepefaét BaMm npaBa HW Ha 3TO OMNUCaHWE, HNU Ha UHPOPMaLMIO, COAEPXKALLYIOCA B HEM
wnu B onucbiBaeMoM [lpoaykTe, a NuWwb npepoctasnser Bam orpaHudyeHHoe npaBoO Ha ero
MCNo/sib30BaHWe B CTPOrOM COOTBETCTBUM C ONUCAHMEM.

Jloboe HecaHKUMOHWPOBaAHHOE WCMOMb30BaHWe, pasrjalleHne WamM BOCMpOU3BEAEeHUE SIBASIeTCS
HapyLleHNEM MNpaB MHTENNEKTYalbHOM COBCTBEHHOCTU W/unn npaB cobcTtBeHHocTn Aladdin, u B
NnonHomn Mepe 6yaeT NpecnefoBaTbCs MO 3aKOHY.
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2. BBepgeHue

eToken PKI Client 5.1 - Habop ApaBepoOB M AOMONHUTENbHbIX YTUAUT, obecrneunBatowmii paboTy C
3/1EKTPOHHBLIMK Ktodamu eToken B onepaumnmoHHon cucteme Microsoft Windows.

KpaTkoe coaep>xaHme rnasBbl:

e (0630p

e Hosblie Bo3MoxHocTn B eToken PKI Client 5.1 SP1

2.1. O630p

MHdbpacTpykTypa oTkpbiToro kntouda (MOK, PKI) - cpema 6e3onacHoro obmeHa JAaHHbIMKM C
MCNOSIb30BaHNUEM aCCUMETPUYHOro wndposaHmsa. OcHoBHas 3agadva WOK - obecneyeHue
3alnLeHHoro obMeHa AaHHbIMM C UCMNOJSIb30BaHUEM LWN@POBAHMSA Ha OTKPbLITOM kitode. Kaxabii
3aperncTpupoBaHHbIA KOHEYHbIN Nosb30BaTeb 06/1a4al0T YHUKANbHOM NMapon K/to4Yen: OTKPbITbIM
M 3aKpbITbiM KAHOYOM. ECnu nepBbiii MOXET OTKPbITO MNepeaaBaTbCs OT OAHOro Mnosb3oBaTens
ApYromy, TO 3aKpbITbl KOY AO/KEH XPAHUTLCS TObKO Yy TOro Mo/fib30BaTens, KOTOPbIA SBAseTCs
ero BJlagenbLeM, a COOTBETCTBEHHO ANs 3aKpbITOro kK/4va [AO/KHbl O6biTb  obecrneveHsbl
COOTBETCTBYIOWME Mepbl M cpeactBa obecrnevyeHnss COXPaHHOCTU. TaKOBbIMW  SBNAKOTCSA
3N1EKTPOHHbIE K/OYN U CMapT-KapTbl eToken, KoTopble UCMOMb3YTCA AN FeHepauMn U XpaHeHus
3aKpbITbIX K/KOYEN, a TakXe BbINOSIHEHMS onepauuni, TpebyrwmX Hananuyus 3aKpbiTOro Kikoua.
leHepaums, XpaHeHMe M WCMOoJSIb30BaHME 3aKpbITbiX Kaoven RSA npoucxoauT B 3alMLLEHHOM
peXxuMe Ha MUKPOCXEMEe CMapT-KapTbl eToken - creHepuMpoOBaHHbIA 3aKpPbITbiA KAHOY HUKOrga He
rnokugaeT namsaTb ycTponcTtBa. Ans noaaepxku eToken B nporpaMMHOM obecnedyeHnn UMOK
Tpebyetcs naketr eToken PKI Client, koTopbii BkIto4YaeT B cebsa Heobxoommble ApamBepbl M
yTuanTbl ansa paboTsl € ycTpocTBamMmn eToken.

eToken PKI Client uMeeT LUMPOKKUIA CMEKTP NMpUMeHeHUst B chepe nHpopMaunoHHON 6e3onacHoCTH.
IToT nakeT obecneymBaeT B3aMMOAEWUCTBME YCTPOWCTB eToken C mporpaMMHbIM obecneyeHuem
Aladdin 1 CTOpOHHUX pa3paboTunMkoB ANA peanu3auMm CaMblX Pa3IMYHbIX  peLleHuni
MH@OPMaUMoHHOM 6e3onacHoCTM. K yncny Takux pelleHun MoxHO oTHecTn PKI-peweHuss Ha 6ase
unHtepderico PKCS#11 nnu CAPI, NO ansa pabotebl ¢ eToken, (Hanpumep eToken Single Sign-On),
eToken Network Logon, cuctemy ueHTpanusoBaHHoro ynpasseHus eToken (Token Management
System).

eToken PKI Client ucnonb3yetrcsa B npouecce MNOCTPOEHUS CUCTEMbl CTPOron ABYXMdaKTOPHOM
ayTeHTMdMKaumm Ha 6ase uudpoBbiX cepTUdMKATOB, a Takxke peanusaumu wudpoBaHUa u
3NeKTpoHHON uudposor noanucu (AUIM). Kpome Toro, eToken PKI Client obecneunsaer
BO3MOXHOCTb MCMOMIb30BaHWSA TakMX CTaHAapTHbIX MHTepdencoB kak Microsoft CAPI n PKCS#11
AN A0CTyrna BHELWHUMX MPUAOXEHUN K ycTponctBam eToken. bnaropgapss atomy eToken moxeTt
npuMmeHaTbcs Ansa 6e3onacHoro goctyna B WMHTepHeT, VPN-ceTn, JocTyna K JioKasibHOW ceTwn,
3aWnTbl AaHHbIX, 6e3onacHoro obMeHa 3NeKTPOHHbIMKM COOBLIEeHMsIMM, a Takxke Ans paboTbl C
APYTUMU MPUNOXKEHUAMU.

2010, Aladdin Ctp. 8 M3 59



01.07.2010 [eToken PKI Client 5.1 SP1. PykoBoACTBO noJib3oBaTtens]

2.2. HoBble Bo3moxHoCcTu B eToken PKI Client 5.1 SP1

eToken PKI Client 5.1 SP1 ob6napaeTr no cpaBHeHMO C 60nee paHHMMKW BEPCUSIMU CleAYHLWNMU
npenmyLiecTBamu:

PacwmpeHHas noapaep>xka nnatdopMm Microsoft: pobasunace noaaepxka Windows 7 u
Windows Server 2008 R2. Kpome Toro, Tenepb Takxe nogaepxmusaetcs 6paysep Internet Explorer
8.0

Moapnep>kka HOBbIX Mopenei eToken: B HbliHewHel Bepcun yTunutbl eToken uMeeTcs
BO3MOXHOCTb paboTtaTb c ycTtpoinctBamn eToken NG-Flash 4.50 CardOS, eToken NG-Flash 5.30
Java u eToken NG-Flash 5.30 Java Anywhere.

Mopaaep>kka HOBbIX aJ/ICOPUTMOB X3LWMPOBAHMUSA: NOoAAEPXKKA BCeM cepum anropntmos SHA-2.

Moapep>kka No yMonuyaHuw ceptudukatoB B KOAUPOBKE, OT/MYHOM ot DER: aTtpubyt
TolerantX509Attribute Tenepb nMeeT 3HauyeHne «NcTuHa» Mo ymonyaHuio.

Mpu paboTe Haa 3ToW Bepcuein MOMUMO MEPEUUCTIEHHBbIX YCOBEPLUEHCTBOBAHUI 6blN YyYTEHbI
OT3bIBbl M TPe60BAHMSA KIUEHTOB, MOMYYEHHbIE C MOMEHTA BbiMycKa NpeablayLnx BepCUit.
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3. WHTepdelic nonb3oBaTesns

JaHHasa rnaBa NOMOXET BaM Jlyylle opueHTUpoBaTbcs B MHTepdence eToken PKI Client.

Bce dyHkumm eToken PKI Client gocTtynHbl M3 OCHOBHOro wWHTepdelrica, a Haubonee uyacrto
MCMOJIb3yEMblE — U3 MEHIO, BbI3bIBAEMOIO M3 061aCTV YBEAOMNEHUN.

KpaTkoe cogep>kaHue rnasbi:

e (0630p nonb3oBaTenbckoro nHTepgeica eToken PKI Client
e 3Hauvok eToken PKI Client B obnactn ysegoMneHmii naHenun 3agad

e [naBHoe okHO yTunnTbl PKI Properties

3.1. O630p nosb3oBartenibCKoro nHTepeiica eToken PKI Client

YTunuta CsolictBa eToken npefocTaBnseT aAMUHUCTPATOPY WHCTPYMEHTbl ans paboTbl C
ycTporicteamn  eToken, a Takxe Ansd 3ajaHuMsa  MOJAUTUK  MCMNONb30BaHUA  YCTPOWCTB
nonb3oBartenssMu. onb3oBaTenn MOryT MCMOAb30BaTb 3Ty YTUAUTY AN BbINOSHEHUS 6a30BbiX
onepaumin ¢ eToken, TakMx Kak: CMeHa Mapons, NMpPoCMOTP CepTUMOUKATOB, XPaHALNXCA B MaMaTu
yctpoinctea. Kpome Toro, yrtunuta CsonctBa eToken no3BongeT Nonb3oBaTensaMm U
aAMUHUCTpaTopaM Nerko 3KCMopTMpoBaTb WM UMMNOPTUPOBATb cepTudukaTbl Mexay eToken w
KOMMbIOTEPOM.

DTO NpPUIOXKEHME Takxke JAaeT BO3MOXHOCTb aAMMHMCTpaTopaM WHuUuuanusnpoBaTb eToken B
COOTBETCTBUM C OnpeaeneHHoON KOprnopaTUBHOM MONUTMKON 6e30MmacHOCTU - yTuauTa Mo3BonseT
3afjaBaTb rmbkmne HacTporikm TpeboBaHUI K Ka4yeCcTBy yCTaHaBIMBaEMOro napons.

MpumeyaHune:

Bo BpeMsi BbINO/IHEHUS OMnepaunii C yCTpOMCTBOM eToken HM B KOEM C/lyyae He OTCOeAMHSIATE ero
oT USB-nopTa. 3T0 MOXEeT NpMBECTM K NMoTepe AaHHbIX Ha eToken.

eToken PKI Client Properties npeaocraBnser nHgopmauuto o eToken, BkJto4Yass CEPUNHBLIA HOMeEP
yCTpOMCTBAG W [AOMNOSIHUTENbHbIE MnapaMeTpbl. OTa YyTUAMTa WMeeT [AO0CTyn K uHdbopMauuu,
XpaHsauwenca Ha eToken, TakoW Kak: KAW4YM U cepTuduKaTbl, W MO3BOMSET YyNpaBnATb
nHdopmaumen o napone eToken.

3.2. MeHto ObICTpPOro gocrtyna

B obnactn yBegomsieHuin Haxoamtcss 3Hauyok eToken PKI Client, koTopbli OTKpbIBaeT AOCTyn K
Hanbosiee 4YacTo UCNosib3yeMbiM (DYHKLUSIM.

UYTo6bl OTKPbITb MEHI0 6bICTPOro 3amnycka, LWeSKHUTE [ABaxAbl Ha 3Hauyke ‘== B ob6nactu
yBEAOMJIEHUIA, N NOSBUTCS MEHIO CieAyoLLero Buaa:
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|ﬁ] OTEpeITE EToken Properties

|Ej MzMEHHTE Naponk eToken

@I ¥AANHTE COAERHHMOE &

Y¥CTPOACTES >

| | liig]

\Ci [l

) Nporpamme

CKpBITE

3.3. PyHKUMKN, AOCTYMHblE B MeHIO 6bicTporo 3anycka eToken PKI Client

Cnepytowme pyHKLUUM AOCTYMHbI B MeHI0 6bicTporo 3anycka eToken PKI Client:
OTkpbiTb eToken Properties: oTkpbiBaeT rnaBHoe okHo eToken PKI Client Properties

CreHepupoBaTb OAHOPA30BbIM MAPOJIb: CreHepMpoBaTb OAHOPA30BbIM Maposib Ana eToken
Virtual. JaHHas dyHKUMS AocTynHa, ecnu KoHdurypaums eToken Virtual noamepxuBaeTr 3Ty
dyHKUMIO.

N3meHnTb Naponb eToken
Ypnanutb eToken: yaansert gaHHble c eToken

YcrpoiictBa eToken: BbI6Op aKTMBHOIO YCTPOMCTBA U3 CMMCKa BCEX MOAKIIOYEHHbIX B [aHHbIN
MOMEHT ycTponcTe eToken

O nporpamme: oTobpaxxaeT MHGOpMaLMIO O NPoAYKTE

CKpbITb: cKpbiBaeT nkoHKy eToken PKI Client n3 naHenu 3agau

3.4. CkpbITue n otobpaxeHue nkoHkn eToken PKI Client B naHenn 3agay

YT106bl CKpbITb MKOHKY eToken PKI Client u3 naHenn 3agau, Bbibepute B MeHIO 6bICTpOro 3anycka
NyHKT CKpbITb.

3Hayok B 0bnacTtn yBeaoMseHUI NOSIBASIETCS CHOBa MocC/e MOAK/YeHUs ycTpoincTBa eToken unu
npu nepesarpyske KOMMboTEPA.

3.5. 'naBHoe okHO yTnnuTbl eToken PKI Properties

Ytunurta eToken PKI Properties MmoxeT paboTaTb B ABYX pexXuMax:

CTaHZ4apTHbI — B 3TOM peXuMe AOCTYMHbl TONbKO 6a30Bble dYHKLUMU YyTUAUTbI, CM. DyHKLMUK
CTaH4apTHOrO pexwmmMa.

PaclwmnpeHHbil — B 3TOM pexume poctynHbl Bce dyHkumm PKI Client n eToken, cMm. ®yHkuMK
pacCLIMPEHHOro pexuma.

HezaBncrMmo oT pexunma paboTbl, rMaBHOE OKHO YTUAUTBI pasaefieHo Ha ABe 4acTu:

B neBol 4yacTm okHa npeacTaBfieH CNMCOK AOCTYNHbIX eToken (CTaH4apTHbIA peXuM) n yCTPONCTB
(PacwmpeHHbI pexnm)

B npaBoi naHenwu npeacTaBfieHbl Te AeNCTBUSA, KOTOPble AOCTYMNHbI Ans BbibpaHHoro eToken

MaHenb WMHCTPYMEHTOB BBEPXY OKHA MO3BOMISIET BbINOJHATL OMNpPeAefieHHble AEWCTBUS B 060MX
pexunuMax.
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4. TMaHenb nHctpymeHToB eToken PKI Client Properties

MaHenb MHCTpyMeHTOB rnaBHoro okHa eToken PKI Client Properties oTtobpaxaeTcs B CTaHAApPTHOM
M B paclMpPEHHOM pexnume. MNMaHenb MHCTPYMEHTOB COAEPXUT Crieayowmne NKOHKK:

3HauoK ‘ Dencrene

'_' '?} Moapo6HbIi BUA — nepexoj OT CTaHAAPTHOro BUAA K pacluMpeHHOMY.
!'.;’ MpocToi BuA — nepexos oT CTaHAAPTHOro BUAA K CTaHAAPTHOMY.
--'-_\-\‘ll
LY O6HOBUTb - 06HOBNIEHME AaHHbIX BCEX MOAK/IOYEHHbIX eToken
vt
u O nporpaMmme — otobpaxaet nHgopmauuto o sepcun eToken PKI Client
CnpaBKa — OTKpbIBaeT CnpasBKy
(4
% AomawHAna ctpaHmua eToken - oTkpbiBaeT Web-cant eToken
2010, Aladdin
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4.1. CTaHOapTHbIN pexum

[eToken PKI Client 5.1 SP1. PykoBoacTBO nosib3oBatens]

Mpu 3anycke eToken PKI Properties okHo eToken PKI Properties oTKpbiBaeTcs B CTaHAApPTHOM

pexuMe.

i=FeToken PKI Client Properties

eToken

E eTcken

\" 5D5 Admin

YOUR KEY TO eSECURITY

=10

oEaTE eToken

\
®
O
-
E

apone eToken

AnokMposaTe sToken

epsHroe sToken

HHEL: 0 eTaken

NHHMTE EToken Virtual

Mpn nogkntoyeHnn annapatHoro eToken wunu eToken Virtual, B neBon naHenun okHa oTobpaxaeTtcs

COOTBETCTBYHOLLMA 3HAYOK.

Mma kaxporo eToken oTtobpa)kaeTcs cnpaBa OT 3Haudka. Ecnn uMms ycTpoiicTBa He 6bI10 3a4aHo
npu WMHUWUMaNM3aunMM WInM nosgHee, TO AJ1S AAHHOrO yCTpoucTBa 6yaeTr oTobpa)kaTbCs MMs MO

yMonuaHnuto - eToken.

3Ha4ok Bbl6paHHOFO B Aa@HHbIA MOMEHT YCTpOIZCTBa OTMEeY€H 3aTEHEHHDbLIM NPAMOYIrOJIbHUKOM.
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4.2. 3Hayku ycTponcTts eToken

3Ha4yKu, COOTBETCTBYIOLWMNE PA3/TUYHOMY TUMY MOAK/IOYAEMbIX YCTPOUCTB:

3Ha4ok Tun ycTponcTBa

.

eToken PRO

il
[y
i
Lty
i"-'u'ﬁ'.
_-"'-"

eToken Virtual

A

.

eToken Virtual (Emulated)

il
[y
1

eToken Rescue

i

A

eToken Rescue (Emulated)

——
#

eToken NG-OTP

eToken NG-FLASH

cMapT-KapT puaep 6e3 cmapT-KapTbl

CMapT-KapT puaep C NOAKNOYEHHOW CMapT-KapTon

——
et

eToken nnun eToken Virtual c HapyLleHHOW CTpyKTypom
OaHHbIX

Thiechy

HewnsBecTHOe yCTpONCTBO
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4.3. ®YHKUUN CTaHOAPTHOIO pexunma

B npaBoli yacTu OKHa Bbl MOXeTe BbibpaTb s0byH0 M3 crneayrowmx KHOMOK A4S BbIMNOSHEHUS
OMUCAHHbIX HUXE AENCTBUN.

DyHKUUNA KHonka

VismeHenne MMEHU '% MepewmeHosaTe eToken
eToken -

MN3meHeHMe  napons N,

nonb3o0BaTenda 3] zMeHMTE Naponb eToken
eToken

Cépoc napons

noJsib3oBaTenA C

MOMOLLbIO MexaHWu3Ma
«3anpoc-0TBET».
JaHHas onepauus
[OCTyrna TO/IbKO B TOM
cnyyae, ecnu npu
MHUUMannsaumm
eToken 6b11
YyCTaHOBNEH Maposb
aAMWHUCTpaTopa

hzld_' PasfnowposaTte EToken

YLl.aleeHVle AaHHbIX C Q Y AaNKTE coaepsHmoe eToken
eToken

MpocMOTp AaHHbLIX O

eToken - npocMoTp

noapo6bHom o MpocMoTp AaHHs o eToken
nHdopMaumm 06

eToken

OtkntoyeHne eToken
Virtual wnun eToken

Rescue. Mocne

OTCOeaANHEHUNA MOXHO Oyt eToken Virtual
yAannTtb q)a nn

eToken MOXHO

yYAannTb.

2010, Aladdin Ctp. 1513 59



01.07.2010

4.4. PacClMpPeHHbI pexum

PaclIMpeHHbIi  pexXuM  yTUAUTbI

dyHKUMSAM ynpaBneHuns eToken.

[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

CsorictBa eToken OTKpbIBA@€T A0CTyn K AOMNOJIHUTENbHbIM

=)
Ons goctyna K pacluMpeHHOMY PEXuMy LEeTKHUTE NEBO KHOMKOWM MbIWKW Ha 3Ha4vke "'"; - OKHO
YTUIUTbI 6yaeT UMeTb Cieayowmin BuAa:

= eToken PKI Client Properties

eToken

[} €Token PKI Client
L3 VerpoiicTea

CepTUhMKETEI MO...
_“\, HacTpoiiki
¥ Hactpoitkm eToken PKI Client

B B R B =%
Wma

Kateropua €loken

MMA YCTPOICTER CHMTEISaHNS

CEpMIAHEI HOMED

OBLmii ofbem NaMaTi

CsobogHoe MecTo Ha cvapT-KapTe eToken
Bepcoua obopyaoEaHia

Bepoua ecTpoeHHoro MO

ID cMapT KapTh!

HassaHwe npoaykTa

Mogens

THn cMapT -+apThl

Bepoua OC

Mask version

LigeT

MoAaep#HESEMEIN PESMED Kto4a

== =

R
eToken -
DUSHYEKDE

AKS ifdh 0

0x56598814

32768

24361

2 I

0.4

27 1cf30127 14

€Token PRO

Token PO514F4.2.5.4

Card 05

Card0s/M4,01 (C) Siemens AG 1994-2001
HenpumeHumMo

HenzBecTHEN

1024

m

Aladdin

B neBolt 4acTM OKHa pPacnonoXeHo AepeBo, rAe CrpynnMpoBaHbl PassiMyHblie 06bEKTbI YNpaBieHus.
Ecnn packpbiTb BCe BETBM [AEpPEBA, MOXHO YBUAETb MHGOpMauuio 060 BCEX MOAK/IOUYEHHbIX

ycTpoincTtBax eToken.

Joctyn Kk dyHKUMSAM BbIOpaHHOro 06bekTa MOXHO MOMY4YUTb, LUESIKHYB Ha WMKOHKe YCTPOMCTBa
eToken B npaBoM 4acTu OKHa, MO0 HaxaTb NPaABON KHOMKOW MbIWK Ha obbekTe M BbIGpaTh
Heobxo0aAMMYy0 DPYHKLMIO U3 MEHIO.
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4.5. DYHKUUU pacCLUNpPEHHOro pexuma

[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

Jdoctyn K dyHKUMSAM paclIMPEHHOrO PeXnMa MOXHO MOoAyyYnTb, Bbi6paB HEO6XOAMMbIN 06LEKT B

NeBol YacTu OKHa.

4.5.1 Y3en YcTpoiictBa eToken

Mpwn BbIGOpE y3na YCTpoOWCTBa, CMNNCOK AOCTYMHbIX YCTPOUCTB eToken 6yaeT oTobpaxeH B NpaBoW

4acCTU OKHa.

= eToken PKI Client Properties

cToken

w

== gToken

= gToken
l[_’;] CepTHdMKaTE No...
. [5] usern1

£ F HacTpoiikn efoken PKI Client

Mogknroverneie eToken: 1

==

@ O | i ? | &S

Aladdin

Cnepywowmne pyHKUMKM AOCTYNHbI Npy Bbibope y3na YcTponcTea:

DyHKUMUA 3HauoK MyHKT MeH10
YnpasfieHne cunTbIBaTENSAMM ik

i YnpaBrieHMe cuYUTbIBaATENSMMU
CM. YnpaBiieHue cuYuTbiBaTENSAMMU
MoakntounTb eToken Virtual _:F
CM. MMogkntoyeHnve eToken Virtual MoakniouunTs eToken Virtual
nnu eToken Rescue
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[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

4.5.2 TlpocMOTp faHHbIX 06 ycTpoicTee eToken

Yctponctea eToken oTtobpaxkatoTcs B JieBOM 4YacTu okHa. MHdopMaumnsa o BbIGpaHHOM yCTpOMCTBE

eToken foCTynHa B NpaBoi YacTu OKHa.

= eToken PKI Client Properties

eToken

i} HacTpoiik eToken PKI Client Bepaia obopynosaHka
Bepaia scTpoeHHoro MO
ID cmapT-KapTel
HaszsaHue npoaykTa
Monens
Tun cMapT-KapTel
Bepaua OC
Mask version
LUser

“ B R B %
]
= €Token PKI Client KaTteropus eToken
E‘ Q YcTpolicTea WMA YCTPORCTBE CHUTLIBSHWA
= eToKen CepuitHBI HoMep
CepTudiKkaTbino... OB oBbEM NEaMATI
S HacTpoiik CeobogHoe MecTo Ha cMapT-KapTe eToken

MoaaepHUBAEMEIA DASMED KIOYa

§ «x

=i

S

®

R

eToken

DUIMHECKDE

AKS ifdh 0

0x36598314

32768
24361
1.2
0.4

m

27 1cf30127 14
€Token PRO

Token P05
Card 05

14F4.2.5.4

Card0sM4.01 (C) Siemens AG 1994-2001
HenpumeHMo
HewssecTHLIA

1024

Aladdin

Monb3oBaTento A4OCTYMHbI cheayoumne GyHKUUN:

’ NKoHKa

‘ MyHKT MeHIo

DyHKUUNA
WHnumnanmsnposaTtb eToken
MHuumManmsampoBaTb
CM. UHnumanmnsauns eToken E—
AsTOpu3aumsa
Bxon

CM. pasgen ABTOpM3auma C npasamu
noJsib30oBaTend

MMnopT ceptudmkaTa

CM. UMnopT ceptudurkaTa

5] |

UMnopT cepTudumkaTa

M3MeHnTb Nnaponb

CMm. CMeHa napons eToken

N3MeHnTb naponb

MepenmeHoBaTb eToken

CMm. NepenmeHoBaHue eToken

& |

lMepenmeHoBaTL

OTkntounTb eToken Virtual

(Tonbko ans eToken Virtual nnu eToken
Rescue)

OTKNOUYNTDb

2010, Aladdin
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[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

DyHKUMNA ‘ NKOHKa

CM. OTKkNo4YeHne unmn yaanenme eToken
Virtual unn eToken Rescue

‘ MyHKT MeH10

KonunpoBaTb B 6ydep obMeHa

CwM. MNpocMoTp cBeaeHunii 06 eToken

o

HeT

HekoTopble M3 (YHKUMIA AOCTYMHbI TOMbKO MOCAE aBTopM3auuW C NaponeM aaMUHUCTPaTopa
eToken. 3HauKku 3TUX YHKUMIA BblAeNEHbl B OTAENbHYIO rpynny crpasa.

=T &

DyHKUUNA
Bxopa c npaBamun agMnHUCTpaTopa

CMm. ABTOpun3aums c npaBamu

aaMNUHNCTpaTopa

NkKoHKa

MyHKT MeHIo

Bxopa c npaBamn agMnHUCTpaTopa

MN3MeHUTb Naposib aAMUHUCTpaTOpa

CM. CMeHa napons eToken

M3MeHnTb Nnaponb agMUHUCTpaTopa

PazbnokunpoBatb eToken

CM. PaszbnokupoBaHue eToken, Mcnosab3ys

MEXaHN3M «3alfpoCc-0TBET»

Pas6bnokunpoBaTtb

YcTtaHoBUTbL na ponb nosb3oBaTens

(aKTUBHO TOSIBKO B TOM ciy4yae ecnu, 6bin
BbINOSIHEH BXoA Ha eToken c npaBamu
aaMUHMCTpaTopa)

YcTaHOBUTL naposb nosnb3oBaTens
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4.5.3 Y3en CepTudmkarbl Nosib3oBaTene

[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

Ecnn eToken copepxut ceptudukatbl, To y3en CepTugukatbl rosib3oBatesiesi oTobpaxaeTcs B
NleBor 4acTu OKHa noA y3nom eToken. WHdopMauus o cepTudwukaTax nonb3osaTtenen eToken

oTobpaxkaeTca B MpaBoOi 4YacTu OKHa.

#&=: eToken PKI Client Properties

eToken

i CBEAEHUA O CEPTHMKETE
(= €Token PKI Client pTUds

£ vorpoiictea

CepMiiHbIA HoMED

= eToken Kamy
- [ Ceprudimateing..  OT Koro
" I e

[LeicTenTEnEH No
HasHa4eHA

'\, HacTpoiiku
™% HacTpoliku eToken PKI Client

CeeneHna o 3aKpbITOM KNo4e

Pasmep knoHa

WMA KoHTEMHEpa AaHHEIX
Moayne

CreundmKaLms Knoya

6105 26 az 00 00 00 00 00 29

userQl

EntRootCA

09/17/2008

09/17/2009

SalIMLLEHHERA INEKTPOHHAA NOHTE, MAEHTHOUKAELMA KineHTa, Mo

1024 bits

bf19ch71-36da-4141-8947-29 12535086 7h

c7cf 125700 2b0d f5bcbE 7284 7a4c 28 15b6 533323 3b 9!
AT_KEYEXCHAMNGE

KoHTEAHER A3HHEIX KNOYa No yMondaHue | Ja
BonoMoraTensHei KOHTERHED gaHHEX k... [a
Aladdin
B AaHHOM OKHe AOCTYNHbI cneaytouine CbYH Kunn:
DyHKUMA 3HauokK MyHKT MeHI0

MUmnopT cepTudumkaTa

CM. WMnopT ceptudmnkatos B
eToken

naMaTb

MMnopT ceptndmkata

2KkcnopT ceptudukarta

CM. DKCnopT cepTUdUKATOB M3 namsatu 4=h SKCMopT cepTudukaTa
eToken
Yaanutb cepTuduKaT no YMONYaHuIo l_'__'s.l Yaanuth cepTudunKaT o
CM. Yoanenuve atpubyTta «no yMOAYaHUIO» e yMonHaHuio
Yaanutb ceptudmkar =
¥ YaanuTb ceptudmkaT

CM. YnaneHue ceptudukara

4.5.4 Y3en HacTpoiiku

HacTpolikn noaknoYeHHbIX YCTPOMCTB eToken npeacTaBfieHbl B NPpaBoOM YacTu OKHa:
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[eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

= eToken PKI Client Properties

¢Token

- eToken PKI Client
- &5 Yerpolictsa
= @ gToken

] H:_{l CepTUDMKETEI MO...

BXU,\’J, HE BEbINCAHEH

L d 4 &
KadecTeo napona ,ﬂonoTeanol
MHHUMENEHaA ANWHE Napons (CMMECNoE) 3 :.
MarcHMansHE NepHoa Mononsb308aHUA {aHer) a0 +
MUHMMANBHEIN NEPMD WOONE30BaHNA (LHEH) 0 :
Mepuon yeeaoMneHsa off MCTEYEHMW CPOKE ASWCTEMA Napona {aHer) 0 +
PasMep MCTopui Napanet 15 :
Yycrno NoBTOpOE ] :
MNapons AomseH oTEe4aTE TPEDOBEHUAN K CNOXHOCTH Mapens AKTHEHEIA :
YCTEHOBKE COWHOCTH EPYYHYHIO
Lndpet PazpelTs
MponucHele GyKes! PazpeWTE
CTpouHeie ByKEE! PazpewmTs
CreupansHele CMMBONL! PaspewTs
YCTaHOBHTE
e — CoxpaHuTs Chpoc
Aladdin

OKHO y3na HacTpoikn CoaepXuT ABE BKAAAKM:

KauectBo napons (cM. Hactponka kayecTtBa naponen eToken).

JONONHNTENBHO, CM. PeXMM K3LWMPOBAHUA NNYHbIX AAHHbIXW Pexum BTOPUYHON nAaeHTUdMKaALNN C

knto4yom RSA.

4.5.5 Y3en HacTtpoiikn eToken PKI Client

HacTtpoitkn eToken PKI Client oTHoOcATCS KO BCeM ycTpoihcTtBaM eToken, MHUUWMANMU3UPOBAHHbLIM
nocse 3aBepLleHns KOHOUrypmpoBaHns HaCcTpOEK.

OkHO vy3na Hactpoiikn eToken PKI Client coaepxuT pnaBe BKIaaku:

JononHuntenbHo.

CM. Hactpoiiku eToken PKI Client.

KayectBo naponga u
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5. NHuymnanunsauua eToken

Mpoueaypa vHuumnanmnsaumm eToken nogpasymeBaeT popMaTMpoOBaHWE NamMsaTU YCTPOMCTBa. B xoae
3TOro npolecca BCe CO3A4aHHble Ha eToken 06beKkTbl C MOMEHTa €ro BblMyCKa YyAansiooTcs,
ocBoboxpaaeTcs namMaTb, cbpacbiBaeTcs 3Ha4YeHUe napons.

MHuumanusaums 6yaeT uenecoobpasHoi, Hanpumep, B TOM C/lyyae, KOrAa YBOJIbHSETCS
COTPYAHMK, YTOBbI 3TOT eToken MOXHO 6bIN10 NepeaaTtb APYroMy COTPYAHUKY.

MpuMmeuyaHue:

Bbl He MoXxeTe nHmnumanusmposaTb eToken Virtual ¢ nomowwbto eToken PKI Client

KpaTkoe cogep>kaHue rnasbil:

e (Obwwne cBeaeHns 06 MHMUMANM3aUUKU
e  Huumanusaumsa eToken

5.1. O6wwme cBegeHUsa 06 nHMUMann3aymm

Onums MHuumnanusaumsa eToken BoccTaHaBnmMBaeT 3HauveHUss eToken K ucxoaHoMmy Buay. B xoge
3TOro npouecca BCe co3daHHble Ha eToken 06beKkTbl C MOMEHTa €ro BbiNycka YAaNsoTCs,
ocBoboXxaaeTca naMsATb, cHpacbiBaeTcs 3HauyeHMe naponiss, UYTO MNO3BONAET aAMUHUCTpATopy
MHUUManm3anpoBatb eToken B COOTBETCTBMM CO CNEeUM@UKON OpraHusaunmm WM pexmMmom
6e30nacHoCTH.

NHMUManm3aums MOXeT NPUMEHATbCS, HanpuMep, B TOM C/llyyae, KOrAa YBOJIbHSIETCS COTPYAHUK.
UYto nosBonsieT yaanuTb cepTudUKaT M JIMUYHbIE JaHHble paboTHUKA M3 namatn eToken,
noarotaesnmBas eToken Ana MCNOMNb30BaHUS APYrUM COTPYAHWUKOM.

Mpu MHULUKMANM3aLMU MOTYT MEHSITLCS ClieflyloLine napameTpsb:

e lMsa ycTporicTBa eToken

e [laponb nonb3oBartens

e [laponb aaMUHUCTpaTopa

e MakcumMasibHOE YMUC/Oo MOMbITOK OWMB0YHOro BBOAA Napons Nonb3oBaTesnss U agMUHUCTpaTopa
e TpeboBaHWe n3MeHUTb Naposib NpU NEPBOM CceaHCe aBToOpM3aumn

e Koy nHuumanusaumm

B npouecce uHuumanmsauum darnnosas cucrtema Aladdin eToken 3arpyxaetca Ha eToken.
Ncnonb3ya HacTpauBaemble mnapaMeTpbl, Bbl MoxeTe BbibpaTb napameTpbl, KOTOpble 6yayT
OTHOCUTbCSI K KOHKpEeTHOMYy ycTponcTtBy eToken. [aHHble napameTpbl MOryTt 6biTb Heob6xoaunmbl,
ecnn Bbl x0TUTe wucnonb3oBaTb eToken ANS KOHKPETHbIX MPUIOXKEHWA WM, eCcnu naposb
aZAMUHUCTpaTopa Ao/MKeH bbiTb YCTaHOBIEH Ha BCe ycTpoKcTea eToken.
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5.2. NHunymanunsaumsa eToken

Ona nHnumanusaumm eToken BbINOMHUTE cneayolwmne AencTems:

1. Haxmwute kHonky WHuumanusmposatb eToken Ha naHenn WHCTPYMEHTOB WU LUENKHUTE
npaBoi KHOMKOW MbIllM HAa WMEHW YCTpoilcTBa eToken B NeBOM 4acTuM OKHa W Bbibepute
dyHKUMio MHUMUManusaumsa 13 MeHIo.

OTKpoeTcs OKHO MHUUManmnsaumm eToken.

= Huymnanuznpoeate eToken @
NapameT pbl nHUywanusaLmm eToken

Wma eToken: | eToken

MaKCMMENBHOE YCHD owmbok npw

Maponk NONE30BATENR: | #*esssases
Bxoae:

MoATEEEHAEHHE: Ssssssssss

D I U e MaKCMMENBHOE WACTO OWwKMBoK rpK

MNoaTEEpHAEHME: Exoae:

MpuMeqaHke: ANnA pasbnokMpoBKK YCTPORCTEa BEEAMTE NP0t 3AMMHMCTPATOPA.

LononHUTENEHBIE HECTPOMKK

IMpH NEpEOM EX0AE HeoBXOAMMG MEMEHHTE NEPoN:
LononHWTENEHD

TekyLwMiA Aseik: RU

3anyck | SaKpLITh

2. Beeaute umsa yctponctBa eToken B none Wma eToken. Ecnn octaBuTb 310 none 6es
M3MEHEHWUI, TO YCTPONCTBY ByAeT NpuUCBOEHO CTaHAapTHoe uMsa —eToken.

3. OtMetbTe Maponb nonb3oBaTens A58 MHUMUManmM3auum eToken C naposieM nonb3oBaTesns.
NHaue eToken 6yaeT uHuumanusmpoBaH 6e3 napons, 4YTO npuBedeT K HEBO3MOXHOCTM €ero
MCMoNb30BaHMs NpunoxeHmnamm eToken.

4. Ecnm none Maponb nonb3oBaTens 3anojlHEHO aBTOMaTM4YeCKW, BBEAWTE HOBbLINM MNaposib
nonb3oBartens eToken B nosie HanpoTtue Maponb nonb3osBartens, MoarBep>xaeHue.

NMpuMmeuyaHue:

Mo ymonuaHuio Ana HoBoro eToken ycTaHoBfeH naponb 1234567890. Ecnv Bbl XOTUTE MCnonb3oBaTbhb
naposib M KayecTBO Mapofs Mosib30oBaTeNst Mo YMOMYaHWI0, TO CHUMUTE OTMETKY HanpoTusB nyHkTa Mpwm
nepBoM BxoAe Heo6xoAuMMO M3MEeHMTb Naposib. MHaye nHuumnanusaumsa eToken He yaacTcs, Tak Kak
napoJsib Mosb30BaTeNs YCTaHOBJIEHHbIN MO yMON4YaHuio He ByaeT yaoBNeTBOpSTb TPeboBaHMAM K KayecTBy
napons (cM. HacTponka kadectBa naponen). Ecnm otmeuveH nyHkT Mpu nepBoM Bxopge Heob6xoauMo
M3MEHMTb Maposb, TO NOMb30BaTE/lb CMOXET BBECTM CBOM Maposb Npu creaytouwem Bxoge Ha eToken. B
3TOM C/lyyae nosib3oBaTento HeobxoAMMO BBECTM Mapofib, YAOBNEeTBOPsAOWMIA TpeboBaHMSAM K KayecTBy
napons (cM. rnaesy Hactpownkn eToken)

5. Ana wHuumanusaumm eToken ¢ naponeM aaMuHUCTpaTopa, OTMeTbTe nNyHKT [Maponb
agMUHMCTpaTopa, W BBeauTe B MoJsie HanpoTMB Naposib agMuHUCTpatopa. Ewe pas3 BeseguTte
napofnb agMuHuctpatopa B nose MoprBep>kpeHue (Naposb AOIKEH cogepXaTb He MeHee
yeTblpex CMMBOJIOB).

MpuMmeuyaHue:

Co3paHune naponsa agMMHUCTpaTOpa MO3BOJIAET BbIMOJIHATL OMNpPeAEsIEHHbIE beHKLl,IAIA Ha eToken: C6p0C
napons nosib3oBaTensa Ha SaﬁﬂOKVIpOBaHHOM eToken.
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6. B none MakcumMmasnbHoe uucno ownbok Npu BxoAae BBeauTe Ntoboe 3HaueHue B npeaenax
mexay 1 n 15. 310 none nokasbiBaeT, CKOJIbKO pa3 NoApsA MOXHO BBOAWTb HEBEPHbIV Naposb
nonb3oBatenss WM agMUHUCTpaTopa. [Mpu AOCTMXKEHUU YKA3aHHOMO 3HayeHus cuyeTymka
eToken 6nokupyeTtcs. Kaxabllii pas nocfie BBoOAa KOPPEKTHOrO 3HaYeHUs CYETUNK OBHYNseTCs.
Mo yMONnuaHUi0 MakCMManbHOE YMC/I0 MOMbITOK HEBEPHOro BBOAA Naposis paBHo 15.

7. Tpu HeobxoaMMOCTM OTMETbTE NyHKT Mpu NnepBoM Bxoae HEO6X0AMMO U3MEHUTb Naponb.
DTOT MYHKT OTMEYEH MO YMOSTYaHMIO.

NMpuMmeyaHue:

Ecnn eToken PKI Client 6bin ckOHUrypnposaH TakuMm 06pa3oMm, 4YTO Maposb MO YMOJYAHWUIO BBOAUTCSH
aBTOMaTM4eCKM MNpu NepBoM BXOAE B CUCTEMY, TO MOJSb30BaTesnto TpebyeTca TONbKO BBECTU M NOATBEPAUTH
HOBbI Maposib, He BBOAS MpPU 3TOM Maposib CO34aHHbIA NO YMOYaHUIO.

8. Ecnn  Bbl  XOTUTE HACTPOUTb [AOMOSMIHUTENIbHbIE MapaMeTpbl, MNPOAO/KUTE Mpoueaypy
MHMUMANM3aLUmMmM B COOTBETCTBUN C YKa3aHUAMU crneaytlollero pasaena (cM. pasgen Hacrtpoiika
OONOJTHUTENbHbLIX MapaMeTpoB MHMLMANM3ALMK), 3aTEM HaxMuTe KHonky OK ana Bo3BpaTta B
OKHO MHMUManusaumu eToken.

9. [nsa Hayana npouecca MHMLUMANM3aUMn HaXXMUTE KHOMKY 3anyck.

Ha akpaHe nosaBUTCSA OKHO C MOBTOPHbLIM 3aMpoCOM Ha 3anycK UMHUUManmM3auumn.

@Haqann HHMLHanK3alq4 eToken il

3Ta onepaukd NPHEEAET K ¥ AANEHKHD BCEX AaHHEX Ha eToken.

OF OTHEHE

10. Haxmunte OK.

Ha skpaHe nosaBuTCSA WKasna, nokasbliBawLwasa CTerneHb BbINOJIHEHUS Mpouecca.

eToken

CT T T T T T T TT] 30%:

Mo 3aBepLlEeHN0 NHMUnann3aumm Ha saKpaHe nosaBUTCA OKHO C NOATBEPXAEHUNEM.

@HHHuHanmauHﬂ eToken El

FHHMUKManHzauma eToken BEBINONHEHS WCMELWHD

Ik

11. 3akpoiiTe OKHO HaxxaTueM kHornkm OK. Ha aTtoMm nHnumanmsaumsa eToken 3aBeplueHa.

5.3. HacTpolika onoNHUTENbHbIX NapaMeTpPoB MHMLMAN3aLmmn

[ns HacTporky AONONHUTENbHbLIX NapaMeTpoB BbINOSHUTE cneaylowme 4eNCTBUS:

1. B okHe uHuuymanumsaumm eToken HaxMuTe KHOMKy JLONMOJIHUTENIbHO.
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OTKpoeTCs OKHO AOMNOJSIHUTENbHbLIX HACTPOEK eToken.

= lononHUTENEHEIE HACTROHKN

[onoAHATENbHBIE HaCT poilkn eToken

Pt COBMECTMMOCTI C BEpcMel 3.65

CoXpaHUTE MONMTHKY Naponei Ha eToken

Pestam FIPS

CaHodakTopHLIN Exoa

Moadeperka Koyeli RSA AnMHoH 2048 GuT

MNopaepxka OTP

M3MEHWTD KoY
WHULMENNZ3LMA

PEMMM KILMPOBAHNSA MAYHEIX 0EHHEL
Beeraa (BeicTprii) El

PEM BTOPMYHOA MOEHTHUDHKELMAK C Knodom RSA

Hukoraa E|

3a0aTk KOMMHECTED KMoqei RSA

Kooy gnuHon 1024 biuta

Ok | OTHeHa |

2. YcTaHOBUTE HEOH6XOAUMbIE HACTPONKMU:
Hactpoiika OonucaHue

Bbibepute  3TOT  nNyHKT Ana  obecneuyeHus
Pexum coBMecTMMOCTU C
o BO3MOXHOCTHU paboThl WHULMANN3NPOBAHHOIO
Bepcuen 3.65 2
ycTponctea c eToken RTE 3.65
CoxpaHuTb NONNTUKY BbibepuTe 3TOT NYHKT, €CAN Bbl XOTUTE XPaHUTb
naposnen Ha eToken HaCTPOMKM KayecTBa naposen B namsatn eToken
Bbibepute 3TOT MNYHKT 449  MHUULKAAM3aumu
YCTPOWCTB B pexXumMe COOTBETCTBMA CTaHAapTy
FIPS.
FIPS (Federal Information Processing Standards) -
Pexxum FIPS yTBEPXAEHHbIN  npaBuTenbctBoM CLUA  Habop
CTaHOapTOB,  HaMpaBJ/IeHHbIX Ha  yaydleHue

ynpaBNeHUss U WNCMNOSIb30BaHNSA KOMMbIOTEPHbLIX M
TeNIeKOMMYHMKALMNOHHbLIX CUCTEM CBs3n. eToken
PRO MOXeT 6bITb CKOH(UrypupoBaH B
COOTBETCTBUM CO CTaHaapToMm FIPS.

OpHodaKTopHbIN BBOA

Mo yMonyaHuIo: OTK/IIOYEHO.

Mpu  BKAOYEHHOW  dYHKUMM  OAHO(AKTOPHOro
BBOAA, AN BXOA4a B CUCTeMy TpebyeTcsa TOnbKo
Hanuume yctponcTtea eToken. Maponb Npu 3TOM He
TpebyeTcs.

MpumeyaHune:

Mo coobpaxeHnsM 6e30macHOCTM, 0AHOMAKTOPHbIN
BXo4 He wucnonb3yetca B eToken PKI Client
Properties

Mopaepxka

Knouen

RSA pgnuHoi 2048 6ut

Bbibepute 3TOT NYyHKT AnA noaaepxku 2048-
6uTHbIX KNtoderr RSA (pexuMm AocTyneH He ans
Bcex mogenen eToken)

Mopnnepxka OTP

BbibepuTe 3TOT NYHKT ANS BKIOUYEHUS NMOALEPXKKMU
OTP (pexuMm [OCTYyneH He pana Bcex Moaenemn
eToken)

Pexxnm

K3WKWpoBaHuA

B PKI Client B uensax 6onee acpdhektmBHon paboTbl
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Hactpoiika ‘ OonucaHue

NpeaycMOTPEHO K3LWWMPOBaHWE AaHHbIX. [aHHas
HacTpolika onpegenser, Korga nnyHas
MH@OopMauus (kpome 3aKpbITbIX KJTHOYEN,
annapaTHO creHepupoBaHHbIX Ha eToken PRO/ NG
OTP/ Smartcard) MoxeT 6biTb K3WMPOBaHUSA BHE
namsTK yctporcrtea eToken

Bbl6epVITe OOWH N3 cnegyrwmnx BapmMaHTOB!

Bcerga (6bICTpbIN): pexuM MO YMOSYAHUIO.
JInyHble  AaHHble BCceraa K3LWunpytoTcs B
NpUIOXKEHUN. DTUM ycKopsieTcs ero paboTa, Tak
KaKk 4acTb [AaHHbIX COXPaHSeTCs Ha JIoKaslbHOM
KOMMbIOTEPE, OAHaKO TaKOW MexaHu3M MeHee
6e3onaceH, Hexenu Koraa AaHHble He K3LWUPYTCS

Mpn Bxoae nonb3oBaTens: aHHble OCTAlOTCS B
K3LlWe c MoMeHTa aBTopu3aunm ¢ nomowbio eToken
W OO MOMeHTa, NoKa CeaHC aBTopu3auunm He byaeTt
3aKpbIT. ocne 3Toro Bce 3aKpbiTble AaHHble 6yayT
yaaneHbl 13 K3olla

Hukorpa: B 3TOM cnyyae AaHHble He KIWUPYTCA

naeHTUnKaumm
Knto4yom RSA

Pexxunm BTOPUYHOM

C

[JaHHaa HacTpolka Mo3BONISIET YCTAHOBUTb PEXUM
3ajaHnsa  AOMNOMHUTENBHOrO Napons Ana Kiyen
RSA. Ecnn naponb 3agaH, To nomMmMo obnagaHus
cobctBeHHO eToken wn naponeMm, Bam Tak xe
HeobxoauMo 6yaeT 3HaTh Napofib AaHHOMO K/ko4a
PSA.

HaHHasa HacTpomka onpenensert NOJUTUKY
MCMNOSb30BaHUA BTOPUYHOM ayTeHTUdUKaAUMM C
KntouyoMm RSA.

Bcerpga: npu cospgaHum knaoya RSA, Bam 6ypet
npeanoXeHo 3agaTb AOMNONHUTENbHbIA Naposb ANS
goctyna K kawody. [llpu Haxatum kHonku OK
reHepupyeTtcs KoY, BBEAEHHbIN naponb
MUCMONb3yeTcad B KAYeCTBE  AOMNOSIHUTENIbHOMO
naponsa RSA gnsa atoro knwo4a. Ecnu B oTaenbHOM
cnyyae Bbl 3TOr0 Aenatb He XOTUTe, AOCTATO4YHO
HaxxaTb KHONKy OTMeHa

Bcerpa 3anpawwumBaTb Yy nosb30BaTens: rpu
reHepauuvu RSA K/touya, Kaxabl pas3
3anpalwmrBaeTcs AONOJHMUTENbHbIN Naponb RSA ans
JocTtyna K 3ToMy kwody. OAHako nonb3oBaTesib
MOXET W He 3ajaBaTb [AOMOJHMUTENbHbIN MNaposb
(HaxxaB kHoMNKy OTMeHa), npu 3TOM reHepauus
Ko4ya NpoOAOIXUTCA 6e3 MCMONb30BaHMA
AornonHuTenbHoro napons RSA

3anpawmBaTtb NO TPe60BaHMNIO NMPUIOIKEHUS: B
3TOM pexunMe MpUNoXKEHUS MOryT 3anpawuvBaTtb
napone Ana  kawoda RSA, ecnm B HUX
npeaycMoTpeHa Takas BO3MOXHOCTb (npun
reHepaunm knoda vepes Crypto API ¢ donarom User
protected

Hukorpa: B 3ToM pexuMe naponb ansa knwodya RSA
3a4aTb Henb34, ansa AocTtyna K KN4y
ncnosnb3yeTca naponb eToken

Kntoyen RSA

3aaaTtb KOJINYECTBO

[JaHHas HacTpolika rMo3BossSeT 3ape3epBuMpoOBaTb
obnactb namatu eToken noa kntounm RSA. Hukakue
ApYyrne AaHHble He CMOryT 6biTb MOMeLleHbl B 3Ty
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Hactpoiika ‘ OonucaHue

obnacTtb

N3MeHnTb
MHUUManmn3auumn

KoY

Knwo4y uvHuymanmsaumm 3awmiiaeTr oT FIOBTOpHOVI
MHnuManmsaumm wu TDE6YET 3a4aHnAa OTAENbHOIo
naponsa Ao 3aBepleHnsa nHnudmanmsaumm

3. Ecnu Bbl

XO0TNUTE WU3MEHUTL K/KOY WHULUMaNU3auunn eToken,

BbINO/IHUTE HeobxoauMble

,CleVICTBMﬂ, OMNUCaHHbIEe B rNase VM3aMeHeHne K/4va UHUUKaNmM3aumu.

4. 3aKp0171Te OKHO, HaxaB KHonky OK, un BbINO/IHUTE OCTalbHble OEeNCTBUA TaK, Kak OnmcaHo B

npeablaywem naparpade.

6. VM3MeHeHwue Krva nHnumanmsaunm

YT06bl M3MEHWUTb KOY MHULMaNn3aummn eToken BbINMOSHUTE cleaylolumne AeNCTBUSA:

1. B oOKHe JOMONHWUTENbHbLIX HacTpoek eToken HaxmumTe KHOMKY W3MeHUTb KJoY
MHUMUManusaumm.
OTKpoOeTCs OKHO K/toya MHuuranumsaumm eToken
= Knrou nHnumanuzaynm eloken @

Knroy nHuunanuzaumn eToken

eToken

Mnonb30BaTh KK MHALAANM3aLAM No YMOoYaHKH

WcnonbsoBaTe }'KE3EHHbIIT1 KDY MHMUManK3aLan

[ M3MEHMTE KoY MHMLMENMEALM
) Mo yMmonqaH
CRyyaiHbi
3T0 ZHAYEHHE:

MoaTEEpwAEHWE:

TEKYLLAI AZbIK:

Ha:

RU

OK

| OTMEHE |

2. YcTaHoBUTE HEOH6XOAUMbIE HACTPOUKU:
Mone OonucaHue

Mcnonb3oBaTb KOY MHUUMaNU3auMmn no
yMO/14aHUIo

Mcnonb3oBaHune
MHUUMANM3aumun

CTaHAapTHOro 3Ha4YeHnA Kn4ya

Mcnonb3oBaTb
MHUUManmn3auumn

YyKa3aHHbIN KoY

BBeaouTte TO 3HayeHwe, kKoTopoe 6bl10 YCTaHOBMEHO B
nosne 3To 3HaYeHue

N3MeHUTb KoY MHMUMANN3aumn Ha:

Mo yMonuyaHWUIO: BOCCTAHOBUTL  3HauyeHue Mo
YMOYaHUIO
Cny4yauHbIi: B 3TOM cnyyae noBTOPHas

nHuumanmsauyms eToken HEBO3MOXHA

3T0 3HauYeHue: BBeAUTE N NOATBEPANTE HOBbIN KJIHOY

3. HaxmuTe kHonkKy OK ans Bo3BpaTa K OK

HY AONOMHUTENbHbIX HacTpoek eToken.
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4. 3aKkpoiTe OKHO, HaxaB KHOMKy OK, 1 BbINOMHUTE OCTanbHble AENCTBUSA TaK, Kak OnMmMcaHo B
rnase MHunumanunsaumna eToken.
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7. YnpaBrieHne ycTpoincTtBamu eToken

JaHHbIM pa3gen nocesilweH onmMcaHuio GYHKUMN U HacTpoek eToken.

KpaTkoe coaep)<aHue pa3spena:

e Bbibop aktnBHoro eToken

e CMeHa napons nonb3oBatensa eToken

e PaszbnokupoBaHue eToken

e YpnaneHue copgepxumoro eToken

e [lpocMOTp AaHHbIX 06 ycTpolicTBe eToken

e KonupoBaHue nHdopmauumn o6 eToken B 6ydep obmeHa
e [lepenmeHoBaHue eToken

e ABTOpu3saumsa B eToken

e lIMnopT cepTudukarta B namsaTb eToken

e Bbibop gononHuTenbHoro ceptudukata u ceptnudurkaTa, UCNOAb3yeMOro no yMona4aHuto
e YnpaBfieHMEe CUMTbiBaTENSAMMU

e  CWHXpOHM3aUMA naponei

7.1. Bbibop akTnBHOro eToken

Korpa noakntouyeH He oauH eToken, a 0AHOBPEMEHHO HECKOJIbKO, HYXHO BblI6paTb U3 HUX TOT, C
KOTOPbIM ByAyT BbINONHATLCS BCe onepaumn. [ins 3Toro BbINOMHUTE Clieylolmne AeACTBUSA:

1. LUlenkHnTe NnpaBoOM KHOMKOW MbIWM Ha 3Haudke B 06sacTn yBeaoMneHui. Ha akpaHe oTkpoeTcs
MeHto eToken PKI Client.

iﬂ OTKpEITE eTaken Propetties
EE! M3MEHHTE Napone eToken

['EI ¥ A&anMTe codepxrmoe eToken

i)

o eToken
SDS Admin

iij Q nporparive
@ CKPRITE

2. Bbibepute nyHKT YCTPOMCTBA W B OTKPbLIBLUEMCSH AOMOSHUTE/IbHOM MEHI0 Bbibepute TO
YCTPOWCTBO, C KOTOPbIM Bbl cObnpaeTecb paboTaTb.

7.2. CmeHa naposna eToken

Kaxpaoe ycTpoictBo eToken BbiNyckaeTcs CO CTaHAAPTHbLIM naponem - 1234567890. B wuenax
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6€30MacHOCTM PEKOMEHAYETCS U3MEHUTb CTAHAAPTHLINA Naposib cpasy nocne nosy4veHus eToken.
OTBETCTBEHHOCTb 3@ COXPAaHHOCTb Maposisi BCELENO NIEXUT Ha Bnagenbue eToken.

Ecnv npu wuHuumanusaumm eToken ykasaTb Naposb aAMUHUCTpaTopa, To, B c/lydae 3abbiToro
WKW YTEPSIHHOIO Maposisi, MOXHO 6yAeT YCTaHOBUTb HOBbI Maposib 6e3 noTepu AaHHbIX, XPaHSALWMXCS
B namsaTn eToken. Ncxoas M3 3TUX COO6paxeHuii, peKOMeHAYeTCS UHULMANM3MpoBaTb BCE YCTPOMCTBa
eToken ¢ ykasaHWeM Naposs agMUHUCTpaTopa.

Mpn cMeHe napons, HOBOE 3HayeHuWe [OJIKHO COOTBETCTBOBATb YCTAHOB/IEHHbIM  aAMWHUCTPATOPOM
TpeboBaHMsaM K KayectBy naponein. bonee nogpobHble cBeaeHMs O  MOAUTUKAX KayecTBa
napoJsien n3soxeHsbl fanee.

MpumeuaHue

OT YCTOMYMBOCTM WM COXPAHHOCTM Ballero naposis 3aBMCUT 6€30MacHOCTb [aHHbIX Balleil KOoMMaHuw.
MIMEHHO MO3TOMY BaXXHO, YTO6bl Naposib Hbl1 Kak MOXHO 6osiee HaaexHbIM. B naeane PIN-ko4 AonXeH
6bITb KaK MWHUMYM BOCbMM3HAYHbIM W MPEACTaBASATb CO6OM MOC/IEeLOBATE/IbHOCTL M3 CUMBOJIOB B
BEPXHEM WU HWKHEM pPerumcrpax, 3HakoB MpenuHaHus n undp. Maponb A0SKEH 6biTb MaKCMManbHO
Clly4yaiHbIM M He coAepaTb WHGMOPMaLUMIO, KOTOPYHD 3/I0YMbIWIEHHMK MOXET 3HaTb — UM
nosb3oBaTens, AaTy POXAeHWs, HoMep TenedoHa 1 T.A.

Ana n3MeHeHUs napons nosb3oBaTtens eToken BbinosHUTE cnepywouwme AencreuA:

1. 3anyctute ytunuty «CsolicTtBa eToken» M B npaBOM 4YacCTM OKHa HaXmmTe KHornky CMeHuTb
naposb.

2. B OTKpbIBWIEMCA OKHe BBeaWTe Tekyllee 3HayeHne PIN-koga B nosie TekywuMi naponb Ans
eToken.

@Hmﬂ&ﬂmb naponk: eToken il

1
M3meHuTE naponk eTO‘k. e n

TekywriA napone anA eToken: |

HoEwIA napone And eToken: I

MoaTEEpH AEHHE! I I— 0%

g Maponk LON#EH 0TEEYaTE TRESOE SHMAM K CIOMHOCTI NSp0NA, S84aHHERM
H AnA YCTpoHCTES.

TERYILHA A3k RLI

o], OTHEHA

Heobxoammo 0BAZETENEHD Z3N0NHMTE NONA ANA BEOAA naponAg.,

3. Beeaute HoBoe 3HauyeHne PIN-koga B nonsx HoBblM naponb pana eToken u
MoaTBepXxaeHue.

MpuMmeuyaHue

[lo Mepe TOro, Kak Bbl BBOAWTE CMMBOJIbI B MNOJSie /19 HOBOro naposs, crpaBa Bbl yBUAUTE LIKany,
KOTOpasa NnokKa3bliBaeT, HACKOJIbKO BBEAEHHbI napo/sib COOTBETCTBYET YCTAHOBJIEHHbLIM KPUTEPUAM KayecCTBa.

4. Haxmute OK. Mocne aToro naponb nonb3oBatens eToken 6ynet o6HOBNEH.
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Ansa nameHeHns napons agMmHuUcTpatopa eToken BbINnONIHUTE cnepyowme AeiCTBUS:

L
1. TMMepelianTe B pacClUMPEHHbI PEXUM, HaxaB KHOMKY et B rTaBHOM OKHe.

2. B naHenu MeHI0 CBEpPXY HaXmuTe KHomky — . OHa 6yaeT AOCTYMNHOW TONbKO B TOM ciy4ae,
€ecnu Npu nHuumanmsaumm eToken ana Hero 6611 3aZaH Naponb aAMUHUCTPaTOpPa.

Ha skpaHe OTKpoeTcs criefytollee OKHO.

EEVM3HeHTL Naponb aAMUHHCTPATOPE: ool x|

M3MEHHTE NApoNL aAMHHHCTPaTOopa ETDi(e n

TeryYLWHA Naponk: I

HoERIFA Naponk: I

nDﬂTBEpH{ﬂEHHE napona: I

TeryIWHA Azbik: EM

(0],4 | OTMEHA

BeeauTte Tekywuin naponb agMMHUCTpaTopa B nose TeKkywuii naponb.
4. B nonsx Hosbi naponb 1 MoaTBep>xAeHMe Napons BBeAUTE HOBbIM Naposib.

lMocne TOro Kak naposb 6y,qe'r M3MEHEH, Ha 3KpaHe NoABUTCA OKHO C noATBEPXAEHUNEM.

x

I'Iap-:unb WCNEWHD H3MEHEH

Ik

5. 3akpo#Te O0KHO, HaxaB kHonky OK.

7.3. PasbniokupoBaHue eToken

Ecnn npn uvHuumanmsaumm yctponctBa eToken 6bln ykasaH naposib agMUHUCTpaTopa, 3TO
[aeT BO3MOXHOCTb pasbnokupoBaTb e€Token. Takass Heo6X0AMMOCTb BO3HUKAeT B  TeX
CNnyyasix, eCcnu nosib30BaTeslb HECKOMbKO pa3 NoApsiA BBeAET HeNpaBU/bHbLIN Naposib.

CyuwecTtByeT aBa cnocoba pasbnokmposaHus eToken: pasbnokmposaHmne eToken € MCNOSIb30BaHUEM
napossi aAMMHUCTpaTopa M pasb/IoOKMpPOBaHME MO CXEME «3arpoc-0TBET».

7.3.1 Pa3bnokumpoBaHue YycTpohctBa eToken € ucCnosib3oBaHWeM Naposs
agMUHUCTpaTopa

1. ABTOpM3ylTeCb C npaBaMW aAMWUHUCTpaATOpa M LWENKHUTE MNPaBOM KHOMKOW MbIlM Ha MWMEHU
ycTpoiicTBa eToken.

2. Bbibepute HasHaunTb Naponb. Ha 3KpaHe OTKPOETCS cneaytollee OKHO.
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= Beepure naponk: eToken

YCTaHOBHTE Naponk nonb3osatenn eToker ETOJKG n

Hoewii mapons: ||
MoaTEEmHRASHWE:

MakcHMansHoe KonvuecTso none |0 =

TeKyLWMA AskIK: EM

0K OTMeHa

3. BBeauTe HOBbIN Naposnb B nosisix HoBbIW Nnaponb 1 NMoaTBep>kAeHMeE:

4. YcTaHOBUTE MaKCMMasibHOE 4UCN0 nocneaoBaTesbHbIX BBOAOB HeBepHoro PIN-koga, nocne
koToporo eToken 61okupyeTcs, B nojsie MakcMuMasibHOe KOJIMYECTBO NMOMNbITOK.

5. Haxmute kHonky OK. Tenepb eToken pa3bnokuMpoBaH, M Mosib3oBaTe/lb MOXET MUCMOJb30BaTh AN
aBTopu3auunmn HOBbIN Naposib.

7.4. Pa3b6siokmpoBaHuMe eToken No cxeme «3arnpoc-oTeeT»

Ona  wncnonb3oBaHMS  AAHHOMW  CXeMbl Ha  nNpeanpusaTMM  Ao/kKHa  6bITb  BHeApeHa  cuctema
LeHTpanuMsoBaHHOro ynpasneHus eToken TMS Bepcum 2.0 mnu Bbiwe. 3abnoKUMpPOBAHHOE YCTPOMCTBO
eToken fonXHO 6bITb 3aperncTpMpoBaHoO 1 BbiNyLWEHO CPeACTBAMU CUCTEMDI.

MpM WCNONb30BaHMM [AHHOW CXeMbl pas3b/ioKMpOBaHWE YCTPOWCTBA MNPOUCXOAMT YAANEHHO W He
TpebyeT dusmnyeckoro noakayeHns eToken k paboyen CTaHUMM agMUHUCTpaTopa. [lonb3oBaTenb C
nomouwblo ytmnutel «CBoncTBa eToken» reHepupyeT 3awm@poBaHHbIN 3anpoc, coaepXalwnii AaHHble O
3abnokmpoBaHHOM eToken, M OTNpaBnseT €ro aaAMMHUCTPATOPY. AAMWHUCTPATOP C MOMOLbIO CUCTEMBI
eToken TMS reHepupyeT 3awmndpoBaHHbIN OTBET Ha 6ase 3anpoca W OTnpaBfsieT ero MnoJjb3oBaTesio.
Monb3oBaTenb BBOAUT MOJIyYEHHbIN OTBET B yTunute «CBoicTBa eToken». B crnyyae BBOAA KOPPEKTHbIX
AaHHbIX 6noknpoBka eToken cHMMaeTcs.

BaxxHO OTMEeTUTb, YTO A1 annapaTHbIX Kntdven eToken, Takxe Kak ana eToken Virtual, MoXxHO 3aaaTb
orpaHuyeHmne No KOJIMYECTBY MOMbITOK BBOAA HEBEPHOIO 3HAYEHMUS Naposis, B TO BpeMs kak ans eToken
Rescue Takas BO3MOXHOCTb UCKJIOYEeHa.

Ons pa3zbnoknpoBaHusa eToken No AaHHOM cxeMe Heo6X0AMMO BbINOSIHUTL Cleayolwme AenCcTBUS:

1. B npaBo# 4actm rnaBHOro okHa Haxmute kHonky Pas6nokmposBatb eToken. Ha skpaHe nosBuTcs
cnepytollee OKHO:
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=EPasbnokvposaTts eToken: eToken x|

PazbnokupoeaTe eToken ETO‘i(e n

Ex04 C NpaEamH aAMHHMCTRATORS

Sanpoc: |73 34 04 AB 7C 74 16 CC

OTEET! I
ANKHa OTEETa A0N#Ha COCTAENATE POEHD 16 CHMEONDE

HoERIF naponk
"

I- MNpH NEpEOM BxO4E HE0BX0AMMO M3MEHHTE naponke

Maponk: I

MNoATEEQW AEHHE! I

TeryWHA Askik: EN

'] | 0], OTHEHE

2. Cesixutecb C agMMHUCTPaTopa U coobwmte eMy Koa M3 nosas 3anpoc.

3. Ha Baw 3anpoc aAMWHUCTPATOP COOBGLMT BaM OTBETHYK KOMOMHaUMIO, KOTOPYK HYXHO BBECTU B
none OTBerT.

NMpuMmeyaHue:

FeHepauns OTBETHOrO Koda  OCyllecTBfsieTcs AAMUHUCTPATOPOM c MOMOLLbI0  CUCTEMBI
LileHTpafiM30BaHHOro ynpaeneHus eToken TMS. Mpoueaypa onvcaHa B JOKYMEHTALMM K CUCTEME.

4. BeauTe HOBbIN Naponb B nonsa Maponb 1 NMoaTrBep)xpaeHune.

5. TMocne HaxaTtma kHonkn OK B cnydae BBOoAa KOppekTHOro oreeta eToken 6yaet pa3bnokmpoBaH u
Ha Hero 6yaeTt ycTtaHoBNeH HoBbI PIN-koa:

eToken yenewHo
pazfinoKMpoeaH

NMpuMmeuyaHue:

Mocne 3anpoca k agmuHuctpatopy HE CJIEAYET BbINONHATb HUMKaKWUX AENCTBUM C ycTponcTtBoM eToken
[0 Tex Nnop, NMoKa Bbl He MOJyunTe OTBETHBIN KOA M He pa3brnokupyeTe eToken.

HecobntogeHne 3toro npaBuna MOXET HapywWuTb YCIOBUA BbIMNOJIHEHUA CXEMbl «3arfnpoc - OTBET», WU
B pe3yfnbTaTe NoSyYeHHbIN BaMN KOJ OKaXeTCS HeAeWCTBUTENbHbIM.
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7.5. YpaneHue cogepxumoro eToken

JaHHas dyHKUMs nossonsieT ocBo60ANTb NamMsaTb eToken OT BCEX COAEPXKALLUXCA B HEN 06HbEKTOB:
06bEKTOB [JaHHbIX, KpunTorpaduveckmx K/oueidr UM cepTUdPUMKATOB - KakK KOPHEBbLIX, Tak W
nonb3oBaTenbCkux. [aHHasi ornepauusi ogHaKo He 3aTparvBaeT 06bekTbl, B aTpubyTax KOTOpbIX
YyCTaHOBJIEH 3anpeT Ha ydaneHue. [ns cpaBHeHMs, npoueAypa WHUUMaNM3auuu Takxe yaanset
BCce 06beKkTbl B NamMaTn eToken, o4HaKO Npu 3TOM yAanatoTcsl cpasy Bce 6e3 UckoveHnst 06beKThl,
W NpW 3TOM TaKXe NMPoUCXoAUT cOpOC 3HaYeHWst Napons Nonb3oBaTeNs U TakxXe yaaneHue naposs
aAMUHUCTpaTOpa, eCc/iM 3TOT Naposib He 3a4aH SIBHO NP UHULMaNM3auuu.

MpuMmeyaHue

[aHHas onepaumsa He 3aTparMBaeT AaHHbIX, COXpaHeHHbIX BO Flash-namatu eToken.

YT106blI OUNCTUTL NaMATb eToken, BbIMNOHUTE crieayloLline 4eiCcTBUS:

1. BblbepuTe B MeHI0 6bICTPOro 3amnycka yCTPOMCTBO, C KOTOPOFO Bbl XOTUTE YAanAUTb AaHHbIE.

2. OTKpoliTe MeHl 6bICTPOro Bbi30Ba M BblbepuTe B HEM MYHKT YAaJiuTb copepXumoe
eToken.

|ﬂ OTEpEITE EToken Properties

|Ej M3MEHHTE Napone eToken

¥ AANKTE COAEp¥HMOE &

Y¥CTPOHCTES b

| i O nporpatme
@ CKpBITE

Ha sKkpaHe NosIBUTCS OKHO C MpeanoXeHwem MOoATBEpAUTb YAaNeHWe AaHHbIX U3 MNaMsaTu
eToken.

6. [nsa npoaos/mKeHus HaxmuTte kHonky OK.
B oTKpbIBLIEMCS OKHE BBeAUTE Maposib nonb3osatens eToken n Haxmute OK.

Mocne TOro Kak pAaHHble u3 namatm eToken 6yayT yadaneHbl, Ha 3KpaHe nNoOSIBUTCSH
cooTBeTCTBYOLWME coobLieHus.

= vnanutb cogepsidroe eToken x|

¥ aaneH1e eToken BeINonHEHD WCMELWHO

oK |

8. 3akpounTe OKHO, HaxxaB KHonky OK.
7.6. TMpocmoTp cBegeHuin o6 eToken
Ecnm BamM Heo6xoaAMMO NMpoOCMOTpeTb NoApobHble CBeAEeHUSA O MOAK/IIOYEHHOM yCcTponcTee eToken,

TO Bbl UX MOXETe NpoCcMOTpeTb B yTunute eToken Properties. CaMmbiii npocToli cnocob nonyuunTb
noapobHy CBOAKY MO MHTEPECYIoLWeMy YCTPOUCTBY BbIrNsAUT cneaytowmm obpasom:

1. BblibepuTe B rnaBHOM MeHio eToken Properties ycTpoMcTBO B KOJIOHKE Crnpasa.

2. Haxmunte cnpaBa Ha kHonky MpocMoTp AaHHbIX 0 eToken.
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Ha skpaHe nosaBuUTCSA OKHO criegytowero Bnaa.

x|
1
Mudoprayua o eToken eTOk e n
mA i eTaken Flash -
KaTeropua eloken PHIHYECKOE )
AMA YETPOMCTEA CHMTHIEAHHA AkS ifdh 1
CEpHAHEIA HOMER 0x0018F3dF
QAWM 0D BEEM NaMATH 65536
ZE0D0AHDE MECTO Ha CMapT-KapTe eToken 43135
Bepcya obopy A0EaHKA 4.27
EBepcyA scTpoeHHOro MO 2.6
ID cHapT-KapTEI 25ch 37061615
HazeaHHe npoayvkTa eToken NG-FLASH 5121 COS4, 20
Mogent Token 4.27.1.1 2.6.189
THN CHapPT-EapTEl Card 05
Beprya OC Card23 V4.2 (C) Siemens &G 1994-2003
Mask version HenpHHEHHMO
LeeT CHHHA
MoAAEpHHEIEMEIF PAZMED KN4 2045 —
Mapone NonezoEaTENA MpHCyTCTEYET
MoneITok NaponA NONES0EATENA - DCTAN0CE 15
MoneIToK NaponA NoNE30EATENA - Makc, 15
Maoone 3aAMMHHCTODATODA MoHCYTCTEVET ll
Copy 0K |

Ecnn Bbl XOTUTE CKONMpPOBaTb BCe AaHHble MO YCTPONCTBY B 6ydep obMeHa, HaxXxmMuTe KHOMKY
Copy.

9. T[locne npocMoTpa 3aKpoiTe OKHO, HaxaB kKHonky OK.

Te e cBeaeHus Bbl MOXETE NMPOCMOTPETb M CKonuMpoBaTb B 6ydep obmeHa, BbibpaB Heobxoaumoe

YCTPOMCTBO B pacClUMPEHHOM PEXMME N HaXKaB KHOMKY

7.7. TepenmeHoBaHuMe eToken

Ona ypnobctBa pasnunumMsi yCTPOWCTB Mexay Co60M WMMEeEeT CMbICT CMEHUTb CTaHAapTHoe WMS
(«eToken») Ha apyroe. Hanpumep, Bbl MOXeTe yKa3aTb B MMEHW WHULUMabl NOSb30BaTeENs WU
KpaTKO ykasaTb 06n1acTb NnpuMeHeHns aaHHoro eToken.

YT06bI 334aTb HOBOE MMSA A4ns eToken, BbINOMHUTE cneaylolme 4eNcTBuUs:

1. B rnaBHOM MeHI0 BbibepUTE TO YCTPOINCTBO, KOTOPOE Bbl XOTUTE MEPENMEHOBATD.

2. B npaBoii 4acTu okHa HaxmuTe kHonky MepeunmeHoBaTb eToken. Ha 3kpaHe NOSABUTCS OKHO
asTopu3aumn.
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zl
Brog Ha eToken ETO%E n

BeeamTe napone eToken
.

lima eToken: IeT-:uken Flash

Mapone: ||

TekyYILHA AzkIE: RL

OF, OTHEHS

3. B oTKpbiBLIEMCS OKHEe BBeAuTe naposib eToken n Haxmute OK.

Ha akpaHe nosaBUTCSA HOBOE OKHO CneayloLwero smaa:

=ENepevmenosate eToken |

MepexreHoeaTe eToken ETOi(e n

HoEoe vmA eToken:

Mcnonez0EaTE 370 MMA ANA H.u'J.EHTHEI:IHKEILI.HH eToken

Ok OTMEHS |

4. Begute HoBoe uMsa eToken, ucnonb3ysa nwbble KOMOMHaumu 6ykB, UMbP M cheumanbHbIX
CUMBONOB, N HaxxMuTe OK.

BBeaeHHoe MMsi cpasy MosiBUTCA PsSAOM CO 3Ha4YKkoM eToken B /IeBOW KOSIOHKE.

-

OaHako B MeHK ObICTPOro 3amycka OHO WM3MEHWUTCS TOJIbKO MOC/E€ MOBTOPHOMO MNOAKIHOYEHMUS
yCTpONCTBa.

7.8. Pexunmbl paboTtbl eToken

eToken npenycmatpuBaeT paboTy B [ABYX peXuMax: B pexuMe Monb30BaTenss U B pexume
aAMUHUCTpaTOpa. OCHOBHbIM PEXMNMOM ABNAETCA PEXUM MOSIb30BATENA, @ PEXNM aAMUHUCTPATOpa
SIBNSIETCA BTOPOCTEMNEHHbIM U BO3MOXEH TOJIbKO B TOM C/lyyae, €Cnu npy uHuuManusaumm eToken
6b11 3a4aH Naponb agMUHUCTpaTopa. AAMUHUCTPATUBHbIE MOTHOMOYMSI OrpaHUYeHbl 40 U3MEHEHUS
naposs agMMHUCTpaTopa, 3ajaHusl 3HavyeHus napons nofb3oBaTensa eToken, pa3bnokMpoBaHWS
eToken no cxeme «3anpoc-oTBET» U U3MEHeHMeM TpeboBaHMI K KayecTBy naponen.

be3 aBTOpM3aUMM eaAMHCTBEHHOW (yHKUMEN, aocTynHon B eToken Properties, octaeTcs npocMoTp
ceegeHunn 06 eToken.
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7.9. ABTOpM3aumsa B pexnme nosib3oBatesnid

Mpn BbINoAHeHUMM 6GonbwKMHCTBA QYHKUMA B eToken Properties TpebyeTcs aBTopu3auus
nonb3oBartens. TakumMn yHKUMSMKU, Hanpumep, sBnatoTcsa MNepenMmeHoBaHne eToken, n3MeHeHue
naposs nonb3oBaTens, yaasreHne coaepXxmnmoro n3 namatn eToken, MMNopT cepTudUKaTOB U 4p.

Bmecto TOro u4tobbl BBOAMTH naposb A4Ans KaXgon Takom onepauwun, y,u,o6Hee BbIMOJTHUTb
aBTopu3auunio oauH pas. lNMpoueaypa BbIrNAaUT Tak:

(3
1. TMepeianTe B paclUMpPEHHbIN PEXUM, HAXaB KHOMKY et B raBHOM OKHe.

2. LlenkHWTe npaBoi KHOMKOW MbIWKX Ha YCTPOMWCTBE B J[epeBe CleBa W B OTKPbIBLIEMCSA
KOHTEKCTHOM MeHIo BblibepuTte nyHKT Bxoga.

MHHUKHANKEHPOEATE

MMNOpT CepTHbHMEATS

ZMEHHTE Naponk

Bx0A C NpaEamH 3AMHHMCTRATORS
[ZMEHHMTE Naponk 8AMHHHCTPATORA

PazfnoKHpoEaTE

[MeperMeEHOEATE

3. B OTKpbIBLUEMCS OKHE BBeAUTE Naposib Nosb3oBaTesns u Haxuute OK.

x|

Brog Ha eToken ETO%E n

BeeawTe naponke eToken

lMma eToken: I LS5

Mapone: ||

TekyYILIHA Azbik: EN

OF, OTHEHS

NMpumeuyaHue:

OnuTenbHOCTb AENCTBMUS NMaposis C MOMEHTa aBTOpM3auMn MOXET ObiTb orpaHuyeHa B HacTpoikax eToken
PKI Client. B TakoM cnyyae no UCTEUYEHUIO OMpeaesieHHOro NpoMeXxyTka BpeMeHu BaM OyaeT npeanoxeHo
BBECTW NMaposib CHOBA MNpW BbINOJIHEHWM TOW UM MHOM onepauun, TpebyloLlen aBTopmsaLmm Noab3oBaTens.

4

Ons BbIxoda M3 pexuMma Mnonb30BaTenss HaXMUTE B pPacCLUMPEHHOM pexXume KHOMKY unm
oTktounTe eToken.

7.10. ABTOpM3auma B pexnme agMUHuUcTparopa

Ons poctyna K agMUHUCTPaTMBHBLIM DYHKLUMAM BbINONIHUTE Creaylowme AeCTBUS.
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-
1. TMepeiianTe B paclUMpPEHHbIN PEXUM, HAXaB KHOMKY et B raBHOM OKHe.

2. BblbepuTe B AepeBe cneBa TO YCTPOWCTBO, HA KOTOPOM Bbl XOTUTE BbINMOMHUTL aBTOPU3aLMUIO.

3. HaxmuTte KHOMKy m' DTa KHonka 6yaeT AOCTYMHa TONMIbKO B TOM CJflyyae, ecnu npu
WHUUManusaumm eToken 6bi1 3aaaH Naponb aagMUHUCTpaTopa.

4. B OTKpbIBLLEMCA OKHE BBeAUTE naposb agMUHUCTpaTopa u Haxmute OK.

X

4.
Bxoj c npasamMi asM1HUCTpaTopa Ha eToken eTOke n

BeeaWTE Naponbk aAMMHUCTDaTopa eToken
.

Wma eToken: | L55s

MNapone: |

TekywHH aseik: EN

QK OTMEHA

4

5. [Onsa BbixoAa w3 pexmma Nosib30BaTesii HaXMUTE B PacCUMPEHHOM peXuMme KHOMKY
cnpasa wnam oTkn4uuTte eToken.

7.11. mnopT cepTndmkaToB B NnamAaTb eToken

B eToken PKI Client 5.1 SP1 nmeeTtcsa nogaepxka cneayowmx dopmatoB dhannos cepTudMKaToB.

o PFX.
e PI12.
e CER.

Ecnn Bbl Bbibpanu gann PFX, To 3aKpbITbIA K1Y, COOTBETCTBYHOLWMIA cepTUdMKaT n ceptudurkaThbl
YU (ecnu TakoBble uMelTcs) 6yayT ckonmpoBaHbl Ha eToken. Ecnim dann PFX 3awuuweH
naponem, Bam 6yaeT NpeasioXXeHo BBECTU ero.

B cnyuae ¢ dannom CER (koTopbit coaepxuTt ceptudukaTel X.509), nporpamMma npoBepsieT, eCcTb
nun Ha eToken 3akpbITbll KJII04, COOTBETCTBYHOLLMMN OaHHOMY ceptudukary.

Ecnu  3akpbITbil K04 AEeNCTBUTENbHO €CTb, MMMOPTUPYEMbIN cepTudukaT byaeTr cBs3aH C
AaHHbIM  KNOYOM. Ecnm 3akpbIThii KHOY He HangeH, BaM OyaeT npeanoXeHo CoXpaHuTb
ceptudukat kak ceptudukaTt YU. OTBETMB Ha 3amnpoc MOMOXUTENbHO, Bbl TEM CaMbiM CMOXETE
COXpaHuUTb cepTuduKar.

Ona wndpoBaHMsS M MCNONb30BaHUA LMAPOBOA MNOAMUCU B INEKTPOHHBLIX coobLLEeHMsAX mnocne
3arpysku ceptudmkaTa Ha KOMMbIOTEP W  WUMMNOPTUPOBaHUA ero Ha eToken, HeobxoamMmo
CHayana yaanuTb cepTudmKaT U3 JIOKANbHOrO0 XpaHwunuwa, a 3aTeM MOBTOPHO MOAKMIOYUTb
eToken. CobntogeHne 3TOro ycnoBus rapaHTMpyeT, 4TO Bbl OyaeTe MCMONb30BaTb MMEHHO Te
cepTuduKaTtbl U KIKOYKW, KOTOPble XpaHATCS Ha eToken, a He B NOKaJbHOM XpaHunuue
KOMMblOTEpA.
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YT106bI MMnNopTupoBaTb CepTVICI)VIKaT, BbIMOJIHUTE cieayrouime AEeNCTBUSA:

(D)
1. Tllepenaute B pacClIMPEHHbIA PEXUM, HaXKaB KHOMKY ""F

B rMaBHOM OKHeE.

2. B pepeBe cneBa LWeNKHUTE NMPaBoOn KHOMKOW Ha YCTPOWMCTBE, KyAa Bbl XOTUTE UMMOPTUPOBATh
cepTuduKaT U B OTKPbIBLLEMCS KOHTEKCTHOM MeHto BbibepuTte nyHKT AIMnopT ceptudmkara.

MHHUHANKZHPOEATE

Exoa

MMAOpT cepTHhHKATa

MEMEHHTE Naponk

Bx04 C NpagamH aAMHHHCTRATOpa
MEMEHMTE NaponkE 3AMHHHCTPATORS
PazfnokHpoEaTE

[MeperMeHOEATE

3. B oTkpbiBWEMCS OKHe BbI6epVITe MeCTO, rae XpaHuTcs CepTVICbVIKaT — JINYHOE XpaHwunuuwe nniun

dann - n Haxmnte OK.

=viMnopT cepTrdmkaTa: S35

MunopT cepTudMKaTa ETOAL(E n

£ MMNOPT CEPTHEMIEETE M3 MHYHOND ¥PaHMIMILA CEPTHMESTOE

£ MmnopT cepTHdwicaTa M daking

81,8 | CITMEHS

x|

Ecnv Bbl yKasanm B OKHe Bblle JINYHOE XPaHUAULLE CEPTUMMKATOB, Ha 3KpaHE OTKPOETCs
cneayolee OKHO CO CMMCKOM cepTUdUKATOB, AOCTYMHbIX AN MMMNoOpTa M3  JIMYHOIO

XpaHunuua. Takumu cepTudmkaTamMm MoryT 6biThb:

¢+ Ceptudukartbl, KOTOPbIM COOTBETCTBYET KJIloUeBaA napa B namatn eToken. Takas
CuTyaumMss BO3MOXHa B cnydae, ecnn Ans Bblgaum ceptudwumkata Ha LC TpebyeTtcs
noATBepXAeHMe aaAMMHMUCTpaTopa. Toraa ecnmn Ha eToken creHepypoBaHa Kilo4deBast napa,
COOTBETCTBYIOWMA e cepTUdUKAT MOXHO MMMOPTUPOBaTb MoO3A4Hee, BblIGpaB MNYHKT

«MMnopT cepTudmKaTa U3 TNYHOIO XpPaHUIULLA».

¢+ CepTtudukartbl, KOTOpPbie M3HA4Ya/IbHO 6bIIN CO3AaHbl BMECTe C KJ/IlO4YEeBOM napou
He Ha eToken, n nmerowme Heob6xoaumMmbie aTtpubyTbl ANA 3KCNOpPTA.

Ecnn ceptudukat xpaHMTCA BO BHeWHeM danne, To ganee nocne HaxaTtus kHomnku OK Bam

6yneT npeasioxeHo ykasaTb NyTb K 3TOMy danny.

Ecnu ceptudumkaT 3awmeH naposieM, NosSsBUTCA COOTBETCTBYHOLLEE OKHO:

4. BeeauTe naponb n Haxmute OK.

[anee Bam 6yaeT NpeasloXeHo COXpaHUTb Bce cepTudunkaTsl gaHHoro LIC B namMaTtu eToken.
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Ecnv paHHoMy cepTudukaTy He 6yneT HaWAeHO COOTBETCTBYIOLLEro 3aKpbITOro Kikwoua, Ha
3KpaHe NosIBUTCA creaytoliee cooblueHme.

x

F.nHoY, COOTEETCTEVHILWLMA AaHHOMY CERTHRMEATY, HE HAHAEH,
MIMNOpTHPOBATE £M0 Kak cepTHMkaT LCT

fa . . HeT

5. Haxwmute Oa vnin Hert.

6. Tocne Toro Kkak ceptudukaTt (MAM Bce cepTUdUKATbl LEMNOYKM) ByayT UMAOPTUPOBAHLI, Ha
3KpaHe MNoSABUTCS OKHO C COOTBETCTBYIOLLMM MOATBEPXAEHNEM.

=F3ccnopT cepTudrkata x|

JECNOPT CEpTHDHIKATS BEINOAHEH YCNEWHD

Ok |

7.12. 9kcnopT cepTudukaTta c eToken

B cnyyae c annapaTtHbiM eToken akcnopTupyeTcs TONbKO cepTudwukaTt, Toraa Kak B cnydae C
eToken Virtual akcnoptupyetca ceptudukaTt BMeCTe C 3aKpbITbIM KJTHOYOM.

v
1. TMMepeliauTe B pacClUMPEHHbI PEXUM, HaxaB KHOMKY ") B rTaBHOM OKHe.

2. B pepeBe cneBa pasBepHUTE BETBb YCTPOWCTBA, Ha KOTOPOM COAEPXUTCS cepTudwukat, u
LWeNKHUTE NpaBoi KHOMKOW Ha cepTudurkaTe, KOTOPbI/ Bbl XOTUTE 3KCMNOPTUPOBATh.
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eTo‘t((;n'

= = 1

'

. CEEAEHHA O CEpPTHdHIEaTE
(= &Taoken PKI Client pTHp

=] Wlas ¥AANHTL CEpTHIMKET 04)01§2011

r\, HaCTpUﬁKM BKCNOPT cepTHdMKaTa

=N = 155' % o
el YCTAHOEWTE KaK ECNOMOraTenEHBIM

g Hactporikk eToken PKI Client
CEeASHHA O 3AKPEITOM KNHYE

El- &5 ¥etpodicTea CEpPHIHEIR HOMER 29 FF 30 73 0000 0000 0a &4
= &= eToken Koy EblaaH Vlas Trunoy
i E| E‘_‘ CepTHdmikaTei na...  FEM BBIAEH #Aladdin SSRD Privake Rook
AeACTEMTENEH © 04i01yz2010

=10l x|

[ =

M AEHTHHICSUMA NO CHAPT-KapTe, MASHTHMBHIKALHS KIMEHT 3, 330

Pazmep kakHa 1024 bits

MMA KOHTERHERS AAHHEI: 067b3050-04de-443d-807c-7620b 1 e8caas

Moy ne dd 9b 60 2c a5 1c 9 ee bl 6F 55 1d 3= 53 6c F2 a7 34 cO d2 44 3«
CneubHKauma KnoYa AT_KEYEXCHAMNSGE

KOHTERHEP ASHHELX KAHYE MO YHONHaHHED | A3

3. B oTKpbIBLWIEMCS KOHTEKCTHOM MEHIO BblbepuTe MyHKT DKCMOPT cepTtudmkarta. Bol yBnaurte

cneaytollee oKHo:

x
Bropa Ha eToken ETOi(e I'l

BEeavTe naponke eToken
.

MmA eToken: I eToken

Mapone: I

TerywmiA A3k U

OF. OTHEHE

4. BbiMnonHUTE aBTOpU3aUMIO, YKa3aB Naposnb nonb3oBaTens eToken n Haxas OK.

Ha SKpaHe NosaABUTCA MEHIO Ccneayuiero smaa.
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Look, in: Iuﬂ Cidocuments and settings'wirunowiMon AoKyMEHTE j ¢ Q j E] E]
Marme A Size Type Date Modified
I Downloads Fil= Folder 25.06.2010 1:02:15
I My HelpandManual Projects File Folder 12.05.2010 12:52:30
Iy My Received Files File Folder 27.05.2010 14:56:14
I My Virtual Machines File Folder 18.05.2010 14:32:26
I Snagik File Folder 20.05.2010 18:25:35
[ Jarpysem File Folder 12.05,2010 13:45:57
[ FanMcHelE EHEN Onekote File Folder 24.06.2010 14:27:52
[ MoK pHcyHEM File Folder 11.05.2010 14:24:14
I MoA myselka File Folder 11.05.2010 14:24:14
File mame: || Save
Files of kype: Id:uaﬁnbl cer [*.0er) j Cancel
A

5. Ykaxute mMsa u nyTb, MO KOTOpOMY OyaeT COXpaHEH 3KCMOPTUPOBaHHbIM cepTudukart, u
Ha)XXMuTe Save.

B noaTeepXxaeHume ycnewHoro 3aBepluieHuns onepauun NnoABUTCA COOTBETCTBYHOLLEE
coobuieHmne.

ﬂaucnupT cepTyyKaTa El

JCNOPT CEpTHDHIKATE BRINONHEH YCNELHD

Ik

6. 3akponTe OKHO, HaxkxaB KHonky OK.

MpuMmeuyaHue:

CepTudukaT go/mkeH 6bITb NpeacTaBneH B koguposke DER nnu B Base64 (Ho He B dopmaTe PKCS #7).

7.13. OnpepgeneHvie gnsa ceptudurkara CBOMCTB «OCHOBHOM» UMK
«BCNomMoraTesibHbIn»

B HekoTOpbIX MNpuAoXeHusx, mncrnonb3ywwmx npotokon CAPI, B ABHOM Buae He yKasblBaeTcs,
KaKoOM MMeHHO TpebyeTtcsa ceptudwmkat (Hanpumep, B knmeHTe ans Microsoft VPN). Mpu 3tom
MCNOJb3yeTca cepTUdMKAT, 3a4aHHbIA MO YyMOAYaHWIO. [N yKasaHuUs O4HOM0 U3 XpaHSALMXCS
B namatn eToken cepTudurkaTos, KaK ceptudukata no YMOMYaHUIO,  HaXmuTe
NpaBoi KHOMKOM MbIWM Ha COOTBETCTBYWOLWEM y3n1e u Bblbepute Mo yMonuaHuw. Ecnu
cepTuduKat Mo YyMONYaHUIO $SBHO He 3ajaH, TO TaKOBbIM CYMTaeTcs nepBbil  cepTudwukar,
3aMucaHHbIN B NamMaTb eToken nocne nHuunanmsaumu.

YcTaHoBKa TOro unu Apyroro atpubyTa MOXeT 6biTb HeAOCTyMHa Ass KOHKPETHOro ceptudukaTta
WK Koua.

MosicHeHne k aTpubyTam nNpeacrtaBneHo B cneayouwen tTabnuue.
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ATpnbyT ‘ OnucaHue

Mo ymonyaHuro

Mpwn aBTOpU3aLUM B CUCTEME MO CMapT-
KapTe Mo yMOJIYaHWIO UCMONb3yeTcs TOT
Xe cepTudukaTt, KOTOpbIA UCMONb30Bancs
B Npeablaywmn pas. Ecnn BMecTo Hero
HY>XeH Apyron ceptudukat, To ANs TaKOro
cepTudmnkaTa Heo6xo0aMMO YCTaHOBUTb
aTpnbyT «NO YMOJIYaHMUIO».

| TunoBoOM cueHapui

Ha Bawem eToken ecTb ABa

YMOYaHUIO».

cepTudukaTa: oaMH AN A0CTyna B
OOMeH A, a agpyron — B aomeH b. B
NpoLbiA pa3 Bbl aBTOPU30BAINCE B
nOoMeHe A, TO ecTb B Al@aHHbI MOMEHT
y BacC No yMON4YaHMIO UCNOSb3yeTCsH
nepsbli cepTuduKaT — Ansa 4oCTyna B
nomeH A. Ecnun ke Bbl XOoTUTe nocne
3TOro BOMTU B AOMeH b ¢ apyroro
KOMMbloTepa, ayTeHTUdMKauns byaet
3aBeplueHa C OWmnOKOM, NOCKONbKY
Mo YMOJIYaHUIO NCMNONb3YETCH MMEHHO
cepTudukaT ansa 40CTyna K AOMEHY
A. MNoatoMy, uTobbl BONTM B AOMEH B,
BaM HY>XHO 6yaeT yCTaHOBUTb ANs
BTOpPOro ceptudukarta atpubyTt «no

BcnoMoratenbHbIN

Bo MHOrmx npunoxenusax Microsoft
MCNOSIb3YETCH MEXaHU3M
ayTeHTudmKaumm No cMapT-KapTe.
OnHaKo eCcTb HEKOTOpbIe NPUIOXKEHUS,
KOTOpbl€ NCMOJIb3YIOT MEXaHU3M
ayTeHTuduKauum cnmeHta. OH
npenocTtasnseT 6osee orpaHNYEHHbIN
[OCTyn K pecypcam, Hexenun Smart Card
Logon. Cpeayn BO3MOXHbIX NPUMEHEHWUI
3TOro MexaHmsma — goctyn K VPN-ceTsamM,
n eToken PKI Client gaet Takyto
BO3MOXHOCTb, HO ecnu B eToken
XPaHATCA HE OAWH, @ HECKObKO
cepTndunKaToB, NpesHasHayYeHHbIX 414
ayTeHTUdmKaumm KianmeHTa, To U3 HUX
HY>HO BblbpaTb TONbKO OAMH, 3a4aB A/
Hero aTpnbyT «BCMOMOraTesIbHbIN».

KOTOpPbI MCNoNb3yeTcsa Ans
K VPN-ceTn, HO KpoMe Hero

ncnosib3oBaHMA Ans

HY>XHO YCTaHOBUTb aTpnbyT

BbIMOJTHATbCA KOPPEKTHO.

Ha Bawem eToken ecTb cepTudmkar,

AocTyna
ecTb ele

OAMH cepTudUKaT, AN KOTOPOro npu
BblNycKke 6bl1a 3a4aHa BO3MOXHOCTb

ayTeHTUdUKaLUMM KAneHTa. B aTom
cny4dae 4ns nepBoro ceptudukara

«BCroMoOraTesnbHbI», 1 Toraa
ayTeHTudukaums B VPN-cetn 6yaet

Y106bI YCTaHOBUTb

ans ceptudumkarTa aTpnbyr

«BCMOMOraTesibHbIi>, BbIMOJIHUTE cefylome RelNCTBUNA:

«no YMOJTYAHUIO > nn

{3
1. TMepeianTe B paclUMpPEHHbIN PEXUM, HAXaB KHOMKY ekl B r1aBHOM OKHe.

2. B pepeBe cneBa pa3BepHUTE BETBb YCTPOWCTBA, HAa KOTOPOM COAEPXMUTCSH cepTudukaT, M
LWESIKHUTE Ha HEM MPaBOM KHOMKOW MbILW.

3. B OTKpbIBLIEMCS KOHTEKCTHOM MEHI0 BblbepuTe MYHKT YCTAaHOBUTb KaK BCNOMOraTesbHbIH
N1 YCTaHOBUTb MO YMOJIYAHUIO.

EonHoBpeMeHHO ntobol M3 3TUX aTpubyTOB MOXET MMEeTb TONbKO OAMH cepTudukaTt Ha eToken.
CoOoTBETCTBEHHO, ecnn cepTudUKaT YyxXe YCTaHOBMIEH KaK WCMOMb3yeMblld MO YMOMYaHUIO, TO
COOTBETCTBYIOLWMA MYHKT KOHTEKCTHOrO MeHK 6yaeT OoTCyTCTBOBaTb. TO Xe CrnpaBeannBo M Ans
aTpubyTa «BCNoMoOraTenbHbI».

7.14. Y ganeHune atpmoyTta «no yMO4YaHMNo»

Ecnn B eToken ecTb cepTudmKkaTt, AN KOTOPOro Bbl paHee 3adanu aTpubyT «Mo yMoOSYaHUIO», U
BMECTO HEero Bbl XOTUTE UCMOMIb30BaTb APYroi cepTudukaT, AOCTAaTOYHO BbIMOMHUTL AN Hero Te
e OeNCTBMS, KOTopble 6blIN ONncaHbl B NpeablayLlemM nyHKTe. Ecnm e Bbl MPOCTO XOTUTE CHATb
aTpMbyT «MO YMOMYaHMIO», BbIMOMHUTE Cneayowmne AenCcTBuS.

-
1. TMepeianTe B paclUMpPEHHbIN PEXUM, HAXaB KHOMKY ekt B M1aBHOM OKHe.

2. B nepeBe cneBa pasBepHWTe BETBb YCTPOMUCTBA M 3aTeM BblibepuTe HEO6XO0AMMOE YCTPOICTBO,
Ha KOTOpPOM HaxoauTcs cepTudukart.
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3. Bblgenute nyHkT CepTudukaTbl Nonb3oBaTenen.

=} eToken PKI Client Properties

cToken

= eToken PKI Client

- &5 ¥cTpoficTea
E| =: eloken
.G

DTHMKATE NO...
%! Wlas Trunow
I L'_gJ Wlas
; f\. HacTpokick
B a5
f\. HacTpofikk
- ¥ Hactporkn eToken PKI Client

5
5. Haxmute kHonky "™

Homy BLIAAH

L"_g.‘ Ylas Trunow
L"_g.‘ Wlas

BBEPXY.

KeM BEbIAAH

Aladdin 5SRO Private ...

Wlas

CpoK AeAcTBuA

0012011
04012015

=101

HazHaueHwa

MaeHTHbHEALNA NO CMAPT-KaPT...
SaAMWEHHAA 3NEKTPOHHAA NoYTa

BbibepuTe cnpaBa cepTudmKaT C aTpMbyTOM «MO YMONMYAHUIO».

Ha skpaHe nossBUTCA OKHO CO C/eAyowWmuMm coobuieHmnem.

=¥ nanutb cepTHPMKaT No yHONYAHWID

CEpTHRHEAT N0 YMONYaHHED YCNEWHD ¥ AaneH

Ik

x|

6. 3akponTe OKHO, HaxxaB KHonky OK.

7.15. YpaneHue ceptndumkarta

YT106bl Yaanutb ceptudumkaTt u3 namatm eToken, BbINOHUTE CNeayowme 4eNCTBUS.

1. TMepeianTe B pacClUMpPEHHbIA PEXNM, HaXxxaB KHOMKY

2

B rMaBHOM OKHeE.

2. B nepeBse cneBa pasBepHuUTe BETBb YCTPOMCTBA U 3aTeM BblbepuTe YCTPOMCTBO, coaepxallee

cepTuduKaTt, KOTOPbIN Bbl XOTUTE YAANUTD.

3. LUlenkHuTe npaBo KHOMKOW MbIWKW Ha Yy3ie,

COOTBETCTBYIOWEM HYXHOMY cepTudukaTy,

1 BbibepuTe Yaanutb ceptudumkar. [ocne 3Toro Ha aKpaHe NosiIBUTCA Cleaytollee OKHO.
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@Vnanmh cepTHibHKaT El

CepTHKEAT By AeT yaaned, MpoAonsHTE?

fa HeT

4. HaxmunTte Aa.

Mocne Toro Kak cemechKaT GYL'J,ET yAaneH, Ha 3KpaHe NoABUTCA OKHO C NOATBEPXAEHUNEM.

@?nanmh cepTHipHKaT El

CEpTH(HKAT YCOEWHD v AaNEH

Ik

5. 3akpoiTe 0KHO, HaxaB kHonky OK.

7.16. YNnpaBneHne cuntbiBaTeNaMmn

B wucxogHow koHdpurypauum yTtunutbl eToken Properties npeaycMOTpeHbl ABa BUPTyasbHbIX
cuMTbiBaTeNS 419 annapaTtHbIX yCTpoUcTB eToken n oamH — ana eToken Virtual.

KonnyecTBo 3aHATbIX CUMTbIBATENEN YMEHbLUIAETCA KaXAabli pa3 npu NOAKAYEHUN NOAKIIOUYEHUN
USB-kntoua nnu cMapT-KapTtbel eToken unu npu nogknouyeHumn eToken Virtual.

Mpu Hanuuum npaB JOKalbHOMO aAMWHUCTpPATOpa, MNONb30BaTE/lb MOXET BPYYHYK 3ajaTb
Heob6Xx0AMMOe YMCII0 BUPTYasibHbIX CYMUTbIBATENEN.

[Ana naMeHeHUs KosimyecTtsa cunTbiBaTeneu BbINOJIHUTE cneapywouwme AencTeuA:

9
1. TllepeiianTe B paclUIMPEHHbI PEXUM, HaXaB KHOMKY et B r/TaBHOM OKHE.
2. B pepeBe cneBa WeNKHUTE NPaBoi KHOMKOM MblIlWK B NYHKTE YCTPOWCTBA.

3. B OTKpbIBWEMCS KOHTEKCTHOM MEHIO BblbEpUTE MNYHKT VYnpaBsieHMe YCTPOMCTBaMM
CUUTbIBAHMUSA.
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= eToken PKI Client Properties

éToken

[} eToken PKI Client = asis
= et

¥MNPAENEHHE YCTPOHCTEEMH CHMTEIBAHMA
" E] CepTHHK MoaknkouMTE EToken Yirtual
T ,'\, HacTpofi
- &= 455
,'\, HacTpofikm
g Hactporikk eToken PKI Client

4, BblbepuTe NyHKT CuMTbIBAaTeNM HaA MaHeIM  MHCTPYMEHTOB MM

[EepEeBe KOHCO/N. Ha akpaHe MOoSIBUTCA CNeayloLEE OKHO:

@‘fnpaﬂnenne CYMTbIEATENAMH il

YnpaBneHye CUHThIEATERAMH ET{:)i(e n

I - I
FKonmyecTeo ANNapaTHElxX CHHMTEIEATENEH! E

- I Fy I
Honm4ecTeo EMpPTYaneHEBlIx CHHMTRIEATENEH! 2

Ok OTHEHS |

COOTBETCTBYHOLWMX NONAX.
Mo yMonyaHuio 3TU NoNs UMeKT cieayome 3Ha4YeHUA:

+ KonunuyecTBo annapaTHbIX CcYMTbIBaTENEN: 2
¢+ KonnuecTBo BUPTYyasbHbIX cYUTbIBaTENEN: 1

6. 3akpowTe OKHO, HaxaB kHonky OK. T[llocne w3MeHeHUa KoOnM4ecTBa

6y,u.eT OOMONTHUTENBbHO COObLEHO B OTAE/BHOM OKHE:

=3 ¥npaBnenve cCuMTBIBaTENAMM x|

HacTpokkk Y CTPORCTE CHMTEIEaHHMA ODOHOBNEHE!,
IFIZMEHEHHA BECTYIAT B CHNY NOCNE NEpE3arpy3kH,

Ik

YnpasJsieHume
CUYMTbIBaATENIAIMMU 4epe3 KOHTEKCTHOE MEHK, KOTOpOE OTKpbiBaeTCs MpaBbiM LLENYKOM B

YcTaHOBUTE KOJIMUYECTBO CUMTbIBATENel AN NPOrpaMMHbIX WM annapaTHbiX YCTPOWCTB B

cuynTbIiBaTENEN
HeobxoAMMO Mepes3anyCcTUTb KOMMbIOTEP, 4UYTOGbl WM3MEHeHUss BCTynuau B cuiay. O6 3ToMm

=10l x|

=
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B eToken PKI Client npeaycmoTpeHa BO3MOXHOCTb CMHXPOHM3aUMM Napons nosb3oBaTtens eToken
M naponsa Ans Agocryna K goMeHy. COOTBETCTBYIOWMNIN MYHKT MEHIO AOCTYNEH TO/IbKO B TOM Ciy4ae,
ecnu oH 6bIn 3agaH B HacTpolikax eToken PKI Client.

CUHXpOHM3aumMs npepnonaraeT U3MeHeHWe Napons AN AO0CTyrna K AOMEHY B COOTBETCTBUM C
3afaHHbIM naposieM nosb3oBaTens eToken. Mpu 3TOM TakKXe KOHTPONMpyeTcsi, 4Tobbl Maposb
nonb3oBaTens yAoBNeTBOps/a TpeboBaHWSIM K KayecTBY MNaposieii — Kak Ans AOMeHa, Tak U Ans

eToken.

Ons cMHXpoHW3auuu naponen Heobxoammo, 4Tobbl AOMEH 3ajaHHbIM B HacTpolikax eToken PKI

Client 6b1n goctyneH.

YT06bl CMHXPOHM30BaTb Naponu eToken u AOMeHa, BbINOMHUTE CReayolmne AeicTBUS

1. OTkpomnTe MeH 6bICTPOro 3anycka, LWesIKHYB Ha 3Ha4vke = B o6nactu yBeAOMEHNN.

2. B oTkpbiBWEMCS MeHI BbibepuTe NMyHKT CUMHXPOHM30BaTb MApPOJsib TakK, KakK MOKa3aHo Ha

CNneayloLLEeM PUCYHKE.

|ﬂ OTEpEITE EToken Properties

|Ej M3MEHHTE Napone eToken

@I ¥ oanuTe cogepxnmoe eToken

'@' CHH] POHHEHMPOEATE Napone

Y¥CTPOHCTES

| | lig]

Wit

O NpOrpatdde

CKpBITE

Ha akpaHe OTKpoeTCcs cnefyoLlee OKHO.

=3 CUHRPOHU3MPOBaTL Naponb: EJihs

CHMHHPOHWIMPOEATE NAp0Nb

TekylWHA Napone AnA eToken: |

TeryLHA Napone A0MEHA: |

1
eloken

=10l x|

HoekiH napone and eToken: I

MoaTEEp®AEHHE! I

0%

H Mapone ponked 0TEEYaTE TREGDESHMAM K CNOMHOCTM Napona, 384aHHE

AnA YCTPoACTES.

TerywHA Asei: ER

OBAzaTENEHD BEEAMTE NAPONL B None «CTapeIA Naponss,

CIF

B nepBoM nosie cBepxy BBeaMTe TEKYLLMI Naposib nofnb3oBartens eToken.

B none Tekywmin naposib JOMeHa BBeAMTE Napons Ans AOCTyNna K JOMEHY.

B nonax HoBbi naponb ana eToken n MoareBep)xaeHne BBeAUTE Napofb, KOTOpbIN 6yaeT
MCNonb30BaTbCs ANs AocTyna k eToken 1 foMeHy.
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MpuMmeyaHue

[lo mMepe TOro, Kak Bbl BBOAWTE CUMBOJIbI B MNOSe /19 HOBOro naposns, crnpaBa Bbl yBUAUTE LIKany,
KOTOpas noka3bliBaeT, HACKOJIbKO BBEeAEHHbIN napo/ib COOTBETCTBYET YCTAHOBJIEHHbLIM KPUTEPUAM KayecCTBa.

6. Haxmute OK. Mocne aToro naposb nosb3oBatens eToken 6yaet o6HOBMEH.

8. PaboTta c eToken Virtual

eToken PKI Client, nogaepxuBaeT BcCe TUMbl BUPTYasbHbIX aHanoros eToken, a uMeHHO eToken
Virtual, eToken Virtual Temp n eToken Rescue. OHM MOryT XpaHUTbCA Ha XXECTKOM AUCKE WU Ha
BHewHeM HocuTesne. OCHOBHOe MnpeAHa3HadeHue BMpTyanbHOro eToken - 3aMeHa yTepsHHOro
USB-knto4ya uan cMapT-KapTbl B C/lydae, Koraa nonb3oBaTesb HAaXoOAUTCA BHE odwuca, T.e. Toraa,
KOoraa BblAaTb €My HOBOE annapaTHOe YCTPOWCTBO He NMpeACTaBSeTCss BO3MOXHbIM.

8.1. O6uwwme cBegeHusa o6 eToken Virtual n eToken Rescue

CyuiectByeT Tpu Tuna eToken, KoTopble 3aMeHAOT co6oi annapaTHble USB-kaoun 1 cMapT-KapThbl.

e eToken Rescue: 3TOT K1Y NpuU3BaH pewnTb Npobnembl, CBA3aHHble C yTepern eToken wnu
BbIXOZOM U3 €ro CTpos B TO BpPeMs, Noka COTPYAHWK HaxoAuUTCs 3a npeaenamu oduca. eToken
Rescue npegHa3HayeH TOIbKO A/ UTEHUS, TO €CTb B OT/IMYME OT CBOEro annapaTHOro aHasnora
B HEro HMKakux cepTUdUKaToOB 3anucaTb Henb3s. KpoMe TOro, AaHHbIM TUN KoYa oTavvaer
OrFpaHMYEHHbIN CPOK AENCTBUS.

e eToken Virtual: umeet 10T Xe dyHKunoHan, yto n eToken NG-OTP. B HEM MOXHO XpaHUTb Te
Xe AaHHble, B T.4. npodunm eToken Single Sign-On, kntoueBble napbl U cepTudmkaTol. eToken
Virtual nmeet npmBsA3Ky K onpeaesieHHOMY KOMMbIOTEPY WMAW HOCUTEN, TO eCTb 3TO 3HauwuT,
UYTO ero Hesnb3s KONMPOBaTb M UCMOJb30BaTb HA KaKOM-NM60 APYyroM KOMMbIOTEpe.

MpumeuaHue

B03MOXHOCTb BblpaboTKM 0AHOPA30BbIX Naposen MoXeT 6biTb orpaHnyeHa Hactponkamu eToken PKI Client.

e eToken Virtual Temp: sTt0oT TMN KAo4a oTamMydaetcs oT eToken Virtual Tem, 4To coaepxuTt
cepTudunKaTbl C OrpaHMYEHHbIM CPOKOM AENCTBUS.

8.2. MopgkntouveHue eToken Virtual nnn eToken Rescue

YTobbl noakntountb eToken Virtual mnn eToken Rescue, 3anyctute dainn C paclimpeHueM .etv.
Mocne 3TOro Ha 3KpaHe AO0MIKHO MOSIBUTLCS COOTBETCTBYIOLLEE NOATBEPXKAEHME.

¥ Connect eToken Yirtual X

i Zi\Documents and SetkingstvtronoyviMon gokymeHTeMyY Received
\\J) Filesi003583d2_11 23 2009_18_30,etv connected successfully,

8]4

MNpu 3TOoM Bbl yBMANTE WMMS eToken B rnaBHOM OkHe yTunuTbl eToken Properties m B MeHIo
6bICTpOro 3anycka.
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\:_’ eToken

i@ OTKpeITe eToken Properties

IE W3MeHMTE naponb eToken

ig ¥aanuTe coaepxumoe eToken 1_.‘ st

@ CHHXPOHM3HPOBATE Naponk

)
(m}
T
=

i

s |

. i
| O nporpanme el ﬁ ) Clone of D03533d2

CEPBITE

Clone of 003583d2 (eToken Rescue)

o
[
—

8.3. OtknroueHve nnu yaaneHne eToken Virtual nnn eToken Rescue

Ecnn Bbl He cobupaetecb nonb3oBaTbcs eToken Virtual B TeyeHMe HEKOTOPOro BPEMEHW, Bbl
MOXeTe OTK/OUYUTL ero 1 NoAKIYMUTL No34Hee, BbIMOJHMB AENCTBUSA, ONUCAHHbIE B NpeablayLlem
nyHkTe. Ecnn >xe Bbl coBceM He cobupaeTecb MOMAb30BaTbCSA AaHHBIM K/KOYOM WM CPOK €ro
OenCTBUA UCTEeK, Bbl MOXETE Takxe yaanunTb caMm dann. Kpome Toro, B Tex cnydasax korga eToken
Rescue 6bln BbINylWeH Kak 3aMeHa YyTpayeHHOMY annapaTHoMy eToken, nocne Bblaauyn
nonb3osaTtesnto HoBoro USB-kno4ya uam cMapT-KapTbl HEO6XOAMMO HE TObKO OTK/AYUTb, HO WU
yaannTtb eToken Rescue.

Y1o6bl oTKIOUMTbL M/nnn yoanntb eToken Virtual, BbinonHMTE cneayowme 4enNCTBUS:

1. B rnaBHoM okHe yTunutbl eToken Properties BbibepuTe B KONOHKe cneBa ToT eToken, KOTOpPbIN
Bbl XOTUTE OTK/HOUYUTb.
2. HaxmuTte kHonky OTknounTb eToken Rescue.
Ei@lﬂ OTEMHYHTE EToken Rescue
Ha skpaHe nNosABUTCSA OKHO C NpeasioXXeHUEM OTKIUUTb UK yaanute eToken.
E}0Tknrounts eToken Yirtual x|
Yrofel oTEnHuMTE eToken Yirtual W CoxpaHKTE BOSMOMHOCTE NOAKNHYEHKA B AanEHERWEM, BROEpHTE
#0TKAHYMTES, YT0DEI OKOHYaTENEHD ¥ AanKTE eToken Yirkual, BeibepHTe «¥ aanKTes.
OTEAHIHHTE ¥aanMTe CITHMEHA
3. Bbibepute HeobxoauMoe [AENCTBME, HaXXaB COOTBETCTBEHHO KHOMKY OTKAKYUTL WU
Ypanuro.
Mocne Toro kak eToken 6yAeT OTK/IOYEH WM yAaneH, HA 3KpaHe MOSIBUTCS COOTBETCTBYlOLLEe
noaTBep>XXaeHue.
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= orkmounte eToken Yirtual x|

eTaken Wirkual oTeHYEH,

Ik

4. 3akpounTe OKHO, HaxaB KHomnky OK.

8.4. Bbinyck eToken Virtual/eToken Virtual B kauecTBe 3aMeHbl yTpayeHHOMY
annapatHomy eToken

Ons Bbinycka eToken Virtual n eToken Rescue B opraHmsaummn gosxkHa 6biTb YyCTaHOBJIEHA CUCTEMA

eToken TMS. 06wyt MHPOPMaLMIO N AOKYMEHTALMIO MO 3TOM CUCTEME Bbl MOXeTe HanTu Pasaen
TMS Ha caute Aladdin.

8.5. Pasb6nokupoBaHue eToken Virtual

Mpn [OCTUMXEHUM OMpeAeNeHHOro OrpaHM4YeHUs MO KOJIMYECTBY NoC/efoBaTe/lbHO BBEAEHHbIX
OWNBOYHBLIX 3HAYEeHWM napons nosnb3oBaTens, eToken Virtual 6nokupyetcsa. YTo6bI
pa3bnokupoBaTb €ro, BbINOJHUTE AEWCTBUSA, OMUCaHHble B rnaBe Pas3bnokmpoBaHue eToken no
CXeMe «3anpoc-oTBEeT>.

BaxxHO OTMEeTUTb, YTO AN annapaTHbIX Kntodven eToken, Takxe Kak ana eToken Virtual, MoXxHO 3aaaTb
orpaHuyeHme No KOJIMYECTBY MOMbITOK BBOAA HEBEPHOIO 3HAYEHUSA Naposis, B TO BpeMs Kak ans eToken
Rescue Takas BO3MOXHOCTb UCKJIHOYeHa.

8.6. BblpaboTka ogHOpa30oBbIX Naposiei

[aHHbIM NYHKT OTHOCUTCSA TONbKO K kntodam eToken Virtual u eToken Rescue, ans KOTopbiX Npu
BbiNycke 6blla 3a4aHa BO3MOXHOCTb BbIpaboTKM 04HOPa30BbIX NMaposiein.

[ns BbIpaboTKM 04HOPA30BOro NapoJsis BbIMOMHUTE Creaylolmne AenNcTBmA:

1. LlenkHuTe NpaBoi KHOMKOM Ha 3HauKe == B 0671aCT1 YBEAOMIEHWUIA.

2. Bbibepute nyHkT CreHepupoBaTtb OTP.

|ﬂ OTEpEITE EToken Properties

|i_}] CreHepHpoEaTe OTP

|E_‘| [13MEHTE Napone eToken

@l ¥ aanuTe cogepxkmoe eToken

14} CHHXPOHMEHPOBATE N3POMk

|IJ O Nporparte
@ CKpBITE

Ha akpaHe nosiBUTCA OKHO C eANHCTBEHHbIM NOJIeM A/ BbiBOAA OAHOPA30BbIX Maponen.
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Ecnu Bbl noakntounnu eToken Virtual / eToken Rescue nepBbIft pa3, TO HA dKpaHe MOXeT
NoOsIBUTbCS OKHO, rae BaM 6yaeT npeasoXeHO CMEHUTb YCTaHOBJIEHHbIM MO YMOMYaHUIO
napoJsb nosab3oBaTens.

5. Haxmute kHonky CreHepupoBaTb OTP, 1 Bbl yBUANTE 3Ha4YEeHNE OAHOPA30BOro Napons.

Z3creneprposar OIRET

|6983?5

CreHepHpOEaTE OTF‘|

2010, Aladdin Ctp. 51 13 59



01.07.2010 [eToken PKI Client 5.1 SP1. PykoBoacTBO nonb3oBaTens]

9. YTunuta NG-Flash Partition

B coctaB eToken PKI Client Bxogut ytunuta NG-Flash Partition, koTopas npeaHasHadeHa AN
ynpaeneHusa pasgenamu namatu yctponcts eToken NG-FLASH un eToken NG-FLASH (Java). Ans
Bbl30Ba YTU/INTbI B paclinpeHHoM pexume eToken Properties wenkHMTE NpaBoM KHOMKOW MbIWK B
nyHkTe Hactpoliku eToken PKI Client B gepeBe cneBa 1 BbibepuTe NyHKT 3anyCTUTb MpUIOXeHne
eToken NG-FLASH Partition.

[=}- eToken PKI Client
= &5 YcTpoficTea
- == SDS Admin
E‘J CepTHhHKaTE No...
T\. HacTpokkm
= %% Clone of D03983d2
" E] CepTHhHIaT No...
i HacTpoHkH
L3 HacTporiky eTok

3anyCcTHTE NprnoxeH e eToken NG-FLASH Partition

OBHOBMTL BCe

Bce onepaunmn BbINOMHAKTCS U3 NTABHOIMO OKHAa YTUJIUThI.

P2 eToken NG-FLASH Partition Application 2 = 0] x|
File Action Help

— Connected eToken MG-FLASH Infarmation
Sernial Humber: 00000018F9DF
Tatal Flazh Memary Size: 492.0 MB

ROk: E:% [2.0 ME]
Mazs Storage: F:\ [490.0 MB)

— Partition Detailz

* Copy Folder Content " CopyalD " Copy |50 File

I'I—
[ ROM 1.0 ME
B tassz Storage 491.0 ME

Selected ROM Size:

L

Copy Files from;

Configuration File:

Fun Partition

i

E =it
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9.1. YnpaBneHue pasgenamu eToken NG-FLASH / eToken NG-FLASH (Java)

Ona pemoHcTpauum paboTbl yTUAUTLI nNpeanaraeM BaM TWMNOBOW CLeEHapwuii, B KOTOPOM BaM
Heob6xoAuMO NoAroToBUTb HOBbI USB-kntou eToken NG-FLASH ana aBTo3arpy3ku npuaoXeHus us
ROM-namsAT ycTpoicTea. 15 3TOro BbINOJIHUTE chneayowme 4eNCTBUS.

1. B rpynne nepekntoyartenen Partition Details BbibepuTe HEO6X0AMMbIN NMYHKT

e Copy Folder Content - konupoBaTb AaHHble M3 nNanku (KonNupoBaHWe OTAesNbHbIX (hannos
HEBO3MOXHO).

e Copy a CD - konupoBaTb AaHHble C AuUCKa.

e Copy ISO file - konnpoBaTb 06pa3 ISO-daiina.

B 3aBncMMoCTK OT BbiIbpaHHOro Bhiwe nNyHkTa B nosie Copy Files from 6yaet noctyneH Bbibop
daiina unm nuTepbl Ancka, oTkyaa 6yayT KonMpoBaTbCsl AaHHble B eToken.

2. Bbibepute dann vnu nutepy AUCKa, WENKHYB Ha KHOMKe _I cnpaea oT nonss Copy Files
from.

Mocne astoro B none Selected ROM Size Bbl yBuauTe, Kakoh obbem ROM-namsatu 6yaer
BblAeNeH ANS 3anucy yKasaHHbIX AaHHbIX. B kpyroBol gmarpamme aToT obbeM 6yaeT Takxe
BblAeNeEH KpaCHbIM CEKTOPOM.

3. Ecnu Bo Flash-namsatn eToken ectb kakme-nnbo gaHHbie M B 3aWMLLEHHOM NAMATU XpaHSATCH
cepTudukaTtbl, Npexae Bcero no3aboTbTecb 0 TOM, YTO6bl ¥ Bac 6blla coxpaHeHa pe3epBHas
KOMWSA 3TUX AAHHbIX Ha Ciyyar nx HeobxoamMMocTu B byayuiem.

4. HaxmuTte kHonky Run Partition.

Ha HekoTOopoe BpeMsi B OKHe nosiButcs coobueHune Please Wait (Mogoxante, noxanymncra), u
3aTeM nosiBUTCA cooblieHne ¢ npeasioXXeHneM nepenoaknoumnTe eToken.

OTkntounTe 1 cHoBa nogknounte eToken kK USB-nopTy.

Mocne Toro Kak uMHWUManusaumsi 6yaeT 3aBeplleHa, Ha 3KpaHe MOSIBUTCS COOTBETCTBYlOLLEE
noaTBepxaatouiee coobulieHme.

5. 3akpo#Te 0KHO, HaxaB kHonky OK.

OnucaHHaga npoueaypa no3gonseT 3arpy3utb B ROM-naMsaATb MNpUAOXeHUs, Yynpasnstowme
aoctynom K Flash-namsatn. MoapobHee 06 3TOM unTaliTe B CnegytoweM nyHKTe.

9.2. bnokmpoBaHue goctyna K Flash-namaTtn yctponcts eToken NG-Flash
(Java)

B anctpmnbyTtus eToken PKI Client Bxoant ytunuta eToken NG-Flash Secure Drive gna ynpaBneHus
poctyrnoMm k namsstm eToken NG-FLASH (Java). Wcnonb3ys OnuvcaHHYLO Bbllle npoueaypy, Bbl
MoXeTe 3anucaTtb 3Ty ytunuty B ROM-namaATb ycTporictBa C TeM, 4tobbl 3agaTb nNaponab U
3abnokmpoBaTb Ao0CTyn K coaepxuMmoMmy Flash-namatn. [Ona 3TOro BbINOMHUTE creaylowme
Aencreus.

1. Otkponte ytunuty eToken NG-Flash »n BbINOMHUTE MHMUMaNM3auUUKO, yKasaB B HaCTpoOMKax
nytbe kK dannam eToken NG-Flash Secure Drive (no ymonuaHmwo - c:\Program
Files\Aladdin\eToken\PKIClient\NG-FLASH Partition\NG-FLASH_Secure_Sample, rae c: - Auck,
Kyaa 6bin yctaHoBneH eToken PKI Client).

B 3710l nanke Bbl HangeTe Tpu danna:

e Lock.exe - ncnonHsembinn dann ytunutol eToken NG-Flash Secure Drive.

e eTFlash - 3Hauvok eToken NG-Flash Secure Drive B 06n1actv yBeAOM/IEHUA.
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e autorun.inf — KOH(UrypauMoHHbIA ann ana aBToOMaTM4eckoro s3anycka ytumnutel eToken NG-
Flash Secure Drive.

MHnumanmnampoBaHHbii eToken 6yaeT oTobpaxaTbcs Kak pAgBa YycrtponcrtBa: CD-ROM wu
CbeMHbI AUCK.

2. OtkpoitTe ROM-auck u 3anyctuTe ytunuty lock.exe. Ha akpaHe NosBUTCA cnefytolee oOKHo.

Unlocked

3. HaxXMmuTe KHOMKY C KAK4YOM B NMpaBOM BEPXHEM Yyrny okHa. Ha akpaHe nosBuTCA cnepyiollee
OKHO.

4. BseauTe HoBbIN Naponb B nonssix New Password n Retype Password. Ha cnyvai, ecnu Bbi
3abyneTte naponb, Bbl MOXeTe BBeCTU noackasky B none Password Hint (Heob6s3atenbHoe
none). OTMeTbTe nNyHKT Show Password, ecnu Bbl XOTUTe, 4YTOOblI 3HayeHWe napons
oTObpaxanocb B OTKPbITOM BUAE.

5. CoxpaHWTe HOBbI MapoJsib, HaxaB KHOMKY @

Tenepb ana poctyna K coaepxuMmomy Flash-namstm Bam Heobxoaumo 6yaeT BbINOJHUTL
aBTOpPM3auUMIO C NOMOLLbIO Ton xe yTunuTtbl eToken NG-Flash Secure Drive. Ecnu B Bawel cucrteme
BKJ/IIOYEH aBTO3aMyCK CbEMHbIX HOCUTEsNeW, TO YyTWUaMTa 3anyCTUTCS cpasy MNpu MOAKIYEHUMU
eToken.

OrpaHuyeHne BCTYNUT B CWYy cCpasy nocfie OoTk/o4veHus eToken MM Mnocnie HaXaTust KHOMKM

()
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9.3. Pasb6nokmpoBaHue goctyna K Flash-namaTtu yctpoiicte eToken NG-Flash
(Java)
Y1o6bl pazbnokmnpoBaTb A0CTYyN K Flash-namaTm ycTpoicTBa, BbINOMHUTE Cneaylwme eACTBUS.

1. 3anyctute ytunuty eToken NG-Flash Secure Drive (ecnm oHa He 3anyckaeTcs aBTOMaTUYEeCKn
npuv noaksntoyeHmun eToken).

(@
1
2. HaxMuTe KHOMKy \_/ . Ha akpaHe nosiBMTCA cneaylolliee MeHio.

Enter Password:

2

[~ Show Password o e

3. BeaguTte naponb B nosne Enter Password. Ecnn Bbl 3abbiiv Naposb, U Npyn YCTaHOBKE Napons
6bina 3ajaHa Noackaska, Bbl MOXETE BOCMOJIb30BaTbCS €M, LWENKHYB Ha 3Hayke CO 3HaKoM
Bonpoca crpasa oT nonst Enter Password.

4. HaxXMmute KHOMNKY \-) Ecnu naponb 6bi1 BBeAeH NpaBWIbHO, Ha 3KpaHe MnosBUTCA
coobueHne 0 TOM, YTO YCTPOMCTBO pa3b/10KMPOBaAHO.

USE DISK Pro is now Accessible

A

@

3aKpoKTe OKHO, HaxaB KHOMKY

9.4. CHaATme napons gnsa goctyna K Flash-namatu yctponcts eToken NG-
FLASH (Java)

Ecnu Bbl xoTute caenatb Flash-namate eToken NG-FLASH (Java) poctynHow 6e3 orpaHu4eHuin,
BbINOJIHUTE Cleaylolme AencTBuS.

1. 3anyctute ytmunuty eToken NG-Flash Secure Drive (ecnu oHa He 3anyckKaeTcss aBTOMATMYECKMU
npu noagkntoyeHnn eToken).
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2. Haxmute KHONKy . Ha akpaHe nosaBuTca cnegytoliee MeHio.

-~

3. BeeauTe naposnb B nose Enter Password. Ecin Bbl 3a6bian naposb, U Npy yCTaHOBKE Napons
6bina 3ajaHa Noackaska, Bbl MOXETE BOCMOJIb30BaTbCS €M, LWENKHYB Ha 3Hayke CO 3HaKoM
Bonpoca cnpasa oT nonsa Enter Password.

4. HaxXMuTe KHOMKY @ Ecnn naponb 6b1 BBeAeH MpaBW/IbHO, Ha 3KpaHe MosSABUTCS
coobueHne o0 TOM, YTO YCTPOMCTBO pa3b/10KMpPOBaAHO.

3aKpoWTe OKHO, Ha)kaB KHOMKY @
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10. HacTtponkn ycTpoicTs eToken

B 3Toi rnaBe onmcaHbl HAaCTPOMKWU, KOTOPblE OTHOCATCS TOSIbKO K OTAEeNbHbIM yCTponcTeaM. YTobbl
3afaTb TakKuMe HacCTpoMKM, B paclMpeHHOM pexume yTunutel eToken Properties Bbibepute
YCTPONCTBO U NYHKT HacTpPoMKM, Kak NoKas3aHo Ha C/eyolWeM PUCYHKe.

=} eTaken PKI Client
= &5 YerpoicTea
: E| = cToken PRO Java def 1...
- a HacTpokik
= %% Clone of 003533d2
- E] CepTHiHKaTE No...
‘\. HacTpofkK
1t Hactpodrk eToken PRI Client

KpaTkoe cogepxaHue rnasbl:

e HacTpolika KayecTBa naponen
e HacTpoika pexuMma K3WNPOBaHUS 3aKPbITbIX AAHHbIX
e 3awwuTa knoyen RSA 4ONONHUTENBHBIM NApPOJIEM

10.1. HacTpoiika kadecTBa naposei

MapameTpbl KayecTBa Napofs MNonb30BaTeNns WM napons aaMMHUCTpaTopa (Aanee - naponen)
AOCTaTOYHO HacTpouTb OAMH pas3. Torga npu ycCTaHoBKe napons 6yaer  BbINOAHATHCS
obsa3aTenbHas ero npoBepkKa Ha CTOMKOCTb COrfacHO 3afaHHbiM kpuTepusim. B eToken RTE
3.66 n 6onee paHHUX BepCcUsIX BCE HACTPOWMKM KadecTBa Maposier XpaHWUIANCb Ha JIOKaabHOM
KoMnbloTepe B danne etpass.ini. HaunHas c eToken PKI Client Bepcum 4.0, 3T HaCTpOWKM
XpaHAaTcs B namMatn eToken.

Ecnn eToken 6bin MHMuManuampoBaH ¢ nomowbio eToken RTE, napaMeTpbl KayecTBa naposien Ha
HEeM coxpaHuTb byaeT Henb34.

YT06bl HACTPOUTL MNOJIUTUKY KauyecTBa NapoJsien, BbIMOMHUTE cleaylolmne AeACTBUS:

1. OtTkpounte ytunuty Conctea eToken.

)
2. Tlepeiante B pacLUMPEHHbIA PEXUM, HAXaB KHOMKY ot B r1aBHOM OKHe.

3. B pepeBe crneBa packpoiTe BeTBb, COOTBETCTBYIOLLYI YCTPOUCTBY, W BblbepuUTe MNYHKT
HacTtpoWku.

4. Ha Bknagke KauecTtBo naponeu ycraHOBUTE Heo6XoAMMble MapaMeTpbl, PYKOBOACTBYSCb
cnepyrowen Tabnuuen.
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Ka4ecTe0 Napona | AONaNHKTE NEHD I
IPMHMMANEHAA ANMHA Napona (CHMECNOE)

|

- eToken PKI Client MMlaKEHMANEHBIA NEPMOA HENOAES0ESHHA (AHEH) 90 z
FI £3! VerpoiicTea MUHIAMANBHEH NEPHOA MCNONE308aHHA | AHEH) 0 E‘
=1 %% Clone of 003583d2 Meproa yeea0MneHa ob HCTeYeHNH cpoka ASHICTENA Napona (AHed) a

bkl

= [
t# ﬁ CEpTHHKATLINO... Prazmep HCTOPHK NaponeA 15

1

"~ ¥ HacTporikn eToken PKI Client ~MCNa NOBTORAS

MNapone A0N#eH oTEeYaTe TPEOOBSHUANM K CROMHOCTH Napona AKTHEHBIFA 5‘
-------- ¥ CTAHOBKAE CNO¥HOCTH BPYYHYIO
Lmdpil PaspeluMTE 5‘
MponkcHele Bykes! PaspewmTe 5‘
CTpoqHelE ByEEbl PaspelwmTte 5‘
Creunans Hele cHMBons! PaspelwmTe E‘

YCTSHOEHTE gAY il
COXPaHHTE COpoc
No YMONY 3HHH

HacTpoliku kauecTBa naposei BKOYaoT B cebs cneayowme:

HasBaHue napameTtpa Ha | HosicHenus

BKkNnaake KauecrBo napons

MuHMManbHas JINH napons
a a A a apo no ymonyaHumio - 6.

(cumBonos)

MakcunManbHbI nepuvoa | MakcMMasbHbI CpPOK AelcTBMsA napons B AHaX (N0 yMonyaHuio

NCnonb30BaHus (AHEN) paBeH 0 — CpOK AEWCTBMS Napoas He OrpaHuUYeH).

MWHMManbHbIN nepvoa | BpeMs AeNCTBMS NMapons A0 TOro MOMEHTa, Koraa ero MoxHo 6yaer

Mcnoab3oBaHus (gHeNn) BMEepPBbIE UBMEHUTD.

Mebuo BeNOMACHMS 06 3HayeHMe 3TOro Mnofs MnokasblBaeT, Korga Mnonb3oBaTelb MNOAy4YuT
pvoA YBEA . npeaBapuTenbHoe yBegoMmneHne 06 WucTedeHuM cpoka JAencTBus

ncTeyeHunm cpoka AencTeus

napons (no ymonuyauumiwo - 0 - yBegOMJIEHWS MONIb30BATENO He
BblAAKOTCS).

3TOT nNapaMeTp onpegensieT KOJIMYECTBO COXPaHEHHbIX paHee
MCnonb30BaBLWKXCA naposnen (no ymonydaHmio — 10). HoBbIl naponb
He MOXeT COoBMnagaTb C OAHWUM U3 TEX Maposien, KOTOpbIE Ha TEKYLLMMN
MOMEHT XpaHATCS B XypHane.

napons (gHewn)

Pasmep ncropumn napone

MakcuManbHoe 4ucno MOBTOPOB KaXAoro cumMBOJla B 3HAYEHUU

Yuncno nosTopos
napons. Mo ymonyanuio: 3.

[aHHbIl  napamMeTp YyKa3blBaeT Ha HeobxoAMMOCTb MNpPOBEPKMU
C/IOXHOCTU Maposisl, @ MMEHHO MPUCYTCTBUSA B 3HAYEHUN PA3NINYHbIX
TUNOB CMMBOJIOB: 3arfiaBHblX M MPOMUCHbIX 6ykB, uubp WU
cneuunanbHbIX CUMBOIOB). BO3MOXHbIE 3HAUYEHUS:

e  AKTMBHbIN (MO YMOJIYAHUIO): B 3HAUYEHUM NAPOS AOJIKHbI

Maponb [OSIKeH oTBeYyaTb 06a3aTeNbHO NPUCYTCTBOBaTb CMMBOJIbI BCEX TUMOB.
TpeboBaHuaM K CJIOXXHOCTH
napons e  Bpy4Hyl0: B 3HAYEHUWN NMaposis AOMXKHbI 6bITb yKa3aHbl Te

CUMBONbI, KOTOpble BblbpaHbl B CAeaylwmx nonasax
(Undpobl, MponucHblie 6ykBbl, CTpo4yHble 6YyKBbI,
CneumanbHble CAMBOJIbI).

L4 HeT: KOHTPOsib CNOXHOCTN Naponst OTK/THOYEH.

5. YTo6bl COXpaHUTb 3a@aHHble MapaMeTpbl, HAXMUTE KHOMKY COXPaHUTD.
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10.2. HacTpoiika pexxmma KawnpoBaHUs gaHHbIX

B uensx nosblweHnsa npoussBoguTenbHocTu B PKI Client MMeeTcss BO3MOXHOCTb K3LIMPOBaTb
OTKpbITblE AaHHble, KOTOPblE XpaHATCS B namMaTtu eToken.

YT106bI BKAOUNTD PEXNM K3WNPOBAHUA 3aKpbITbiX AAHHbIX, BbIMNOTHUTE Creaytoumne aencrensa:

1. OtkpouTte ytunuty Ceoncrtea eToken.

s I
2. TlepeinanTe B pacCLUMPEHHbIA PEXUM, HaXaB KHOMKY wodt B r1aBHOM OKHe.

3. B nepeBe cneBa pacKpoiiTe y3es, COOTBETCTBYHOLIMIA YCTPOWCTBY, AN KOTOPOro Bbl XOTUTE
HaCTpOUTb NapaMeTpbl K3NPOBAHUA.

4. BblbepuTe NyHKT HacTpOMKM 1 cnipaBa packpowTe BkNaaKy [lONONHUTENbHO.
B none PexxMM K3LLMpPOBaHUA JIMYHbIX AAaHHbIX Bbibepute Tpebyemoe 3HauveHume.

BO3MOXHbI TP BapuaHTa:

e Bceraga (6bICTPbIA) — PeXWM MO YMONUYaHUIO 3aKpbiTble AaHHbIE KILIMPYIOTCA B NMPUIOXKEHUM
BCcerga. DTUM YyCKOpsieTCs ero paboTa, TakK KakK 4YacTb [AaHHbIX COXPAHAETCA Ha JIOKasibHOM
KOMMbIOTEPE, OAHAKO TakKol MexaHuM3M MeHee 6e30MnaceH, HEeXenu Korga AaHHble He
K3LWWNpytoTCs.

e Bo BpeMs ceaHca nosb3oBaTens. [laHHble OCTalTCA B K3lle C MOMEHTa aBTopu3auuu C
nomoulblo eToken n 40 MOMEHTa, MoKa CceaHC aBTopmM3aummn He 6yaeT 3akpbIT. Mocse 3Toro Bee
3aKpbITble faHHble 6yayT yaaneHsbl U3 Kalwa.

e Hwukorpaa. B 3ToM cny4yae 3aKkpbiTble AJaHHbIE HE K3LWMPYHOTCS.

10.3. 3awuTa kroyen RSA gonoMHUTENIbHbIM Naposiem

DTOT peXuM NO3BOJISIET YCTAaHOBUTb PEXUM 3aZ4aHUS AOMNOSHUTENbHOIO Napons ANs reHepupyeMbix
knoyen RSA. Ecnm naponb 3agaH, To noMuMo obnagaHus cobctBeHHo eToken u PIN-kogom, Bam
Takxe Heobxoammo 6yaeT 3HaTb Napofb ANA AAaHHOro Kao4da RSA.

YT0o6bl YCTAHOBUTbL PEXWUM 3almThbl KtoYen RSA, BbINOMHUTE crieayrowme AencTBus.

1. Ortkporite yTunuty Ceoicrtea eToken.

e
2. Mepenaute B paclUMpPeHHbIA PeXUM, HaxaB KHOMKY wett B rTaBHOM OKHe.

3. B pepeBe cneBa pacKpoKWTe y3esi, COOTBETCTBYIOLWMIA YCTPOWCTBY, AJ18 KOTOPOro Bbl XOTUTE
HaCTpOUTb NapaMeTpbl KIWNPOBaHUS.

4. BblbepuTe NyHKT HacTpoMKM 1 cnipaBa packpoviTe BkNaaKy [lONONHUTENbHO.
B none PexxMM K3LLMpPOBaHUA JIMYHbIX AAaHHbIX Bbibepute Tpebyemoe 3HauveHume.

B03MOXHbI crieaytollme BapuaHThl:

e Bcerpa. lNepea reHepaumen knw4va RSA Bceraa npepnaraetcs 3agaTtbh AOMOSHUTENbHbIN
naposib; €Ccnn B OTAENIbHOM C/flyYyae Bbl 3TOr0 AefiaTb He XOTUTe, AOCTAaTOYHO HaXaTb KHOMKY
OTMeHa

e Bcerpa sanpawmsBaTtb noJsib3oBaTens. [lepea reHepauuenn knwya RSA nonb3oBaTento
npeanaraetcs BbibpaTb, 3a4aBaTb AOMNOJHUTENbHbIMA Mapofib UKW HET

e Mo TpeboBaHUIO NpUIOKEHUA. B 3TOM pexunme NMpUIOKEHUS MOFyT 3anpawmBaTb Naposb
ans knw4ya RSA, ecnn B HUX MpeaycMOTpeHa Takash BO3MOXHOCTb (MpW reHepaummn Kiwoua
yepe3s Crypto API ¢ donarom «User protected»).

e Hwukorpga He cnpawmsaTtb. B 3TOM pexume naponb Ansa kawo4va RSA 3apatb Henb3s (pexum
Mo yMOJ14aHuo).
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11.Hactpoikn eToken PKI Client

B sTOl rnaBe npeacTaBsieHbl HACTPOMKM, KOTOpble oTBeYaloT 3a paboTty eToken PKI Client. Hantu
nx B ytunute eToken Properties MOXHO, LWeNKHYB B pacClIMPEHHOM pexuMe Ha y3ne Hactponkwu
eToken PKI Client.

=} eTaken PEI Client

= &5 YeTpoicTea

; El & eToken PRO Java def I...
----- J\C HacTpofkK
.@ Clone of 003583d2
. IF] CepTHbHraTe no..
J\.b HacTpofkK

----- -ﬂ- HacTporikk eToken PEI Client

34ecb npencTaBfieHbl HE BCE HACTPOMKM, MOCKOMbKY HEKOTOpble M3 HUX 3a4aloTcs TOJIbKO B
npouecce yctaHoBku (cM. eToken PKI Client 5.1 SP1. PykoBoacTBO agMMHMUCTpaTopa).

Bce HacTponkun eToken PKI Client MOXHO pa3gennTb Ha ABe 4YacTu — TaK, KakK OHW NpeacTaBneHbl
Ha BKJagkax B MNpaBoM 4acTtu OkHa. [lepBas rpynna napamMeTpoB — 3TO NapaMeTpbl KayecTBa
naponer. Bce oHW Ayb6nupyloT Te e napameTpbl, YTO AEWCTBYIOT NMPUMEHUTENBbHO K OTAENbHbIM
ycTtporicteam, n 6onee noapobHo OHM 6blM onucaHbl Bbiwe. PasHuua 3aecb NvWwb B TOM, 4TO
napamMeTpbl, yCTaHOBNeHHble B pa3sgene Hactponku eToken PKI Client, He MMelOT NpuBHA3KM K
KOHKPETHOMY YCTPOWMCTBY, a AENCTBYIOT B OTHOLUEHUM BCEX YCTPOUCTB eToken npwu cMeHe napons
W HUUmManmsaumu.

BTopas rpynna - 3TOo nNapaMeTpbl, KOTOpble OTBEYAlOT 3@ XpaHeHMe W  yrhpaBieHue
cepTudurKkaTamu. ITU NapaMeTpbl NpeacTaBfeHbl Ha BKNaake [lOMNOMHUTENBHO.

11.1. KauecTBO Naposieu

CM. HacTpovka KadyecTtBa nNaposien.

11.2. Mpoyne HaCTPONKHK

B nAnaHHOM paspene 3a4al0TCs  HacTpoWKun KayecTBa Maposien, WUCMNONb3yeEMblE npu
MHUUManmsauum yctponcts eToken ¢ nomowbk yTunutel <«CBonctBa eToken». [aHHble
HaCTPOMKM MOXHO WM3MEHWUTb B MNpouecce wuHuMuManusauuu. [locne wMHMUManu3auum HaCTPOWKMK
CoXpaHAlTCa B nNamMsaTu  ycTpoictBa. [MoapobHoe onucaHMe BCEX BO3MOXHbIX — HacTpoek
npuBeaeHo B pa3sgene «KauyecTtBo naponen» Ha cTpaHuue 62.

HacTpoiikun, npeacTtaBneHHble B pa3aene «lpoyee»:

11.2.1 KonupoBartb cepTudmKaTbl B JIOKa/IbHOE XpaHUnvLie

OTOT pexuM BKJOYEH NO yMon4daHuioo. Korga Bbl nogknitoyaeTe eToken, BCe XpaHSALWMECS HA HEM
ceptTudukaTbl KOMUPYKOTCS B XpaHunuwe ceptudwmkatos  Windows. [locne  OTKIKOYEHMUS
eToken 3T ceptudukatbl NMH60 aBTOMATUYECKM yAanstoTcs, NMbBO OCTalTCA B XpaHUInLLIE.

Tak kak eToken PKI Client 5.1 SP1 nepepaetr Bce cepTudukaTbl B peectp, TO
OOMNOJSIHUTENBHOIO noAaTBepXaeHns o6 ypaneHnn ceptudukatoB He Tpebyetca. Ceptudwukar
yAoanseTca TONbKO M3 peecTpa M ocTaeTcs B namatu eToken. Koraa Bbl noakntouute eToken B
cnepywwmn pas, ceptudukat cHoBa 6yaeT ckonmpoBaH. [pyM HEOBXOAMMOCTM MOXHO yAanuTb
cepTudukaTtbl Npu oTkodeHMn eToken. [na 3Toro Bocnosb3ynTteck ytunuton Ceorctea eToken.

KonunpoBaHMe 3aKpbITbiX KJlOUel, creHepupoBaHHbIX Ha eToken, He npom3BoANUTCS.
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11.2.2 YnpaBneHue ceptudukaramu LIC

Mo yMONYaHMI0 3TOT PeXMM OTKJIOUEH. BKOUEHUE pexunma Mo3BOJISIET 3arpyXaTb cepTuduKkaTbl
LUC, xpaHawwuecsa B namsatn eToken, B lokanbHOE XpaHUMLLE Ha KOMMbIOTEpE.

11.2.3 BK/IIOUNTb PEXUM e4ANHOro BXoaa

Mo yMOM4YaHUIo 3TOT pexuM OTK/YeH. Mpn BKAKOYEHUM ISTOrO pexuMma BBeAEHHbIW OAWH pa3
PIN-koA K3WMpyeTcs W  aBTOMaTUYeCKM OTMPaBASETCS BO BCe MNPUJIOXKEHUS, KOTOPbIM
HeobxoauMa  ayTeHTMdwmkaumsas B  eToken. T[pu OTKAOYEHUM U NOAKIHOYEHUU YCTPOMCTBA
3aHoBoO, PIN-koa 6yaeTt Heo6Xx0AMMO BBECTW MOBTOPHO.

11.2.4 BO3MOXHOCTb HaCTPOIiKM Noce nHnymanm3launm

JaHHbI NnapameTp onpegenseTr BO3MOXHOCTb HaCTPOMKM naposen nocne nHuumnanmsaummn eToken.
Mo yMonyaHuio Takasi BO3MOXHOCTb BKJ/IHOYEHaA.

11.2.5 BO3MOXHOCTb HAaCTpPOIKM AN agMUHMUCTpaTopa

DTOT NapaMeTp AENCTBYET TOMIbKO TOr4a, Koraa npeablaywmii napaMmeTp BKJIOYEH. ECnn 3TOT NyHKT
OTMeYeH, TO NapaMeTpbl KayecTBa Naposieil MOXeT MeHSTb aAMUHUCTPATOp. ECnn cHATL dnaxok B
3TOM MYyHKTEe, MapaMeTpbl KayecTBa MapoJieil CMOXET MeHSTb Takke W Mosb30BaTelb.
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