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1. JIMyeH3noHHOe cornaiwleHue

BAXXHAA UHOOPMALIUA

MOXANYWUCTA, BHUMATE/IbHO NMPOYNTANTE AAHHOE SIMLIEH3MOHHOE COMNALLUEHWE, MPEXAE
YEM OTKPbITb MAKET C MPOMPAMMHbLIM OBECNEYEHVUEM WU/UNTN NCNOJIb3OBATb EIO
COOEPXXVNMOE WU/WUNW NMPEXAE, YEM 3ATPY>XATb UJIN YCTAHABIVNBATbL NMPOrPAMMHOE
OBECMEYEHME.

BCE YKA3AHNA MO UCMOJIb3OBAHUIO MPOAYKTOB € UCcnonib30BaHMEM 3/IEKTPOHHBIX KITHOUEN U
cmapT-kapT eToken (Bkntoyas 6e3 orpaHuyeHnin 6ubnuoTtekn, ytunntel, ancketol, CD ROM, knoun m
cmapT-kapTbl eToken®, PykoBoacTBa, onucaHus 1 Ap. AOKyMeHTauuo) (aanee “Mpoaykt”),
MPEAOCTAB/IAEMbBIE KOMMAHWEW ALADDIN (1Mnun no6biM AOYEPHUM NPeAnpPUSTAEM — KaXA0e M3 HUX
ynoMuHaemoe kak "ALADDIN"), NOAYNHAKOTCA N bYAYT NOAYNHATBLCA YCITOBUAM,
OroBOPEHHbBIM B JAHHOM COINALLEHUN.

OTKPbIBASI MAKET, COOEPXALLWA NPOAYKT WU/WN 3ATPYXXAS AAHHOE NMPOrPAMMHOE
OBECMNEYEHWE (kak onpeaeneHo ganee no Tekcty) U/WNN YCTAHABJTMBAA JAHHOE NMPOrPAMMHOE
OBECMEYEHME HA BALL KOMMbIOTEP WU/UNN UCMONb3YS OAHHbLIV MPOAYKT, Bbl MIPUHUMAETE
OAHHOE COTIJIALLEHUE U COIMNMALWUAETECDb C ENO YCJTOBUSAMM.

ECJIN Bbl HE COIJIACHbI C JAHHBbIM COMNALLEHWUEM, HE OTKPbIBAWTE 3TOT NAKET WU/WNN HE
3ATPYXXAUTE WU/WUIN HE YCTAHAB/IMBANTE AAHHOE NMPOrPAMMHOE OBECMEYEHUE Y
HE3AMEONUTENBHO (He no3gHee 7 AHEN C AaTbl Noay4YeHuUs 3Toro naketa) BEPHUTE 2TOT NPOAYKT
B ALADDIN, COTPUTE JAHHOE NMPOrPAMMHOE OBECMEYEHUE N BCE EFO YACTU B CBOEM
KOMIMbIOTEPE W HE UCMOJIb3YNUTE EFO HUKOUM OBPA30M.

TeKkcCT cornaweHus

HacTosiwee nuueH3noHHoe cornawenmne (aanee "CornaweHune") aBnseTcs 4OrOBOPOM, 3aK/TIHOYEHHbIM
Mexay Bamu (busnyeckmm mnun 1opmamyecknM anLoM) - KOHEYHbIM nosib3oBaTteneM (Janee
"Monb3oBaTens") n komnaHuen Aladdin Software Security R.D. (ganee "Aladdin") oTHoCUTeNnbHO
nepeaavyn HENCKIKYUTENBHOIO NpaBa Ha UCNOb30BaHWe nporpamMMHoro obecnedenuns (aanee "MNO"),
paboTatoLLlero ¢ aN1eKTPOHHbLIMKU KtoYaMu n cMapT-kaptamu eToken nnu MNO ans eToken.

1. MNMpaBa n CO6CTBEHHOCTDb.

OAHHOE COIMMMALWEHWE HE 4ABNAETCA COMNMALWEHMEM O TMPOAAXE. 2To nporpaMMmHoe
obecneueHne, nopaepxuBatouwlee eToken, BkIw4Yas Bce nepepaboTkyM, UCNpaBNeHUS,
MoaAnduKaumMn, AoMnosHeHUs, 06HOBNEHNS W/UM YCOBEPLUEHCTBOBAHUS K HeMy (Janee no BCEMY
TekcTy 1 nobon ero yactu onpegensemoe kak "lMporpaMmHoe obecneveHune"), n cBsizaHHas C HeW
OOKYMeHTauus npeaHasHavaetcs HE A1 MPOOAXWN n sBnseTcs M OCTaeTCs WMCKIYUTENbHOMN
cobcTBEHHOCTBLIO KoMnaHmK Aladdin.

Bce npaBa Ha WHTenneKTyasbHYI CO6CTBEHHOCTb (BKMtoyasi, 6e3 orpaHWYeHuin, aBTopckue npaea,
KOMMEpPYECKY TalHy, TOBapHble 3Haku, W T.4.), MOATBEPXAEHHblE WIN BKJIIOYEHHbIE B
NMPpUNOXEHHble/ B3aMMOCBSI3aHHble/ MMELWNE OTHOLWEHME K [AaHHOMY pYKOBOACTBY, AaHHble,
coAepxallmecss B HEM, a Takxe Bce npaBa Ha [lpoaykuuio sBRsilOTCS WM 6yayT SBNATbCA
COB6CTBEHHOCTbIO UCKIOUUTENBHO KOMMaHun Aladdin.

[aHHoe cornaweHne He nepepaeT Bam npaBa Ha [lporpammHoe obecneuyeHne, a nuWb
npeaocTaBnseT orpaHMYeHHOe MpaBO Ha MCMOJSIb30BaHMeE, KOTOPOE MOAJSIEXUT OTMEHEe COrsacHo
ycnosusiM pgaHHoro CornaweHus. Huuyero B AaHHoM CornaweHuuM He noATBepXAaaeT oTkas
koMnaHun Aladdin OT npaB Ha WHTENNeKTyanbHYyl COBCTBEHHOCTb MO KakOMy 6bl TO HW 6biso
3aKoHOAaTeNbCTBY.

2. JInueHs3us.

Mocne ynnaTbl COOTBETCTBYIOWEro Bo3HarpaxaeHusa Aladdin HacToswmm npenocTtasnsieT Bam, a Bbi
rnonyyaete wHAMBUAYANbHOE, HEUCKTYUTENbHOE W OT3bIBAEMOE OrpaHuWYeHHOe TrpaBo Ha
ncnosb3oBaHue gaHHoro MporpaMmHoro obecnedyeHust ToNbko B (hOpPME MCMOSHAEMOro Koaa, Kak
onucaHo B npunaraeMmon K MNporpaMMHOMYy obecrnedeHunto 4OKYMeHTauum U TONbKO B COOTBETCTBUM
C ycnosuamm gaHHoro CornalleHus:

Bbl MoxeTe ycTtaHoBuUTb [lporpamMMHoe obecrneyeHMe W WCMOJIb30BaTb €ro Ha KOMMbHTepax,
pacrnonioXeHHbIX B npeaenax Bawero npeanpusTvs, Kak OMNMCAaHO B COOTBETCTBYHOLLEN
AOKyMeHTaumn komMnaHmmn Aladdin.

Bbl MoxeTe pobaBuTb/nMpucoeanHuTb [lporpamMMHoe o6ecneyeHMe K nporpamMmaM Bawero
KOMMbOTEPA C €AMHCTBEHHOM LIENbio, ONMCAHHOW B AaHHOM PykoBoAaCTBeE.
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3. Tpe6oBaHMA K UCMOJ/Ib3OBAHUIO.

MpoAyKT AOMXKEH WCMOb30BaThbCA W 06CNYXMBaATbCA CTPOro B COOTBETCTBUM C OMUCAHUSMWU U
MHCTpYKUMAMM koMnaHumu Aladdin, npuBeaeHHbIMM B AaHHOM M Apyrnx gokymeHtax Aladdin. 3a
MCKJ/TIIDYEHNEM YKa3aHHOIO Bbile B pasgenax 1 n 2 Bbl cornawaertech:

e He ncnonb3oBatb, He MOAUPULMPOBaATb, U HE BblAaBaTb CybmnueH3un Ha gaHHoe MNMporpaMMmHoe
obecneuyeHne un nwbyo apyryo lMpoaykumio komnaHumm Aladdin, 3a WCK/IHOYEHWEM SIBHbIX
pa3spelwleHnii B AaHHOM CornaweHun n B PykoBoACTBe MO MHTerpaumu.

e He npoaasaTb, He BblAaBaTb JULEH3NN WAW CYBAWLEH3WI, He caaBaTb B apeHay, He
nepefasaTtb, HE NEPeBOAUTb Ha Apyrue A3blKW, HE 3aKiaAblBaTb, HEe pasfaenaTb Bawwu npasa B
pamkax faHHoro CornalleHus ¢ KeM-nmbo nnm KoMy-nmbo eLugé.

e He mMoauduuMpoBaTb, He AEMOHTMPOBATb, HE AEKOMMWINPOBaTb, HE PEKOHCTPYMpPOBaTb, He
BUAOU3MEHATb U He paclmpaTb AaHHoe lporpamMMHoe obecrneyeHue M He MbiTaTbCA PacKpbITb
(nonyunTb) McxoaHble KoAbl AaHHOro MporpaMMHoro obecrneyeHus.

o He nomewaTtb gaHHoe porpaMMHoe obecneyeHune Ha cepeep C BO3BMOXHOCTbKO A0CTYMNa K HEMY
TPETbUX NNL 4Yepe3 OTKPbITYH CETb.

e He wucrnonb3oBaTb Kakve 6bl TO HU 6blJI0O pe3epBHble WM apXUBHbIE KOMWW AAHHOMO
MporpaMMHoro obecnedeHns (MK NMO3BOJISATbL KOMY-M60 €eLlé MCnosib30BaTb Takme KOMuu) C
No60M MHOW LeNblo, KpoMe 3aMeHbl ero OpUrMHaNbHOro 3K3eMMJsipa B C/lyvyae ero paspyLleHus
WAN Hanumuusa aedeKkToB.

4. O6cny)kmBaHue M noaaepikkKa.

Aladdin He HeceT 0653aTenbCTB NO MPeaoCTaB/IEHMIO NOAAEPXKKN, 06cnyxumBaHus, moaudumkaumm
MWW BbIXOAY HOBbIX PENM30B AaHHOro MNMporpaMMHoOro obecneyeHus.

5. OrpaHuyeHHas rapaHTus. Aladdin rapaHTupyeT, uto:

e [laHHoe lMporpamMMHOe obecneyeHme Cc MOMEHTa NOCTaBkM ero Bam B TeueHne 12 (ABeHapuaTK)
MecsaueB 6yaeT (yHKUMOHMpOBATL B MOJSIHOM COOTBETCTBMM C PykoBoacTBOoM [lonb3oBaTtens
(AaMuHMCTpaTopa), nNpu YCAOBUM, 4YTO OHO 6yAeT MCNOAb30BaTbCAd HA KOMMbIOTEPHOM
annapaTtHoM obecneyeHnn n Cc onepaumoHHOM CMCTEMON, AN KOTOPOW OHO 6bino paspaboTaHo.

e Kniou (cMmapT-kapTa) eToken B TeyeHue 12 (aBeHaauLaTM) MecsLeB C MOMeHTa NocTtaBku byaer
B AOCTaTOYHON Mepe cBob6oAeH OT 3HauyuTeNbHbIX AedeKTOB B MaTepuanax, KOHCTPYKTUBHbIX
XapaKTepUCcTMKax u KadecTse.

6. OTkas OoT rapaHTuUm.

ALADDIN HE TAPAHTUPYET, 4YTO JIIOBOW W3 ErO MNPOAYKTOB BYAET COOTBETCTBOBATb
BALLUMM TPEBOBAHUSAM, UIWN YTO EFO PABOTA BYAET BECNEPEBEOMHOW WM BE3OLLNBOYHOW.
B OBbEME, [PEOYCMOTPEHHOM 3AKOHOJATE/IbCTBOM P®d, ALADDIN OTKPbITO
OTKA3bIBAETCS OT BCEX MAPAHTUW, HE OTOBOPEHHbIX 3[ECb, OT BCEX MOAPA3YMEBAEMbIX
FAPAHTUN, BKJTHOYAS! FTAPAHTUIO TOBAPHOIO BWAA W MPUTOAHOCTU WUCMOJSIb3OBAHUSA AN
OMPEAENEHHOW LUENN.

HW OAWH W3 AWNEPOB, AWCTPUBbLIOTOPOB, MPOAABLIOB, AFEHTOB WKW COTPYAHUKOB
ALADDIN HE YIMOJIHOMOYEH MPON3BOANTb MOAN®UKALINU, PACLUMPEHNA N AOMOJTHEHUA
K JAHHOW TAPAHTUN.

Ecnu Bbl npousBenu kakme-nmbo moandurkaumm NMporpaMMHoro obecneyeHms nnu nobon ns vacren
AaHHoro MpoaykTa BO BpeMsi rapaHTUMHOro nepmoaa, ecnu ka4 (cmapT-kapTa) eToken noaseprcs
NoBpeXAEHMNIO, HEOCTOPOXHOMY WM HernpaBubHOMY obpalleHuto, ecnu Bbl Hapywwunu noboe 13
ycnoBumn Hactosiwero CornaweHus, TO rapaHTus, ynoMmsHyTas Bbiwe B pasgene 5, 6yaer
HeMeAJ/leHHO npekpatleHa.

FapaHTMs HeaencTBuTeNbHa, ecnu [poAyKT WCMNOAb3yeTCcs Ha WM B COYETAHMUM C  WHbLIM
annapaTtHbiM  W/MAKM  NporpaMMHbIM  ob6ecneyeHneMm, OTAIMYHLIM OT OMWCaHHbIX B AAHHOM
PykoBoACTBE, WMAM MCMNOMb3yeTCs Ha KOMMbkTEpe C to6bIM YCTaHOBJIEHHBIM HEULUEH3UOHHbBIM
nporpamMMHbIM o6ecrneyeHmnem.

7. OrpaHMyeHue BO3MeELLEeHMUS.

B cnyyae HapyweHus rapaHTuM, OroBopeHHOlM Bbiwe, Aladdin MoxeT no cob6cTBEHHOMY
YCMOTPEHMUIO:

e 3aMeHUTb unM 6ecnnaTHO OTPEMOHTUPOBATbL [MpoAYKT WAW €ro COCTaBnAlLINE, €C/IU 3TO He
NPOTMBOPEYUT BbILIEYNOMSIHYTOMY OrpaHUUEHUIO FrapaHTuu.
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e Bo3MeCcTUTb CTOMMOCTb, BbiNAayYeHHY Bamu 3a [lpoAyKT wAM ero KOMMOHeHTbl. Jliobas
3aMeHeHHas WM OTPEMOHTMPOBAHHAA KOMMOHeHTa OyaeT Ha rapaHTUM WKW B TeYeHue
NpoMeXyTKa BPEMEHU, OCTaBLIerocs oT Ha4yasbHOro rapaHTUinHOro nepuoaa, uam B TedyeHmne 30
OHeN, ecnnm CpoK HavasbHOro rapaHTUMHOIO nepuoja WCTEKAeT paHee. [apaHTUHbIE
TpeboBaHMSA A[0MXKHbI O6bITb BbICTaBAE€Hbl B MUCbMEHHOM BWAE B TeYeHMEe rapaHTUMHOro
nepuoaa, HoO He nosgHee 7 (cemMun) AHeN C MOMeHTa obHapyxeHus aedekta, U coaepxaTtb B
cebe noaTBepxaeHus, yaosneteopsowme Aladdin. Bce MpoaykTbl 40mKHbI 6bITb BO3BpaLLeHbl
ANcTpnbbloTopy, Yepe3 KoToporo bblna coseplueHa MoKynka (ecnam nokKynka cocTosfiacb He
HenocpeacTBeHHO B Aladdin), n oTnpasBneHa BO3Bpaljalollerr CTOPOHOM C oOnfavyeHHoM
CTOMMOCTbIO NEPEBO3KU U, NpU HEOBXOAMMOCTU, CTPaxoBKWU. MMPoAYKTbl WUAU UX KOMMOHEHTbI
AOJXHbI 6bITb OTAPAB/IEHb! C KOMUEN NMATEXHbIX JOKYMEHTOB U HaKNaAHbIX.

8. WcknrouyeHne KOCBEHHbIX YO6bITKOB.

CTOpPOHbI MpU3HatT, YTo MpPOAYKT MO CYTU CBOEWN CMNOXHbIA U He MOXET 6biTb MOMHOCTbIO NMLIEH
ownbok. ALADDIN HE HECET OTBETCTBEHHOCTW (KAK B CW/1Y OOMOBOPA, MPAXAAHCKOIO
MPABOHAPYLLEHWS, BKJTIOYAS XANATHOCTb, TAK U B JIIOBE0M NHOM ®OPME) MEPEQ BAMU WA
JIIOBOW TPETbEW CTOPOHOW 3A JIHOBbIE MOTEPU WU YBbITKU (BKJTHOYAA KOCBEHHDbIE,
OAKTUYECKUE, MOBOYHBLIE NN MOTEHUMANBHBLIE YBEbITKN), BK/IIOYAS, BE3 OMPAHUYEHUNA,
NIOBbIE MOTEPU WX  YBbITKN TMPUBbLITIBHOCTN BWU3HECA, TMOTEPKO AOXOA4AHOCTU WA
PENYTAUUN, YTPAYEHHYIO WIN WUCKAXEHHYIO WHO®OPMALMIO WIN  OOKYMEHTALMUIO
BCNEACTBUE KAKOIO-1IMbO WCNOJIb3OBAHNA AOAHHOIO MPOrPAMMHOIO OBECMEYEHNA
W/WnNn JIOBOW KOMMOEHTbI OAHHOIMO MPOAYKTA, [OAXE EC/M ALADDIN MUCbMEHHO
YBEJOMJTIEH O BO3MOXHOCTU NMOAOBHbIX YELITKOB.

9. OrpaHuMyeHue OTBETCTBEHHOCTM.

B CJIYHAE EC/W, HECMOTPA HA YCNnoBuA JAHHOIO COIJIAWWEHWA, ALADDIN MPU3HAH
OTBETCTBEHHbIM  3A  YBbITKM HA  OCHOBAHUW  KAKUX-IMBO  AE®EKTOB WA
HECOOTBETCTBMUA EF0 MPOAYKTOB, MOJIHAA OTBETCTBEHHOCTb 3A KAXAYIO EAMHULY
OE®EKTHbIX MPOAYKTOB HE BYAET MPEBbLILLATbL CYMMY, BbIMJTAHEHHYIO KOMMAHWN ALADDIN
3A 3TN AEOEKTHbIE MPOAYKTHI.

10. MNpexkpawjeHue aencreus. B cnyyae HeBbiNnoNHeHUss Bamu ycnoBnit paHHoro CornaweHusn
aeicTeue Baweit nMueHsumn n Hactoswero CornaweHus 6yaer npekpalleHo.

Mocne npekpallueHns AeACTBUSA AAHHOIO JINLEH3NOHHOMO CornalleHns:

e JlnueHsus, npepoctaBseHHas Bam gaHHbiM CornawleHmeM, npekpaliaeT cBoe geinctene, u Beol
rnocsie ee npekpaweHUs He CMOXeTe MpoAo/XKaTb JAasibHelllee MCNosb30BaHWE [AAaHHOro
MporpamMMHoro obecneyeHns n A4pyrux IMLEH3NOHHbIX [poaYKTOB;

e Bbl He3amMeanuTenbHO BepHETE B koMnaHuto Aladdin BCE MMyLLeCTBO, B KOTOPOM MCMNOJIb3YHOTCS
npaesa Aladdin Ha WHTennekTyanbHyt0 CO6CTBEHHOCTb W BCE€ KOMWUM TaKOBOro W/vnu
coTpéTe/ynanute nobyo MHdopMauuo, coaepxallycs B HUX B 3/IEKTPOHHOM Buae. Paspensl
1, 3, 6-11 6yayr npoponxaTb [AENCTBOBaTb AaXe B Cly4yae MpekpaweHus Aencreus
HacToswero CornaweHus.

11. MpuMeHnMoOe 3aKOHOAATENbCTBO.

OdaHHoe CornaweHue AO0/MKHO OblTb UCTONKOBAHO W OMpeAeneHO B COOTBETCTBMM C 3aKOHaMu
Poccuun (3a ucknioyeHneMm KOHMNMKTA NPUMEHEHMUS MPaBOBbIX HOPM), M TOJSIbKO POCCUIACKUA cyAa
YMO/IHOMOYEH OCYyLecTBNATb npaBocyame B N06biIX KOHMAMKTaxX M Crnopax, BbITEKalOWUX U3
AaHHoro CornaweHus. NpumeHeHne KoHBeHuMn OpraHusaumm O6beanHéHHbIX Hauunii o [loroBopax
MexayHapoaHon kynnu-npogaxu toBapoB (the United Nations Convention of Contracts for the
International Sale of Goods) ogHO3Ha4yHO uckao4aeTcs. HeBO3MOXHOCTb AnsA nobon n3 CTOpoH
BOCMONb30BaTbCA t06bIM U3 Npas, NpeAoCTaBfeHHbIX el No AaHHOMY CornalweHuto, Uan NpUHATb
Mepbl NPOTUB APYror CTOPOHbI B Criyyae ntoboro HapyleHus csomx obasaTtenscts no CornalleHuto
HEe [O0MXKHO paccMaTpuBaTbCA KakK OTKa3 3TOWM CTOPOHbI OT MOCAEAYKOWEro MOHYXAEHUS K
NPU3HAHWIO CBOMX MpaB WAW COBEPLUEHUIO MNOCMAEAYILWUX AEUCTBUN B cnydae AanbHEnLwmnx
HapyLEHWN.

12.FocyaapcTBeHHOE peryimpoBaHMe U 3KCNOPTHbIA KOHTPOJib.

Bbl cornawaetecb ¢ TeM, u4To [lpoAykT He 6yaeT nOCTaBnAATbCS, NepefaBaTbCa WM
3KCMOPTMPOBATLCA B KaKylo-M60 CTpaHy, a TakXe MCMofb30BaThCA KAaKMM-NM60 NpoTUBOpPEYaLLnM
3aKoHy o06pasoM. [lpoAyKT saBAsSeTcs MNpeaAMeToM [OMNOSIHUTENbHOMO 3KCMOPTHOrO KOHTPOnS,
oTHocsAwerocs kK BaM wunu Bawei topucavkuuun. Bbl rapaHTupyeTe, uto 6yaete cobnoaaTtb
HaknaAblBaeMble Ha 3KCMOPT M peakcrnopT MpoayKTa orpaHUYeHus.

© 2010, Aladdin Ctp. 5 m3 61



01.07.2010

[eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTPaTopa]

13. MporpaMmMHoOe o6ecneyeHne TpeTbUX CTOPOH.

Ecnu MpoaykT coaepxut B cebe noboe nporpaMMHoe obecrneyeHue, NnpeaocTaBieHHoe Kakon-nnbo
TPETbEN CTOPOHOW, Takoe MNporpaMMHoe obecneyeHue TpeTbeN CTOPOHbI MpeaocTaBnsieTcs "Kak
ectb" 6e3 kakoh-nubo rapaHTMM, W pasgenbl 2, 3, 6, 8, 9-12 Hactoawero CornaweHus
NPUMEHSIIOTCS KO BCEM TaKMM MOCTaBLUMKaM NMpoOrpamMMHOro obecrneyeHuss U K NOCTaBASiEMOMY MMM
nporpamMMHoMy obecneuyeHunto, Kak ecnm 6bl 310 611K Aladdin n MNpoAyKT COOTBETCTBEHHO.

14. Pa3Hoe.

Hactosiwee CornaweHue npenctaBnsieT cobov MNOSHOE cornalleHne, OTHOoCsIWeecs K JAaHHOW
NNUEH3UM, W  MOXeT OblTb W3MEHEHO TOJIbKO MOCPEACTBOM MWCbMEHHOrO  COrnalleHus,
nognucaHHoro o6euMmn cTopoHaMu. Ecnu  BbINOMHEHWE KakKoro-nmbo ycnoBMS HACTOsILLEro
CornalweHus npeacTaBfsieTcsl HEBO3MOXHbIM, Takoe ycnoBue 6yAeT CKOPPEKTUPOBAHO TOMbKO B

npegenax, obecneumBaoWnX BO3SMOXHOCTb BbINMOSIHEHUSI AAHHOIO ycnoBusd.

A MNPOYUTAT WU TMOHAN HACTOALWEE JNMUEH3NOHHOE COTMJIALLEHME W COITIACEH
BbIMOJIHATb BCE EI0 YC/10BUA.

A NPUHUMAIO AAHHOE JIMUEH3WOHHOE COIMMALUEHWE LIEJTMKOM.

EC/IN A HE NPUHUMAIO 3TO JIMUEH3NOHHOE COIJTAWLEHWE UK XOTA Bbl OANH U3 EIMO
MYHKTOB, TO AOAHHOE JIMUEH3MOHHOE COINAWLWEHWE HE BCTYMNAET B CWIY, U A
OBA3YIOCb HE YCTAHAB/IMBATb W HE WCMNOJIb3OBATb [JAHHOE TTPOIPAMMHOE
OBECIMNEYEHUE.

ABTOpPCKME NpaBa U TOProBble 3HaKN

ABTOpCcKkWe npaBa © Ha 3/1eKTPOHHbIN KN4 eToken® M COOTBETCTBYHOLWYO AOKYMEHTAUMIO C
1998 r. no Hacrosiwee BpeMsa npuHagnexaTt komnaHum Aladdin Knowledge Systems Ltd. Bce
npasa 3alWMmLleHbl.

eToken saBnsieTcs 3aperncrpMpoBaHHbIM TOBapHbIM 3HakoM koMmnaHum Aladdin Knowledge
Systems Ltd.

ALADDIN KNOWLEDGE SYSTEMS LTD gBnfercs 3aperMcTtpMpoBaHHbIM TOBapHbIM 3HaKoM
koMmnaHmu Aladdin Knowledge Systems Ltd.

Bce gpyrne ToBapHble 3HaKM, 0603HAUEHUS U Has3BaHWUS U3AENNIA, UCMOSb3yeMble B AAHHOM
OOKYMEHTE, SABJISIOTCS UM MOryT 6blTb TOBAPHbLIMU 3HAaKaMN COOTBETCTBYOLWNX BNaAesbLeB.

[aHHbIN AOKYMEHT 1 copepxaliasacs B HEM MHbopMaunsa aBNAOTCS COBCTBEHHOCTbBIO KOMMNaHUK
Aladdin Software Security R.D.

Bce npaBa Ha uvHTennekTyanbHyl COH6CTBEHHOCTb (Bk/o4as, 6e3 orpaHuM4YeHWin, aBTOpCKUe
npaBa, KOMMepYeCcKyl TaHy, TOBapHble 3HaKW, 3HaKN 06CIyXMBaHUS U T.4.), BK/IKOYEHHbIE B
NPUNOXEHUS, CBSI3aHHblE WAM WMEKLWME OTHOWEHME K HACTOSWEMY [OOKYMEHTY, Bce
coAepXXalmecs B HAX AaHHble, IBNSOTCA CO6CTBEHHOCTbIO KoMnaHum Aladdin.

Bce npaBa Ha onucbiBaeMblii [poayKT SBASOTCS WU 6yayT ABASTbCS COBCTBEHHOCTbLIO
WUCKIYMTENBbHO KoMNaHum Aladdin.

Aladdin He nepenaét Bam npaBa HM Ha 3TO ONMUCaHME, HXU Ha WMHQOPMaLUIO, COAEpPXaLLYCS B
HEM unM B onucbiBaeMoM [MpoaykTe, a N1Wwb nNpeaocTaBnsieT Bam orpaHnyeHHoe npaBo Ha ero
NCNosib30BaHMe B CTPOrOM COOTBETCTBMU C OMUCAHUNEM.

Jlloboe HecaHKUMOHMPOBAHHOE UCMOSIb30BaHWE, pasrnalieHne Uan BOCNpoM3BeaAeHME ABNSIETCS
HapyLeHNeM NpaB UHTENNIEKTYaNbHOW cO6CTBEHHOCTU M/MNKn npaB cobcTBeHHOCTU Aladdin, u B
NonHoOu Mepe 6yaeT NpecnenoBaThCs NO 3aKOHY.
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Ctp. 6 n3 61



01.07.2010 [eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTPaTopa]

2. AHHOTaumusA

[aHHbIA AOKYMEHT COAEPXMUT MOJSIHbIE CBEAEHUSA MO YCTaHOBKE W HacTpolike paboTe MO eToken
PKI Client 5.1 SP1. OTaenbHbIn pasaen AOKYMEHTa NOCBSLWEH ONMCaHUIo NapaMeTpoB peecTpa,
KOTOpble onpeaensitoT Habop AOCTYNHbIX yHKUNIA 1 cBOMCTBa koMnoHeHTOB eToken PKI Client.

Mbl nocTtapanuncb Hambonee NOMHO OCBETUTH NnpeacTtaBNIEHHYO TEMY U CAeENaTb AOKYMEHT

yAO6HbIM ANa MNpaKTM4YecKoro npuMeHeHus. Ecnm Bce Xe y BaC BO3HWKAW BOMPOCbI WU
noXxenaHus Mo COAEPXAHMIO, MOXanyncra, agpecynte mx Ha techwriters@aladdin.ru. Mbl
6ynem 6narogapHbl 3a ntobble KOHCTPYKTMBHbIE 3aMevYaHusi U C yAOBO/IbCTBMEM OTBETMM Ha
BO3HMKLLNE BOMPOCHI.

2.1. TexHu4yeckasa nogaeprxxka
Mo BonpocaM TEXHUYECKOM NoAAEPXKKM, NoxanyncTa, obpawantecsb B 3A0 «AnagauH P.[.»

no aapecy: http://www.aladdin.ru/support/index.php. TakmM cnocobom Bbl BCcerga CMoOXeTe
OTCNEeXUBATb COCTOSAHUE CBOEW 3aABKU.

Ona 6onee onepaTUMBHOro paspelleHus Baller npobnembl onuwnTe, noxanywmcra, noapobHo
YCNOBWSI NMPUMEHEHUS, KOHKPETHbIe CLEeHapun 1, No BO3MOXHOCTU CcHabauTe ceoe cooblieHune
3KpaHHbIMW CHMMKaMK U NpuUMepaMmn UCXOAHOro KoAa.
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3. BBepgeHue

eToken PKI Client 5.1 - Habop ApaiBepoB W [OMNOSIHUTENbHbLIX YTUNUT, obecneymBatoni
paboTy C 3/1eKTPOHHbIMK Ktodamum eToken B onepaunoHHomn cucrteme Microsoft Windows.

KpaTkoe coaepxaHue rnasbi:

e O6wue cBeaeHns
e HoBsble Bo3MoxHocTn eToken PKI Client 5.1 SP1

4. O6Lwue cBeaeHns

eToken PKI Client uMeeT WWPOKMIN cnekTp npuMeHeHns B cdepe WHPOPMALMOHHOMN
6e3onacHocTM. DTOT nakeT obecneymBaeT B3aMMoAenCTBME YCTPOMUCTB eToken € NporpaMMHbIM
obecneyeHnem Aladdin n CTOpOHHMX pa3paboTuMKOB AN peanm3aumm CaMbliX pPasnUYHbIX
peweHnin nHbopMaumoHHoW 6e3onacHocTM. K uncny TakuMxX peLlleHuii MOXHO oTHecTu PKI-
peweHns Ha 6ase mHtepdencos PKCS#11 nnn CAPI, MO ansa pabotbl ¢ eToken, (Hanpumep
eToken Single Sign-On), cucteMy uUeHTpann3oBaHHOro yrnpasneHus eToken TMS u gpyrue.
eToken PKI Client no3BonsieT NOCTPOUTb CUCTEMY CTPOroi ABYX(aKTOPHOW ayTeHTUdMKaumMm Ha
6aze uMdpoBbIX cepTUdUKATOB, a TaKXe peann3oBaTb WUGHPOBaAHNE UM WCMNOJIb30BaHME
3NeKTpoHHOM undposonn noanucu (3UM). eToken PKI Client obecneunBaeT BO3MOXHOCTb
NCNoNb30BaHUS TaKMX CTaHAapTHbIX MHTepdencoB kak Microsoft CAPI u PKCS#11 ans gocrtyna
BHELLUHUX MPUIOXEHUN K ycTponcTeaM eToken. bnarogaps aTomy eToken MOXeT NMPUMEHATLCSA
ana 6esonacHoro gocrtyna B WHTepHeT, VPN-ceTu, poctyna K NoOKanbHOW ceTu, 3aluThbl
AaHHbIX, 6e3onacHOro obMeHa 3/1eKTPOHHbIMU coObLeHNAMM, a Takxke Ang paboTbl ¢ ApyrMMu
npunoxeHnamun. NeHepauuns, XpaHeHMe M UCMob30BaHMeE 3aKpbITbiX KAoyer RSA npoucxoaut
B 3alUULLEHHOM pexXMMe Ha MUKpOCxXxeMe CMapT-kKapTbl eToken - creHepmpoBaHHbIN 3aKpbITbIN
K04 HMKOrAa He NOKUAAeT naMaTb YCTPONCTBA.

YcTaHoBka 1 obHoBneHne eToken PKI Client MOXeT oCyLlecTBASATLCS LEeHTpPanM30BaHHO 4Yepes
06bekTbl rpynnosbix nonutmnk (GPO) Active Directory, Microsoft Systems Management Server
Wnn gpyrmve nogobHble CUCTEMBI.

4.1. HoBble Bo3MOxHOCTU B eToken PKI Client 5.1 SP1

eToken PKI Client 5.1 SP1 obnagaeTt no cpaBHeHMIO C 6onee paHHUMN BEPCUSAMU ClIeAYHOLWNMU
npevMmMyLiecTBamm:

PacwumpeHHasa nogpep>xka nnarcdopmMm Microsoft: gobasunace nogaepxka Windows 7 u
Windows Server 2008 R2. Kpome TOro, Tenepb Takxe noaaepxuBaetca 6paysep Internet
Explorer 8.0

Mopaep)xka HOBbIX Mopenei eToken: B HblHeEWHel Bepcun yTunauTbl eToken uMeeTcs
BO3MOXHOCTb pabotaTtb ¢ yctpoictBamm eToken NG-Flash 4.50 CardOS, eToken NG-Flash 5.30
Java u eToken NG-Flash 5.30 Java Anywhere.

Moaaep>kka HOBbIX AJIFOPUTMOB X3WMPOBAHUSA: NoAAEPXKKa BCE cepumn anropmtmos SHA-
2.

Moapnep>kka No ymMoauaHUIO cepTudPuUKaTtoB B KOAUMPOBKE, OT/IMUHON oT DER: aTtpunbyT
TolerantX509Attribute Tenepb nMeeT 3HaveHne «MCTUHA» NO YMOMYAHUIO.

MNpu paboTe Haa 3TON Bepcuer MOMMMO MepeyYMClIEHHbIX YCOBEPLIEHCTBOBAHUN Oblin yUYTEHbI
OT3bIBbl U TPe60BaHMS KIIMEHTOB, MOSTyYEHHbIE C MOMEHTA BbiMyCKa NpeablayLnX BepCUii.
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4.2. O630p apXUTEKTYpbI

B aToli rnaBe npeacrtaBneHa nHdopMaumsa o coctaBnastowmx komrnoHeHTax eToken PKI Client n
NpUHUMNAxX UX B3aUMOAENCTBUS Mexay CO60M.

MpunoxeHus MpunoxeHus
eToken CSP API eToken SAPI

MpunoxeHuns

| |

eToken PKCS#11 APl n eToken PKCS#11
Extensions API

!

MS Smart Card Resource Manager

|

Lpaiieepsl Aladdin / MS CCID

|

\4

KpaTkoe cogep>xaHue rnasbl:

e ApxutekTypa eToken PKI Client
e KomnoHeHThl eToken PKI Client

B coctaB eToken PKI Client 5.1 SP1 BXOAST cneayowme KOMMOHEHTbI.

eToken PKI Monitor: 37T0T cepBUC BbINOJHAETCS B )OHOBOM pEXMME C MOMEHTaA 3arpysKku
onepaumnoHHOM cucTteMbl. Ero Takxe MOXHO Bbi3BaTb Yepe3 MeHto Myck.

[JaHHbIl  cepBUC OTCNEXWBAET BCe MNOAK/IKYEHHble ycTpolhcTtBa eToken, coobwaeTt
NoNb30BaTENO O CPOKE UCTEYEHUS Maposis M MO3BOJISIET MOMYYUTb AOCTYN K Haubonee yacTo
ncnonb3lyembiM pyHKunsaM eToken PKI Client yepes meHio B 0651aCcT yBeAOMIIEHUN.

Ytunuta eToken Properties: 3Ta yTunuta OTKpbiBaeT MOJIb30BaTeNO AOCTYMN KO BCEM
BO3MOXHbIM (pyHKUMSAM eToken, Bktoyass pa3bnoknpoBaHue CMeHy napons, 3KCnopT/ MMnopT
cepTndUKaToB U Npoune PyHKLUMN.

CucrtemHasa cnyx6a eToken: 310 cuctemHbli npouecc (eToksrv.exe), KOTOPbI MOXHO
YBUAETb TONbKO B CMNMUCKE MPOLLECCOB B AMCNeTyepe 3agad. B yacTHOCTM OH oOTBevaeT 3a
aBToOMaTMyeckoe noakntoyeHne eToken Virtual, koraa oH pacrnosioXeH B onpeAeneHHON nanke
Ha >XeCTKOM AWCKE WM CbEMHOM YCTPOMCTBeE.
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5. CuctemMHble TpeboBaHMA

Mepen Tem kak npuctynaTtb K yctaHoBke eToken PKI Client HeobxoaMMo B mepByk oyepenb
YAOCTOBEPUTLCS B TOM, YTO Ball KOMMbIOTEP COOTBETCTBYET MMHMMasbHbIM TpeboBaHuaM.
KpaTkoe coaep>xaHue

e TpeboBaHMs K annapaTHOMY M NporpaMMHOMY obecneyeHnto paboyel cTaHumm
e TpeboBaHusa Ans NoAKAOYEHUS K yaaneHHoMy pabodemy ctony (RDP)

5.1. Tpe6oBaHus K annapaTHOMY ¥ NporpaMmMHOMY obecneveHunto padoyeii
cTaHumn

e Windows XP SP3 (32-6uTHble nnatdopmbl), SP2 (64-6uTHble
nnaTtgopmMbl)

Windows Server 2003 SP2 (32/64-6uTHble nnaTtdopmbl)
Windows Server 2003 R2 (32/64-6uTHble nnaTdopmbl)
Windows Server 2008 (32/64-6uTHble nnaTdopMbl)
Windows Server 2008 R2

Windows Vista SP1/SP2 (32/64-6uTHble nnaTtdopmbl)
Windows 7 (32/64-6uTHble niaathopMbl)

Mopnep>xnBaembie
onepauyMoHHble CUCTEMDbI

Moapnep>xuBaemMblie BepcuUm

6pay3epoB Firefox 3.0.xIE6/7 /8

Moppep>xnBaembie eToken PRO eToken NG-OTP eToken NG-FLASH eToken PRO
ycTpoicTBa eToken Smartcard eToken PRO Anywhere eToken GT

QEGID G VISR GEDEVGTHEE USB-nopT (And annapaTHbix kntwoder eToken). [Ona cMmapT-kapT
cpeacrtBa Heo6XoANMMO HanMumMe yCTaHOB/IEHHOr0 CYUTbIBATENS CMapT-KapT.

PekomeHpayemoe Ona pa6botbl ytunntbl eToken PKI Client Properties pekomeHayeTcs
pa3pelieHue 3KkpaHa YCTaHOBUTb pa3pelueHne MOHUTopa He Huxe 1024x768.

5.2. Tpeb6oBaHUA ONA NOAKTHOYEHUA K yaasileHHOMY pabodemy ctosny (RDP)

eToken PKI Client nogaepxuBaeT cneaylouwme cpeactBa ayteHTudukauum npu pabote ¢
NOAKNIOYEHMEM K yaaneHHOMy pabouemy cTony.

e Windows Server 2003

OnepauuoOHHaaA cucTeMa e Windows Server 2008
e Windows Server 2008 R2

AnnapartHbie eToken MopoaepxusBatoTcs

Mopnep>xka eToken Virtual Ha cTopoHe
KJIUEHTa

HeT

NMoapepxka eToken Virtual Ha cropoHe [RESlE
cepBepa

NMpumeyaHue:

Ons paboTtbl ¢ nporpamMmMmHbiMKn eToken Ha cepBepe A0MKHO 6biTb YyCTaHOBEHO npunoxeHue eToken Network
Logon.

MopnepxunBaemble Moaenu nporpamMmmHbix eToken: eToken Virtual n eToken Rescue.
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5.3. TllepeyeHb 3ag4a4y agMuHMcTparTopa

B kauecTBe NMaMATKM MpeAcTaB/siEM BaM O6LIMI cLeHapuil AelcTBUi aaMUHUCTpaTopa. Bonee
noApo6HO BCe 3TW NYHKTbI 6YAYyT pacCMOTPEHbI Aafiee B pyKOBOACTBE.

Ecnn Ha koMnbloTepe ycTtaHoBneHa 6onee paHHss Bepcus eToken PKI Client, To ans
obHoBNeHna ee go sBepcum 5.1 SP1, npexxae Bcero Heo6xoAMMO yaanuTb BCe paHee Co34aHHble
napameTpbl peecTtpa. [na 3TOro BbINOSIHUTE MHCTPYKUWMUK, NpeacTaBneHHblie B rnaee lMepexoa ¢
6onee paHHUX BEpPCUA.

O6HoBuTEe mnn yctaHoBuTe eToken PKI Client Ha kaxapor pabouen craHuuu, rae 6yayr
ncnonb3oBaTbCa  ycTponctBa eToken. [na 3TOro  pyKOBOACTBYWTECb  MHCTPYKLUAMMU,
npeacTaBNeHHbIMU B CNeaylownx rnasax:

e [lepexop c 6onee paHHUX BEPCUNA;

e YcTaHOBKa C MOMOLLbIO NPOrpaMMbl-MacTepa;

e YCTaHOBKa B pexuMe KOMaHAHOWN CTPOKMW.

YcrtaHoBuTe Heobxoammble napameTpbl eToken PKI Client n BbinosHMTE 06HOB/IEHME Ha BCEX
NoSib30BaTeNbCKUX KOMMbloTEpax. B 3TOM BaM MOMOryT WHCTPYKUMU, M3MNOXEHHbIE B rnase
Hactpoikun eToken PKI Client.

Co3panTe HOBble y4deTHble 3anmcy nonb3oBaTtenen. O ToM, Kak 3TO caenaTb, UMTamTe B rnase
MHuumnanmnsaumsa eToken.

B npouecce paboTbl C yYeTHbIMW 3anUCAMM MOSb30BaTeNe MONAb3YWTECb WMHCTPYKUMAMU B
rnaee PaboTta c ycTponctBamm eToken.

6. YcTaHOBKa

B coctaB eToken PKI Client Bxoaat Bce dannbl n gpariBepbl, HeobxoanMbie Ans paboTtbl C
ycTponctBammu eToken. Bmecte € HUMUM AUCTpubYTMB BK/OYaeT B cebs ytunuty eToken
Properties ¢ ynobHbIM rpadmnyecknm MHTepdencom, KOTOpbIA npenocTtaBnseT 6bICTpbI AOCTYN
K HacTpolikaM ycTpoucTB eToken u cuntbiBaTenen.

KpaTkoe coaep>xaHue rnasbl:

O6HoBneHune c Bepcmn eToken PKI Client 5.1
Mepexon c 6onee paHHUX BEpPCUM

YcTaHOBKa C NOMOLWbIO NporpaMMbl-MacTepa
YCTaHOBKa B peXXmnMe KOMaHAHOM CTPOKM
YcTaHoBKa 6e3 agpaliBepos

YpaneHnune

6.1. O6HoBneHue c Bepcuun eToken PKI Client 5.1

Ecnun Ha koMmnbloTepe yxe yctaHoBneH eToken PKI Client 5.1, 4oCTaTOYHO TOJ/IbKO YCTAaHOBUTL
naket obHoBNeHusa (.msp).

NMpumeyaHue:

Kak Tonbko Bbl yCTaHOBUAM 06HOBNEeHMe SP1, BepHyTbCs K 6onee paHHen BEpCUM NyTeM ero yaaneHus yxe
6yneT HEBO3MOXHO, TO €CTb MOXHO byaeT Tonbko yaanuTb uenunkom eToken PKI Client 5.1 SP1.

6.1.1 OG6HOB/IEHNE C NOMOLLbLIO NPOrpamMmMbl-MacTepa

Onsa Toro, 4tobbl ycTaHOBUTL nakeT obHoBneHus nosepx eToken PKI Client 5.1, BbinonHute
cnepylowme oencTems:

1. BonguTte B CcUCTEMY C MOJIHOMOYMUSAMN aAMUHUCTPATOpA.
2. 3aKponTe BCe MPUJIOXKEHUS.

3. [BOWHbIM LLENIYKOM 3anyCTUTE MacTep YCTaHOBKM 13 daina .msp (Bbibepute 32- nnun 64-6uTHy0
BEpPCUIO B 3aBUCMMOCTM OT Ballel onepaLmMoHHON CUCTEMBI).
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Ha 3KpaHe NoAaBUTCA NPUBETCTBEHHOE OKHO MacTtepa-yCTaHOBKMU.

i eToken PKI Client 5.1 SP1 Setup - 10| x|

eToken '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup WWizard will install eToken PKI Client
5.1 3P1 on your computer.
eToken

PKl...

Cancel |

4. Haxmute kKHonky fdanee.

5. BbInonHuUTe HEO6X0ANMbIE AENCTBUSI, PYKOBOACTBYSICb MHCTPYKLMSIMM B OKHE MpOorpaMMbl-MacTepa
W, Nocrne Toro kak obHoBeHne byaeT 3aBepLUEHO, HAaXMUTe KHOMKy FoToBo.

6.1.2 OO6HOBNEHME B peXnme KOMaHLHON CTPOKU

Mpu o6HoBneHnn eToken PKI Client ncnonb3ayercsa ctaHaapTHbIN cMHTakcuc Windows Installer
(msiexec).

MpumeuyaHue

Mpy 06HOBNEHUM B peXmnmMe KOMaHAHOM CTPOKM He yKa3blBanWTe HUKAKMX AOMOSIHUTENbHbIX NapaMeTpoB.

Onsa Toro, utobbl 06HOBUTL eToken PKI Client 5.1 B pexume KOMaHAHOM CTPOKW, BbIMNOJIHUTE
cneaywuwme oencTems.

1. BonauTe B cMCTEMY C MOSIHOMOYMAMW agMUHUCTPaTOpa.
2. 3aKkpoiTe BCe MpUIOXKEHUS.
3. OrtkpoiTe MeHto Myck > MporpamMmmbl > CtaHpaapTHblie > KomMaHAHasA CTpokKa.

Ecnmn Bbl 3anyckaeTe KoMaHAHbI MHTepnpeTatop B Windows Vista, Bbl OOMKHbI LWENKHYTb
NnpaBoOM KHOMKOW Ha NyHKTe KoMaHAHas CTpoka, BbibpaTb 3anyck OT UMEHW W YYeTHYI0 3annchb
aaMUHUCTpaTopa.

4. BbINoSHMTE KOMaHAY Msiexec B cnegytouwem ¢opmaTe:
msiexec /update PKIClient-x32-5-1-SP1.msp,

Fne PKIClient-x32-5-1-SP1.msp - wumsa davna ¢ obHoBneHneM. Ona 64-6uTHON nnaTtdopMbl
3aMeHuTe 3T0 uMA Ha PKIClient-x64-5-1-SP1.msp.4106bl BbINONHWUTL OOHOBMEHWE B
NonyaBTOMaTUYECKOM pexnMe, AobaBbTe B KOHLIE CTPOKK NapameTp /q.
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6.2. lNepexon c 601ee paHHUX BEPCUii

6.2.1 O6HoBneHune eToken PKI Client 4.0 n 6onee Nno3gHNX Bepcuii

Ecnn Ha BaweMm koMmnbloTepe yctaHoBneH eToken PKI Client 4.0 wnn 6onee nosgHen Bepcuu,
obHoBneHne 6yneT BbLINOMHEHO aBTOMATUYeCKW BMecTe C yctaHoBkoi eToken PKI Client 5.1.
SP1. MNpn 3TOoM ogHako 6yAyT cOXpaHeHbl BCe MpeXHWe HacCTPoWKM peecTpa ANs AAHHOro
KOMMNbIOTEPA W YYETHOM 3anncm nonb3oBaTens.

i eToken PKI Client 5.1 SP1 Setup _ |0 x|

.1( Ready to Install the Application
ETD cn Select the language for eT oken PEI Client.

Select eT aken PEI Chent interface language:

IRusaian j

Setup haz detected exizting configuration settings.

¥ Use existing configuration

Click Next to begin installation.

< Back | M et = I Canicel

Mpu obHapyxeHun Takmx napaMeTpoB Bo BpeMs ycTtaHoBkh eToken PKI Client 5.1 SP1 Bam
Heobxoanumo 6ynet oTMeTuTb NyHKT Use existing configuration B ToM Xe oOkHe, rae Bbl
BbibuMpaeTe A3blk MHTepdenca. B aToM cnyyae 6yayT MCNOMb30BaTbCs YXe CyLeCcTByowWwmne
napaMeTpbl peecTpa.

6.2.2 O6HoBNeHune eToken RTE

Ecnn Ha koMmnbtoTepe ycrtaHoBneH eToken RTE, To cHayana Heobxoanmo 6yaeTt yaanutb ero, u
TONbKO 3aTeM MOXHO 6yaeT yctaHaBnuBaTb eToken PKI Client 5.1 SP1. lNpu yaaneHun eToken
RTE Bce cBA3aHHble C HUMMX MapaMeTpbl peecTpa OCTAlTCSH HEU3MEHHbIMU. YTOObI yaanuTb uXx,
BbINOSIHUTE Creayowme AeNCTBUS.

1. Ypanute eToken RTE.
2. YcraHoBute eToken PKI Client 5.1 SP1 (cM. YcTaHOBKa C NOMOLLbIO NporpaMMbi-MacTepa)

3. Ypanute eToken PKI Client 5.1 SP1 n B 3anpoce Ha coxpaHeHMe nNapaMeTpoB peecTpa HaXxMuTe
kHonky No (Het). Bonee nogpo6Ho 3Ta npoueaypa onucaHa B rnaee YaaneHue.

6.3. YcTaHOBKa C NOMOLLbIO NMporpamMmmMbi-MmacTepa

Onsa ycraHoBkn eToken PKI Client 5.1 SP1 co ctaHAapTHbIMM HacTPOMKaMM U KOMMOHEHTaMM
NCnonb3ylrTe NporpamMMy-macrep.

B npouecce ycTaHOBKM BaM 6yaeT NpeanoxXeHo U3MEHUTb Cleaylowmne napaMeTpbl:

e 43blk MHTepdeica, TO eCTb TOT A3blK, HA KOTOPOM byaeT 0To6paXxkaTbCa TEKCT B OKHAX YTUIUTbI
eToken Properties n B MeHto 6bICTporo goctyna B 06,1actv yBeAOMIEHNNA.

e [lyTb, TO €CTb TO MecTo, rae 6yayT pacnonaratbCs BCE NMPOrpamMMHbIe KOMMOHEHTbI U Mpoyne
npunoxeHus ansa pabotel ¢ eToken (ecnu Takmne ewe He H6blTIn paHee yCTaHOBJIEHDI).

YT106bl YycTaHoBUTb eToken PKI Client 5.1 SP1 c nomowbio nporpaMmMmbi-MacTepa, BbIMOSHUTE
cnepywowme oencTemns:
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BonauTte B cuctemMy C NOJIHOMOYMAMW aAMUHUCTPATOpa.
2. 3akpouTe BCe NMpUIOXEHMUS.

3. [IBOWHbIM LLENYKOM 3anyCTUTE MacTep YCTAaOHBKM 13 darna .msp (Bbibepute 32- nnmn 64-6UTHYO
BEPCUIO B 3aBMCMMOCTU OT Ballen onepauuoHHON CUCTEMDI).

Ha 3kpaHe nNosiBUTCHA NPUBETCTBEHHOE OKHO MacTepa YCTaHOBKMW.

i eToken PKI Client 5.1 SP1 Setup - 10| x|

eToken - '

Welcome to the eToken PKI
Client 5.1 SP1 Installation Wizard

The Setup WWizard will install eToken PKI Client
5.1 3P1 on your computer.
eToken

PKl...

Cancel |

4. Haxmute kHonky Next. Ha akpaHe nosiBUTCS OKHO, rae Bam 6yaeT npeanoxeHo BbibpaTb A3blK
nHTEepdelica.

i eToken PKI Client 5.1 SP1 Setup - 10| x|

Ready to Install the Application

eTDi(e n Select the language for eT oken PEI Client.

Select T oken PEI Client interface language:

Fussian j

Setup has detected existing configuration sethings.

W Use existing configuration

Click Next to begin installation.

¢ Back | Mest » I Cancel |

5. B cnucke AOCTYnHbIX S3bIKOB MHTepdeiica BbibepuTe Russian (Pycckuin).
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Ecnun B 2TOM OKkHe BaM bByaeT npeanoXeHo COXpPaHUTb HAaCTPOMKKN, OCTaBLUMECS OT NMpeablayLen
BEPCUU, Bbl MOXETE OCTaBUTb WM CHATb (bJIaXKOK, TEM CaMblM COXPaHMB 3T HAaCTPOMKN NN
yaanue nx (cm. ObHosnenuve c Bepcun eToken PKI Client 5.1).

6. HaxmuTte kHonky Next. Ha skpaHe NosiBUTCS OKHO C TEKCTOM JIMLIEH3MOHHOIO cornalleHus (Ha

AHININNCKOM).
1o
End-User License Agreement
eTOi(e n Pleaze read the following license agreement carefully.
ALADDIN ENOWLEDGE SYSTEMS LTD. 3

eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE QPENING THE PACKAGE ANDVOR USIMNG
THE CONTENTS THERECF ANDYOR BEFORE DOWNLOADING OR
INSTALLIMG THE S0FTWARE PREOGEAM. ALL ORDERS FOR AND
USE OF THE eTOKEN ENTEEPRISE PRODUCTES (ncluding without
lyrutation, lbranes, ublities, diskettes, CD-ROM, eToken™ keys and the
arrotmtantnn technicral dncimentatinnt herrinafter "Prodost™ STTPPT TF‘THLI

| accept the license agreement

¥ | do not accept the license agreement

¢ Back [ et Cancel |

7. |_|p0‘-ITl/ITe BHMUMaATENIbHO JIMLEH3MOHHOE CcorlalleHne n, eciin Bbl CcornacHbl CO BCEMU e€ro
ycnoBusamMun, otMetbTe NyYHKT I accept the license agreement HaxxmMnTe kHonky Next. Ecniu Bbl
He NMOHMMAETE UM HE COrNacHbl C KAKUM-TM60 U3 MONOXEHUM AOKYMEHTAa, OTKaXWUTeCb OT

yCTaHOBKM, HaxaB kKHomnky Cancel.

Ecnn B npeabigywem nyHKTeE Bbl NPUHANN COrnalwleHne, Ha 3KpaHe NoAaBUTCA cneayrulee OKHO!

i eToken PKI Client 5.1 SP1 Setup _ |0 x|

T _1( Destination Folder
€lOoKeEnN Select a folder where the application will be installed.

Setup will inztall the eToken PEI Client 5.1 SP1 filez in the fallawing falder.
T o ingtall in a ditferent folder, click Browsze and nawvigate ko the required folder.

'ou can choose nob ta install eToken PEI Client 5.1 SP1 by clicking Cancel to esit the
Setup.

C:AProgram FilezhladdinteT okenh Browse |

" Destination Folder

< Back | M et = I Canicel
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8. YkaxuTe nyTb ANS YCTAaHOBKMU, LWENKHYB KHOMKY Browse, nam ocTaBbTe ero TakuM, Kak OH yKasaH
rno ymonyaHuio. [ing 3anycka ycTaHOBKM HaxmuTe kHonky Next.

Mpouecc ycTaHOBKKN 0TO6paXkaeTcs B BMAE LWKaNbl C KOMMEHTaAPUSIMU,

i eToken PKI Client 5.1 SP1 Setup o ] 1

T 1( Updating System
clOKeEN The zelected featuresz are being inztalled.

E stracting directaries. .

papload.8.0.50727.33.983CE 2440 _52FB_DBSF_FF1F_CBE3B3A1E18E

Cancel

Mocne Toro kak eToken PKI Client 6yner ycTaHOBMEeH, Ha 3KpaHe TMOSIBUTCS OKHO C
COOTBETCTBYHOLWWMM noaTBEP>XAAOWNM C006LIJ,eHl/IeM.

9. 3akpoiTe OKHO, Ha)xaB kHonky Finish.

s
eToken - '

eToken PKI Client 5.1 SP1 has
been successfully installed.

Click Finish o exit Setup.

eTaken

PKl...

Eatizel |

¢ Back

Ha 3tom yctaHoBka eToken PKI Client 3aBepweHa.
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6.4. YcTaHOBKa B peXume KOMaHHOWN CTPOKMN

MoMMMO YyCTaHOBKW CpeacTBaMM MNpoOrpaMMmbi-MacTepa €CTb TakKXe BapWaHT YCTaHOBKKU U3
KOMaHOHOM CTPOKW, rAe B KayecTBe MapaMeTpoB Bbl MOXETe ykasaTb Heobxoaumble AOns
YCTaHOBKM KOMMOHEHTbl. B 3TOM cnyyae wmcnonb3yeTcs CTaHAApPTHbIM cuHTakcuc Windows
Installer:

msiexec /i PKIClient-x32-5.1-SP1.msi

raoe, PKIClient-x32-5.1-SP1.msi — 3To nakeT yctaHoBku ansa 32-6uTHbix nnatdhopm Windows.
Onsa 64-6utHbix nnatdopm ncnonblynte gann PKIClient-x64-5.1-SP1.msi.

YT1obbl ycTtaHoBUTL eToken PKI Client B pexnme KOMaHAHOW CTPOKW, BbINOSIHUTE cleaylowme
nencTeunsa:

1. BowguTe B cMCTEMY NOA YYETHOM 3anNMCbio C MOJIHOMOYMSAMU aAMUHUCTpaTOpPa.

2. 3aKponTe BCe MPUJIOXKEHUS.

3. OtkponTe MeHio Myck > MporpamMmmbl > CtaHaapTHbie > KoMaHpaas cTpoka.
4

Ecnu BbI BbiNonHAETe ycTaHoBKY nog Windows Vista, wWenkHUTe npaBoi KHOMKOWM B MYHKTE
KomaHgHas cTpoka u BbibepnTe 3anycKk oT UMeHu AQMUHUCTpaTopa.

5. BseguTte B KOMaHAHOM CTpoKe msiexec ¢ HeobxoaAnMbIMK napaMeTpamu.

6.4.1 CnpaBka no Windows Installer

YT06bl MpPOCMOTPETb MOJIHBIA MNepedYeHb BO3MOXHbIX MapaMeTpoB, KOTOpble  MOXHO
ncnonb3oBaTb Npu yctaHoBke eToken PKI Client, obpaTutech K BCTpoeHHOM crnpaBke Windows
Installer. lns ee BbI30Ba BbINOMHUTE Cneaylowme 4ENCTBUS:

1. Ortkpotite MeHio Myck > BbIMNOAHUTD.

2. B none OTKpbITb BBeaMTE msiexeC n HaxmmTe OK. Ha akpaHe nNosiBUTCSA OKHO CO CMUCKOM
napametpoB Windows Installer.

Windows Installer x|

windoves [R] Installer. Bepowa 30140071 5512 -

mziexec Aption <o00AsaTensHEIR NaparmeTps [HEOAAZATENEHEIN Napan

M apar4eTpEl YoTSHOBKM
<fpackage | Aix <Praduct maix
YCTaHoBKa MM HACTpOMKa NpOAYKTS
ta <Product. mziz
AQFAMHUCTPATMEHASA YCTAHOBK.S - YCTAHOEKS NpoaL
Al <Product. gz [A < cnucor npeotpasosadyi: ] [fa <k
J&eABneHe o npogykTe: 'm'' - BoerM NoNES0EATE.
" - TEKYLW EMY NONES0EATEND
<Auningtall | A <Product. mesi | Koo_npooukrar
OThiEHa YoTAHOBEM NpOAYKT &
[1apareTpkl OTOSpaKEHMA
Aquiet

THRMI PEHN, 085 BEZAUMOLENCTEYA © N0NBZ0EAT
/pazsive

ABTOMATHYECKME DEHIM - TONBKD MHIMEATOD BRIN
Agrlblrf]

BriS0p YypoBEHA MHTEpDERca NONE30BATENA

h - bes wHTepdelica

b - OcHOBHON UHTERENC

| M- EDKpau.LEHHbIlﬁ HMHTEpPEHC _ILI
4 3
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6.5. YcTaHOBKa napameTpoB B pexume KOMaHOHO CTPOKKN

Mpu ycTaHOBKE B peXuMMe KOMaHAHOW CTPOKW €CTb BO3MOXHOCTb 3a4aTb 0cobble nmapaMeTpbl
BMECTO TeX, KOTOpble onpeneneHbl Mo yMOAYaHW, M 3a4aTb 4S9 BCeX TakKUxX napamMeTpoB
HeobxoauMble 3HayeHus. TakuMe nNapaMeTpbl COXPaHATCA B peecTpe B pasgene
HKEY_LOCAL_MACHINE\Software\Aladdin\eToken\MIDDLEWARE. WcknouyeHnem sBIsSeTCsS
onucaHHbln fanee napametp PROP_REG_FILE.

MapameTpbl MOXHO YCTaHOBUTb TOJIbKO B Mpouecce YCTaHOBKW, HO He MNpu BOCCTaHOBNEHUU
Y>X€ YCTaHOBJZIEHHOIO NPUIOXEHUA.

YT106bI YCTAHOBUTL NapaMeTpbl YCTAHOBKMU, UCMOMNb3yNTe cneayowmii popmart:
msiexec /i PKIClient-x32-5.1-SP1.msi MTAPAMETP=3HAYEHWE NAPAMETP=3HAYEHUWE /gb
3pech:

PKIClient-x32-5.1-SP1.msi — dann guctpmbytmsa ana 32-6uTtHbix nnatdopM. Bmecto Hero ans
64-6uTHbIX NnaTdopM cneayeT ncnonb3osaTb dann PKIClient-x64-5.1-SP1.msi.

MAPAMETP - uMs onpegenseMoro napaMmeTpa; KaK npaBwio, B €ro MMeHW MNpUCyTCTBYET
npedwnkc PROP_.

3HAYEHWE - 3HayeHue napameTpa.

Ha cnepytowen ctpaHuue npvBeaeHa Tabnunua napaMeTpoB CO cCblikamMun Ha 6onee nogpobHoe
MnxX onncaHne B 4aHHOM pyKoOBOACTBE.

CnepyeT uMeTb B BMAY, YTO HEKOTOpPbIE MapaMeTpbl XPaHATCA B peecTpe U 3a4atoTCA TONbKO B
npouecce yctaHoBku (cM. [NapameTpbl, onpeaensieMble TOJbKO B MApoLlecce YyCTaHOBKM), B TO
BpPEMS KaK Apyrne MoryT naMeHsTbCs B npouecce pabotbl ¢ eToken PKI Client.

Mpumep:

YT106blI ycTaHOBUTL eToken PKI Client ¢ nHTepdencoMm Ha MCNAHCKOM $3blKe, OTKAOUYUTL MpU
3TOM BO3MOXHOCTb pefaKTUpOBaHUSA HACTPOEK B pacCWMPEHHOM pexuMe, OYUCTUTb B Cllydae
yaanenus PKI Client Bce cBsi3aHHble C HUM MapaMeTpbl U NPUCBOUTbL BCEM MPOYMM NapamMeTpaM
3HaYeHMs No yMon4YaHuto, Heo6xoAnMO BbINONHUTL KOMaHAY:

msiexec /i PKIClient-x32-5.1-SP1.msi ET_LANG_NAME=Spanish PROP_ADVANCED_VIEW=0
PROP_CLEAR_REG=1 /gb.

6.6. lNapameTpbl, onpeaensemMble TO/IbKO B NpoLlecce yCTaHOBKU

B aToi rnaee BblAeneHbl MMEHHO Te MapaMeTpbl, KOTOPbIE 3a[4at0TCA TONbKO MPU YCTaHOBKE, U
He noanexaT AalbHenleMy N3MeHeHUo, KpoMe 0C060 OrOBOPEHHbIX ClyYaes.

Mapamerp ET_LANG_NAME

Umsa ET_LANG_NAME

OnucaHue A3bIK MHTepdelica

Chinese (Kutainckuin) / English (AHrnuickuin) / French (®paHuy3ckuii)
/ French (Canadian) - ®paHuy3ckuii (KaHaga) / German (Hemeukuit)
3HauyeHus / Italian (UtanbsiHckuin) / Japanese (AnoHckun) / Korean
(Kopeticknin) / Polish (Monbcknin) / Portugese (MopTyranbckuin) /
Russian (Pycckui) / Spanish (UcnaHckuir) / Thai (Tarickui)

Mo
YMONYaHUIO

English (AHrnuncknin)
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Mapametrp PROP_CLEAR_REG

Uma PROP_CLEAR_REG

OnucaHue YpaaneHue napaMeTpoB n3 peectpa npu yaaneHum eToken PKI Client

e 1 (MctuHa): napaMeTpbl yAanswoTCcsa U3 peecTpa.
e 0 (Jloxb): napaMeTpbl He yAaNaoTCcsa U3 peecTpa.

3HauyeHun

Mo

0 (Jloxb)
YMOJIHaHUIO

Mapametrp PROP_FAKEREADER

Uma PROP_FAKEREADER

OnucaHue Hanwuune B MHTepd)EVICG BETBU AN BUPTYaJZiIbHOIo CHUTbIBATENA

1 (MctnHa): ectb. 0 (Jloxkb): HeT. 128 - ycTaHoBKa gpariBepos eToken

3HauyeHun
He BbIMNOJIHAETCS.

Mo

YMOJIYaHUIO 1 (Vietuna)

NMpumeyaHue:

Bonee noapobHyto nHbOpMaLUMIO MO NCMOb30BAHMIO 3TOr0 NapaMeTpa MOXHO NOSYYUTb B CNyxbe noaaepxxku
Aladdin.

Mapametp PROP_REG_FILE

Umsa PROP_REG_FILE

NUmnopTt napamMeTpoB n3 danina peecTpa B pasanen

SITEECTE HKEY LOCAL_MACHINE Ha noKanbHOM KOMMbloTepe.

3HaueHun MyTb kK daniny peectpa

Mo
YMONYaHUIO

NMpumeyaHue:

B TO BpeMsi kak BCe nMpoyune napamMeTpbl yCTaHaBMBAIOTCA TONIbKO B pa3aene
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\eToken\MIDDLEWARE, napameTpbl n3 daiina, ykasaHHOro B
3HavyeHnn PROP_REG_FILE 3anuceiBatotcs B pa3gen HKEY_LOCAL_MACHINE v cooTBeTCTBYOWME NOAPA3AESbI.

Mapametrp PROP_UPD_INFOPATH

Umsa PROP_UPD_INFOPATH

OnucaHue MyTb Nnoncka 06HOBNEHHLIX BEPCUN ApanBepa.

3HaueHun MyTb K dainy o6HOBMEHHOW BEpCUM ApanBepa.

Mo
yMON4YaHuo

MpuMmeuyaHue:

Bonee noapobHyo MHDOPMaALMIO MO MCMOMb30BAHMIO 3TOrO NapaMeTpa MOXHO MONYUUTb B Cyxbe noaaepx Ku
Aladdin.
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Mapamerp READER_COUNT

Uma READER_COUNT

KonnuectBo BeTBeN ANa (PU3NYECKUX cUUTbiBaTenem B WHTepdence
yTunuTbl «eToken Properties».

OnucaHue

3HauyeHun 0-16

Mo
YMONYaHUIO

NMpumeyaHue:

[aHHbIil MapaMeTp TakXe MOXHO U3MEHUTb MOC/IE YCTaHOBKM HEMOCPEACTBEHHO B yTunuTe eToken Properties.

Mapamerp TARGETDIR

TARGETDIR

MyTb yctaHoBkn eToken PKI Client n Bcex npounMx nNpunoxeHun Ans
paboTbl c ycTporctBamm eToken. [JaHHbI NapaMeTp 3adaeTcs B TOM
C/yyae, ecnum Ha AaHHOM KOMMblOTepe eLle He YCTaHOBEHO HU OAHOro
M3 YNOMSHYTbIX NMPUIOXEHNNA.

OnucaHue

3HauyeHun MNyTb

Mo 3HayeHMe Mo yMoJsi4YaHuUK OTCcyTCcTBYeT, To ecTb eToken PKI Client
yMoJ1HaHuUIO yCTaHaBMMBAETCA B Nanky rno yMoa4aHuio.

MpumeuyaHue:

OTOT NapaMeTp He Cc/ieayeT UCMob30BaTh, €C/IN Y BaC Ha AUCKE yXe YCTaHOBMEHbl kakne-nnbo apyrue
nNpunoXeHus ansa paboTel ¢ yctporcteamm eToken.

6.7. YCTaHOBKa TOJ/IbKO yYKa3aHHbIX KOMMNOHEHTOB

Ytobbl ycTtaHoBuTb eToken PKI Client co craHgapTHbiIM HabopoM KOMMOHEHTOB, MOXHO
ncrnonb3oBaTb Nnapametp ADDDEFAULT. Mo Mepe HeEO6XOAMMOCTM OTCYTCTBYHOLME KOMMOHEHTbI
MOXHO 6yaeT nob6aBuTb No3gHee.

YT106bI YCTAQHOBUTb TOJIbKO HGOﬁXO,CI,VIMbIe BaM MNMapaMeTpbl, BbIMNOJIHNTE KOMaHAY B cnenylowem
dopmarTe:

msiexec /i PKIClient-x32-5.1-SP1.msi ADDDEFAULT=F1,F2...Fn /gb.

raoe, PKIClient-x32-5.1-SP1.msi — 3To nakeT yctaHoBku ansa 32-6uTHbix nnatdhopm Windows.
Onsa 64-6uTtHbix nnatdopm ncnonesyrite dann PKIClient-x64-5.1-SP1.msi.

ADDDEFAULT ykasbliBaeT Ha TO, 4To 6yAyT yCTaHOB/EHbl TONIbKO T€ KOMMOHEHTbI, KOTOpble
yKasaHbl B 3HaYeHUW AaHHOro rnapameTpa.

F1, F2, ... - Ha3BaHWA KOMNOHEHTOB (cM Tabnuuy CNMCOK KOMMOHEHTOB).
Mpumep: ycraHoBka eToken PKI Client 6e3 ytunutbl «eToken Properties».

msiexec /i PKIClient-x32-5.1-SP1.msi ADDDEFAULT=DriverFeature,CoreFeature, UlFeature,
etMonitor,etFSFeature,etVerifierFeature,NgFlashFeature /gb

Ecnn BnocneactBum Bbl pewmnTe ycTaHoBUTb «eToken Properties», BaM HyxHO 6yger
BbINOSIHUTb KOMaHAyY B cneaytowem popmare:

msiexec /i PKIClient-x32-5.1-SP1.msi ADDDEFAULT=etPropsFeature /gb
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6.8. YpaneHne KOMNOHEHTOB U3 KOMaHAHOW CTPOKU

Ecnu BaM HY>XHO yAanuTb Kakme-To U3 YCTaHOBJIEHHbIX KOMMOHEHTOB, KOMaHAHasa CTpoka 6y,D,ET
MMETb CJ'IQ,EI,erLLl,VIVI BUA:

msiexec /i PKIClient-x32-5.1-SP1.msi REMOVE=F1, F2, ...

rae,

/qb

e PKIClient-x32-5.1-SP1.msi — 370 nakeT yctaHOBKK Ang 32-6uTHbIX nnatdopm Windows. Ans 64-
6MTHbIX NnaTtdopm ucnoneynte dann PKIClient-x64-5.1-SP1.msi.

e [lapameTp REMOVE B apryMeHTax COAEPXWUT T€ KOMMOHEHTbI, KOTOpble HEO6X0ANMO yaanuTb

e F1, F2 - Ha3BaHusa KoMMoHeHTOB (cM Tabnnuy CNnMCoK KOMMOHEHTOB).

Cnepyet
KOMMOHEHTHI.

MNOMHUTb,
Tak,

4YTO YyAaanTb MOXHO  TOJIbKO

BbIMOJIHUTE CNeAyloLWyo KoMaHay:
msiexec /i PKIClient-x32-5.1-SP1.msi REMOVE=etPropsFeature /qgb

CnMcoK KOMNOHEHTOB

HasBaHue

DriverFeature

CoreFeature

UIFeature

etPropsFeature

eTMonitor

eTVerifierFeature

NgFlashFeature

[OMNOJSTHUTENBHO
HanpuMep, MOXHO YyAanuTb yTunuty «eToken Properties».

yCTaHaBnMBaeMble
ana sTtoro

Onuncanune

O6s3aTenbHbI / He0bsA3aTeNbHbIN

[paneepbl n 6nbnmotekmn

TpebyeTca Ans NoAAEPKKM
annapaTHbIX ycTponcTte eToken

Bazosbln MOAYNb, peannsyoLwmin
OCHOBHOW dyHKUMoHan eToken PKI
Client. MoxeT ycTaHaBnmBaTbcs 6e3
DriverFeature ans pabotbl c eToken
Virtual nnm cuntbiBaTENAMU CTPOHHMUX
npousBoanTenemn.

O6sa3aTenbHblA KOMMOHEHT

KoMnoHeHTbl rpacdunyeckoro
MHTepcbeﬁca n 6ubnuotekmn

TpebyeTcs ans etPropsFeature un
etMonitor

Ytunuta «eToken Properties»

Heoba3aTenbHbliA KOMMNOHEHT

MeHo B 06/1aCT yBEAOMIIEHMIA U
COOTBETCTBYHOLWNE AONOSIHUTENbHbIE
MoAynu

O6sa3aTenbHblA KOMMNOHEHT

O6bekT eTVerifier COM

Heobs3aTenbHbIA KOMMOHEHT, HO
NpUTOM OH TpebyeTcs ANns MHOMMX
Web-npunoxeHuii (Bkoyas Takxe
TMS Client).

Ytunuta eToken NG-FLASH Partition
Application

Heobs3aTenbHbli KOMMOHEHT.
TpebyeTcs Tonbko Ans paboTtbl co
BCTpoeHHon Flash-namaTtbio
ycTtponcte eToken NG-FLASH

etFSFeature

Mpwn ycTaHOBKE 3TOr0 KOMMOHEHTa B
nanky %systemroot%\system32
KonmpyeTtca 6ubnnoteka etFS.dll,
Heobxoaumas ansa paboTbl ¢ dalinoBol
cuctemon eToken.

Heobs3aTenbHbIA KOMMNOHEHT

ETOKSRV

Co3paeT U akKTUBU3UPYET Clyxby
eTSrv.exe. [laHHasa cnyxba
OTC/lIeXUBaeT
noakntoyeHmne/oTkntoueHme Flash-
YCTPOICTB M OCYLLECTBASIET MOUCK
eToken Virtual. 3HaueHune no
YMOJTYaHUIO: YCTAHOBJIEH.

HeobxoauM ans npunoxeHusa Single
Sign-0On

MpuMmyaHue:
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Ons nopaepxkun yctponcts eToken 6e3 yCcTaHOBKM NMpoOYMX NporpaMMHbIx komnoHeHToB eToken PKI Client B
CMUCKE KOMMOHEHTOB B KOMaHAHOM CTPOKe AOCTAaTOYHO yKasaTb TONIbKO 3HayeHue DriverFeature.

6.9. YcTtaHOoBKa 6e3 gpaiiBepoB
YT1o6bl ycTaHoBUTL eToken PKI Clien 6e3 apaliBepoB, BbINOJIHUTE C/eayowme AeNCTBUS.

B koMaHAHOM cTpoke ykaxwuTe napametp PROP_FAKEREADER=128. B 3TOM cnyyae ycTaHOBKa
ApanBepoB He 6yaeT BbIMNOAHATbCS UM B CMMCKE KOMIMOHEHTOB YyKaXuTe BcCe HeobxoauMble
KOMMOHEeHTbI, kpoMe DriverFeature. Toraa ¢opMaT KOMaHAHOW CTPOKK ByAeT cneayowmMm:

msiexec /i PKIClient-x32-5.1.msi PROP_FAKEREADER=128 ADDDEFAULT=CoreFeature,
UIFeature,etMonitor,etFSFeature, etV erifierFeature,etPropsFeature /gb

B sToM cnydyae ppaviBep He 6yaeT CKOnMMpoBaH B Manky C OCTalibHbIMWU YCTaHOBJIEHHbIMU
KOMMNOHeHTaMKu. A B  clegywweMm npuMmepe OH  b6yaer  coxpaHeH B manky
c:\Windows\system32\setup\Aladdin\eToken\ (nyTb Mo yMoOnYaHWK), HO B CWJy TOr0 4TO
napameTtp PROP_FAKEREADER nmeeT 3HauyeHne 128, yctaHaBnmBaTbCA He 6yaeT:

msiexec /i PKIClient-x32-5.1.msi PROP_FAKEREADER=128.

6.10. YpaneHwve

Onsa ynaneHus eToken PKI Client 5.1 SP1 ectb Tpu cnocoba:
e YpaneHue cTaHAApTHbIMK cpeacTtBamMn Windows

e YpaaneHue C NOMOLLbI NpOrpamMMmbl-MacTepa

e YpaneHue n3 KOMaHAHOW CTPOKMU.

Ecnu npu yctaHoBke ansa napametpa PROP_CLEAR_REG uMeeT 3HadeHune «1» (McTtmHa), To npu
yoaneHun eToken PKI Clients 6yaer o0AHOBpeMeHHO ypJaneHbl BCe COOTBETCTBYHOLLME
napameTpbl peecTpa.

NMpumeyaHusn:

YnaneHue eToken PKI Client 5.1 SP1 BkntoyaeT B cebs BCe yCTaHOBNEHHbIE KOMMOHEHTbI, @ HE TO/IbKO nakeT
obHoBNEHUS.

Ecnn kakas-nnbo n3 amHammyecknx 6ubnuotek (.dll) ncnonbayercsa ApyruM npuaoXeHuUeM, Ha
3KpaHe nosIBUTCA OKHO C COOTBETCTBYKOLWMM coobweHneM. Haxmute kHonky Ignore
(MponycTuTb) 1 NO 3aBepLUEeHMM Nepe3arpysnte KOMMNbIOTEP.

6.10.1 YpaneHve ctaHgapTHbLIMWU cpeacTBamMu

B Windows ecTb cTaHAapTHasi CXxeMa ypaneHus U yCcTaHoBKM nporpamm. C ee MOMOLLbIO Bbl
MoxkeTe Takxe yaanutb eToken PKI Client. ns 3Toro BbinonHUTE cneaytowme 4encTBus.

1. OtkponTe MeHio Myck > MaHenb ynpaBneHus.

2. [Baxabl WeNKHUTE Ha 3Haduke YCTaHOBKAa U yaanieHMe nporpamMm.
3. Bbibepute eToken PKI Client 5.1 SP1 1 HaxMuTe KHONKY YRaNUThb.
4

Cnepyinte NHCTPYKUUSM, NMpeacTaBeHHbIM B MeHto. Ecnum 3HauveHne napametpa PROP_CLEAR_REG
He 6b1N10 3a4aHO SABHO, TO HAa 3KpaHe MOSIBUTCS MEHIO Crieaytowero Bmaa.

eToken PKI Client 5.1 SP1 |

! 3 Wiould vou like to zave the eTaken PRI Client zettings
on this computer?

Yes Mo
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5. Haxmute Yes, ecnu Bbl XOTUTE OCTaBUTb NapaMeTpbl peectpa, nnn No, ecnu Bbl XOTUTE YAANTUTb
nx.

6. Mocne Toro kak eToken PKI Client 6yaet yaaneH, nepe3sarpy3sute KOMNbOTEP.

6.10.2 YpaneHue c NOMOLLbIO NporpamMmmbi-MmacTepa

YTto6bl yaanutb Token PKI Client ¢ moMowbio nporpaMMbi-MacTepa, BbIMOJHUTE chneaylowme
hencrensa:

1. BoiauTe B CUCTEMY MOA YYETHOW 3anucbio C NpaBaMn agMUHUCTpaTopa.
2. 3akpouTe BCe NMpUIOXKEHMUS.

3. LWenkHute Ha danne c anctpmubyTtnBom yctaHoBku PKIClient-x32-5.1-SP1.msi unu PKIClient-x64-
5.1-SP1.msi) B 3aBMCUMOCTM OT TOr0, Kakas U3 BEPCUI Y BacC yXe yCTaHOBJIEHa.

Ha skpaHe nosiBUTCA cleaylollee OKHO, rae BaM 6yaeT npeanoxeHo nvbo yaanuTb, nmbo
BOCCTAHOBWUTb MPUSIOXKEHNE, €CNM OHO paboTaeT HEKOPPEKTHO:

i eToken PKI Client 5.1 SP1 Setup _ |0 x|

T _1( Application Maintenance
€lOoKeEnN Select the maintenance operation to perform.

R einztall mizsing ar corupt files, regist kevs and shortouts,
Preferences stored in the registry may be rezet to default values.

ninztall T oken PRI Client 5.1 SP1 fram this computer.

Mest > I Canicel

4. Bblbepute nyHkT Remove n HaxxMnte Next. Ha skpaHe nosiBUTCA NpUBETCTBEHHOE OKHO
nporpaMMbi-macTepa.
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i eToken PKI Client 5.1 SP1 Uninstall =101 x|
¢Token |

eToken PKI Client 5.1 SP1
Uninstall

Thiz will rermove el aken PE] Client 5.1 SP1.

Click Mest to continue.
eTaken

PKl...

¢ Back | Mest » I Cancel

5. Haxmute kHonky Next, n cpa3y nocne s3toro HauHeTca yaaneHue eToken PKI Client. B cneaytowem
OKHe B BMAe WKasbl C KOMMeHTapusaMn 6yaet oTobpaxaTbCs COCTOSIHME npouecca.

i eToken PKI Client 5.1 SP1 Setup =100 =]

T ,1( Updating System
€lOoKeEnN The features you zelected are currently being uninztalled.
w ]

W alidating install...

Canicel

6. Bo Bpemsa ynaneHus eToken PKI Client Ha sKkpaHe NoOsSIBUTCA OKHO, rae Bam 6yaeT npeasnoxeHo
yaoanuTb UM coxpaHutb napameTpbl eToken PKI Client B peectpe.

© 2010, Aladdin Crp. 24 n3 61



01.07.2010 [eToken PKI Client 5.1 SP1. PykoBoAcTBO agMUHUCTpaTopa]

i'g!,l Installer Information EI

YWiould you like o gave the eToken PEI Client zettingz on thiz

computer?
=g

Yes Mo |

7. Ecnu Bbl cobupaeTech B ganbHenweM paboTtaTb C annapaTHbIMX UKW BUPTYasibHbIMU KJlOYaMun
eToken, BO3MOXHO, 6yAeT nyylle, ecnv Bbl OCTaBUTE yXK€ HAaCTPOEeHHbIe BaMW NapaMeTpbl. Toraa B
3TOM OKHe HYXHO HaxaTb Yes. Ecnu Bbl yBepeHbl, UTo 6oblue He cobupaeTechb MOJb30BaTbLCS
eToken PKI Client, HaxxmuTe No. NMocne aToro yganeHne npoaoxXuTcs 1, nocne Toro Kak OHo
6yneT 3aKOHYEHO, Ha 3KpaHe NOosSIBUTCS NMOATBepXAatlolee cooblieHme:

s
eToken '

eToken PKI Client 5.1 SP1 has
been successfully uninstalled.

Click Finigh to exit Setup.

eTaken

PKl...

Eatizel |

Ha stoM yananeHue eToken PKI Client 3akoH4YeHO. 3aKpolTe OKHO, HaxaB kHonky Finish u
nepesarpysute KOMMbOTEP.

¢ Back

6.10.3 YganeHue n3 KoMaHAaHON CTPOKMU

YT1o6bl yaanutb Token PKI Client n3 komaHgHOM CTPOKMK, BbINOJHUTE cneaylwme AenCcTBus:
1. BonauTe B cMCTeMy NoA YYETHOWN 3anucbio C MpaBaMun agMUHUCTpaTopa.

2. 3akpoiTe BCe MpUSIOXKEHUS.

3. OrtkponTe MeHio Myck > Mporpammbl > CtaHaapTHble > KoMmaHAHas cTpoka.

4

Ecnu Bbl 3anyckaeTte KoMaHAHbIN uHTepnpeTaTtop B Windows Vista, Bbl 4OMXKHbI LWENKHYTb NMPaBom
KHOMKOW Ha NyHKTe KoMaHAHasa CTpoKa, BbibpaTbh 3anyckK OT MMEHM W YYETHYI 3anucb
aaAMuUHUCTpaTopa.

5. BbinonHuTe KOMaHAy msiexec B creaytowem dopmaTe:
msiexec /x PKIClient-x32-5.1-SP1.msi,
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fne PKIClient-x32-5-1-SP1.msi - umMa danna c¢ obHoBneHneM. Ans 64-6uTtHon nnatdopMbl
3aMeHuTe 3T0 UM Ha PKIClient-x64-5-1-SP1.msi.Y4T106bl BbINOAHUTL O6HOBNEHME B
nosnyaBTOMaTMyeckoM pexume, aobaBbTe B KOHLE CTpPOKM napameTp /q. Bmecto darina mesi
MOXXHO TaKXe WUCMoJib30BaTb COOTBETCTBYHOLWMNI nNnaTdopme dann .msp.

YT106bl BbINOMAHUTL YAaNEHWEe B MOyaBTOMaTUUYECKOM pexuMme, To ecTb 6e3 HeobxoamMocTu
noATBEPXAEHUS AencTBuin, nobaBbTe B KOHLIE CTPOKM NapaMeTp /q.

6. Mocne Toro kak eToken PKI Client 6yaet yaaneH, nepesarpysute KOMMNbIOTEP.

7. Hactpoiika eToken PKI Client

Bce HacTporikmn eToken PKI Client, 3a nckntoyeHneM Tex, KoTopble yCTaHaBMBaKOTCA TOJ/IbKO B
npolecce yCTaHOBKM, MOXHO HacTpouTb B ocHacTke eToken PKI Client Settings. C nomouwbto
3TOW OCHaCTKM HacTpamBaTb MapaMeTpbl HaMHOro yaobHee, YeM M3 CTaHAapTHOro peaakTopa
peectpa Windows.

KpaTkoe cogep>xaHue rnasbl:

O6bwme ceepeHns o6 ocHactke eToken PKI Client Settings.

Kak pobaButb ocHacTky eToken PKI Client Settings Ha cepepHoii nnatdopme Windows.
Kak pob6aButb ocHacTky eToken PKI Client Settings Ha Windows XP.

MpuMeHeHWe napameTpoB, 3agaHHbIX B eToken PKI Client Settings.

7.1. O6bwme cBeageHna oo ocHacTke eToken PKI Client Settings.

Bmecte c gokyMmeHTaumen B anctpnbytms BxoauTt dann eTokenPKIClient 5.1.adm, B KOoTOpOM
cobpaHbl cTaHaapTHble napameTpbl eToken PKI Client. 3ToT daiin npmBeaeH cneumanbHO Kak
WwabnoH M ero MoXHOo NMpaBuUTb MO CBOEMY YCMOTPEHUIO.

e dain MOXHO MCrnonb3oBaTb ANS NpuMeHeHns napameTpoB eToken PKI Client.

e [locpeacTtBOM rpynmnoBbIX NOIMTUK Ha cepBepHbIX niatdopmax Windows.
e Yepes KoHcosb ynpasneHus (MMC) B Windows XP.

HacTpoiikn, 3agaHHble B agMUHUCTpaTuBHOM wabnoHe eToken PKI Client Settings, oTpaxatotcs
B peecTpe CUCTEMbl. DTW napameTpbl 6osee noapobHO onucaHbl Aanee B rnase [apameTpbl
peecTpa.

B npeanoxeHHoM adm-@aine Bce napameTpbl coxpaHsatoTcs B pasaen HKEY_LOCAL_MACHINE\
Software\Policies\Aladdin\eToken\MIDDLEWARE.

MapaMeTpbl B 3TOM pa3gene MMEKT HauBbICWMIA MPUOPUTET MO OTHOLUEHWIO K MapaMeTpaM B
nobbix apyrnx pasgenax. MNpu He06X0AMMOCTM Bbl MOXETE OTpeAaKTUpOoBaTh uMetowmnincs adm-
darnn Tak, yTtobbl MapaMeTpbl COXpaHSANUCbL B Apyron pasgen. Mepapxma pas3nenos peecTtpa
6onee noapobHo onuncaHa panee.

7.1.1 Kak go6aBnTb agMUHUCTPATUBHbIN WabnoH eToken PKI Client Settings Ha
cepBepHoii nnaropme Windows

Mpexae yeM HaumHaTb paboTaTb C aAMUMHUCTpPaTUBHbLIM WabnoHoM eToken PKI Client Settings,
Heobxoaumo pfobaBuTb €ro B peAakTope rpynmnoBbiX MNOAUTUK. [Ons 3Toro Heo6xoamMmo
BbINOJIHUTbL CrieayloLlme AeNCTBUA:

1. Ortkpotite Nyck > MporpamMmmbl > AGMMHUCTPUpPOBaHue > MNMonb3oBaTenn u KOMNbIOTEPDI

Active Directory.

2. LlenkHuTe NpaBoit KHOMKOW MbILWWX Ha AOMEHE CMIEBA M B OTKPbIBLUEMCA KOHTEKCTHOM MEHH0
BblbepuTe NyHKT CBOMCTBA. Ha aKpaHe OTKPOETCA Cneaylollee OKHO.
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CeolicTea: MOHAWK.LOCAL i |

O i me | ':Inpasnnemnl I pynnoeasa nu:unHTHKaI

@ MOHAWE. LOCAL

Hraa pormeHa [npeg-windows 2000): IMDH.-’-\-.WK

OncaHHe:
fl

Pesiir patoTel goreHa:
Windowe 2000 [CrewaHHBIN pEkAR]

Fesiira patorel neca:
WWindows 2000

(] I OTreHa | anMEHHTbl

3. Packpovite Bknaaky FpynnoBbie NOMUTUKMK.

CeoiicTBa: MOHAWK.LOCAL 7] x|

EIISu.LHEI Unpagnaetca [ PUNNOEEA NOAMTLES |

Tl YAYHIWLMTE YNPEEAEHME FRYMNOECEH MOAWTHEDDN O6F
YNPAENEHHMA FPYNNOEDH NOAWTHEM [GPRC].

i
q CeblnkW TeKYW era affbekTa FEYNNOEOE AOAMTHEN 407
— rOHAWE

CohinkK Ha OFEEKTEl FPYNN0EDE NoaMTHEN | He nepek... | OTenm... |
Default Domain Paolicy

CfbEkTE FPYNMOEQE NOAMTHEM DACNOAAranTcA N0 YOEIEaHKK NDMOpUTETE.
AToT crMcok, nonyded ot e 2003EER 2 MOHAW K. LOCAL"

LCosnate | Q,n:nﬁasmb...l HSMEHHTbl Beepy |

ﬂapaMEprl...l Hpanre. .. | CeolicTBa | BHuis |

I- EJ’IDKHDDBEITI: HACNEA0EIHHME NOAKTHEIM

k. I OTtaeHa | I'IpHmEHHTbl

4. Bblbepute MPYNNoByrO NMOJIMTUKY MO YMOJIMAHMUIO U HAXMUTE KHOMKY USMEeHUTD.
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Ha skpaHe OTKpOeTCsl OKHO peaakTopa rpynnoBbiX NOUTUK.

'ifii PERaKTOp 06 BEKTOE FPYNNOE0H NOAKTAKK -0 x|

KoHoone  dedcTere  Bua  Cnpaeka

e ol =N e

EAPI AR R E U EEENRITRN & ontika Default Domain Policy [W2003EER2.MOHAWK.LOCAL]
E@ KoHBMrypaunA KoMieHTEpa

|23 KoHGMrypaumMa nporpam

|:| i Wind Y1obk! NPOCMOTPETE OMMCaHKME A
OHBMCypaLKA Windows IMEMEHTA, BEIABNMTE ErO, KDHEbHF’;.-'paLI.HFl KOMMBHITEDS

. -2 AAMMHHETRATHEHEIE WabNoHE!
Eﬁ KoHBHrypauKa NonksoEaTenA
7127 KoHdmrypausa nparpat

(27 Hondrrypauma Windows
-2 AAMMHHETRATHEHEIE WaBoHE!

@I{umbwrypau.nﬂ NoNE30EATENA

« |
1] [ +] PacumpeHHoli A CTanaapTHed 7
| | |

5. PackpouTe BeTBb KOH(pUrypaums KkoMnbrotTepa, LWeKHUTE NpaBo KHOMKOW MbIWW Ha MyHKTe
AAMUHUCTpaTUBHbDbIE Wa6/IoHbI.

6. B koHTekcTHOM MeHio Bbibepute NnyHKT [lo6aBneHue u yaaneHme wabnoHoB. Ha skpaHe
NosIBUTCA Crieaytolee MeH.

AobagneHye K ¥ A aneHqe wabnoHoe ed |

T erywHe WatnoHE! NOAMTHELM;

Hran | Fazrep | W araeHeH |
conf 41KE  15.04.2008 14:00
inetres T1469KE  15.04.2008 1400
aystem 1824KE  15.04.2008 14:00
wmnplayer GEKE 15042008 14:00
WLIEL 57KE  06.03.20091319

ﬂ,uﬁasmb...l Hoanre I JaKpeTe |

7. Haxmute kHonky Jlo6aBuTb 1 ykaxuTte NyTb K danny eTokenPKIClient_5_1.adm, koTopbii
NMOoCTaBNdAeTCd BMecCTe C LI,VICTpVI6YTVIBOM. Tenepb B npeacCTaBNeEHHOM Ha PUCYHKE Bbllle CrCKe
nosiBuTcs WwabnoH c umeHem eTokenPKIClient_5_1.

8. HaxmuTe 3akpbiTb. Tenepb B CMCKE aAMUHUCTPATMBHbIX LWA6MOHOB NOSIBUTCA A06aBNEHHbIN BaMu
wabnoH eToken PKI Client Settings.

Tenepb, ecnn Bbl oTKkpoeTe BeTBb eToken PKI Client Settings, Bbl yBuAMUTE CNMCOK napameTpoB eToken
PKI Client c onMcaHMsiMU 1 BO3MOXHbIMW 3HAYEHUAMM B NPaBOI YacTu OKHa.
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':m Pepaktop 00 bLEKTOB rpyNNoOB0OH NOAMTHIEN - |I:I|5|

KoHoone  JdedicTere  Bua  Cnpacka

> OE R B

Z} MonvTHia Defaulk Domain Policy [W2O003EERZ, MOHAWE,LOCAL] B8 eToken PKI Client Settings
E@ KoHbMrYPaLHA KOMNBHOTERS

[:I Kordwrypauna nporpaMM Y1ofkl NPOCMOTPETE ONMCAHHE COCTOAHHE
[:I Kanmrypaund Windows INEMEHTA, BLIAETMTE Ero, [ izeneral Settings
EI[:I £,AMHHHCT PATHEHEIS WABN0HE! (Cchange Token/Domain Password
= Kowrorenel ""W " (nitislization Settings
a . et Sattings DeToken Properties Settings
(311 Settings
) MprHreps (AP Settings
Elﬁ KaHbMrypaLmra nonk30BaTens [(dcertificate Store Settings
|:| KoHdMrypaLKA nparpar [(AmManitar Settings
' [ KoHpurypauma Windows [JeTaken Passwaord Quality Policies
EH-[C] AAMMHHCTRETHEHEIS WaknoHE! (LU Access Cantral List
0 L]

l |L| PacluMperHeli A CTaRASPTHEN 7

7.1.2 Kak go6aBunTb agMUHUCTPATUBHbIN WabnoH eToken PKI Client Settings B
Windows XP

YT1o6bl BaM HE Mpuxoaunocb HacTpamBaTb napameTpbl eToken PKI Clients HenocpeaCTBEHHO B
peecTpe, Bbl MoXeTe AobaBUTb aaMUMHUCTpaTUBHbLIMA WabnoH eToken PKI Client Settings. [ns

3TOro BbIMOAHUTE Creayowmne AencTeums.
1. OtkpoiTe NMyck > BbINOJIHUTD.

2. B none OTKpbITb BBeaMTE mMmMC. Ha aKpaHe OTKPOETCs OKHO KOHCOJIM ynpaBfieHuUs.

i Koncons1 =0 %
i

FoHoone  AdedcTeke  Bua  MsOpaHHoe  OkHO | Cnpaeka

= ||m B @

=Y
a mm KA |

HeT anemeHTOE ANA DTDEI:IEI}KEHHH E
IToM BEMAES,.

| | | 4

3. B BepxHeM MeHto Bbi6epuTte KoHCob > [106aBUTb UK yaaiuTb OCHAaCTKY.

4. B OTKpPbIBLUEMCS MEHIO HaXXMuUTe KHoMNKy Jlo6aBuUTb.
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5.

A063aBUTh M3DNMPOEAHHYH) DCHACTEY

AOCTYNHEIE H3ONHPOESHHEIE OCHACTEH!

[eToken PKI Client 5.1 SP1. PykoBoAcTBO agMUHUCTpaTopa]

21

OCHACTES

| [OCT SELWLHE il

) Ofume nankw
(Nanka

I'Ipu:n:MDTp CoDEITHA

@Cepmd:unr:aml

%Cnymﬁbl
P TR R AR R TN,
4

PeaakTop obBEKTa FPYNNOE0H NOAMTHEHK
Py N THRYHILLAA NONHTHES

B8 Cnywba MHABKCHPOBaHKA

Fopnopauwa Mafkpe
Microsoft Corporatio
Kopnopauma Maikpe
Fopnopauma Madkpe
Kopnopauwua Markpe
Kopnopauua Makkpe
Microsaft Corporatio

Kopnopauua Makkpe
Pldimem = m b e = ki bl
i &

I OAHCaHAE

3Ta DCHACTES NOZE0NAST PEAIKTHROEATE OO LEKTEl FPYAN0E0H
MOAMTHEM, KOTOPEIE MOMYT CCEINATECA HA CAATHI, AOMEHE] HIH
OpraHHZauHoHHEIE NoApasaeneHHa & Active Directary, HAK xpaHHTECA
Ha NOKANEHOM KOMOBEHITERE,

AoBaEHTE I SaKpeITe

MoxHo A00aEHTE HZ0NHPOE3HHYH OCHACTEY B KOHCONE MNK Y A43NHTE &2,

CICHACTHH: I'a KopeHE KOHOORH

=

2

— ONHCaHKe

| AoBEEHTE. .. I ¥ AaMNHTE

O MEOrEate. .. |

R | OTHEHS

B cnncke AOCTYMNHbIX OCHACTOK BbibepuTe PegakTop 06beKkTa rpyrnrnoBoi MNOJIMTUKMU M HAXMUTE
OK. Ha akpaHe nosiBUTCA cneaytouee OKHO.

JA003aBUTL MK ¥ AaNiTh OCHACTHY

Hz0nHpOEaHHSA OCHACTES |F'EII:LIJH|:IEHHF| I

6. OcTaBbTe YCTAaHOBJIEHHbIM MO YMONYaHUIO 06BEKT FPynnoBOM NOMNTUKKN (JIoKanbHbIA KOMMNbIOTEP) U

HaxmmTe FoToBO.
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7. Tenepb B fAepeBe KOHCONW packpoiTe BeTBb MonuTtuka «JlokanbHbli KOMNbIOTEP>» >
KoHdurypauma KoMnbioTepa TakK, Kak nokasaHo Ha cneayloweM pucyHkKe.

i KopeHb Konconu MonuTuka "MokankHb MneHTep™ ' KoHdMrypauqa Ko O] x|
E|_=:‘ja MonkTHEa "MokaneHeR KoMneHoTep”
El@ KOREHTYPaUNA KOMMbIoTERa Yrofikl APOCHOTPETE OMHCEHKHE COCTOAHHE

D KOHBHrypauma nporpa INEMEHTA, BBIAENMTE &M, [ AramnoHenT Windaws

I:l F.oHpHrypauma Windows @ CrcTema

Ela A AMMHHMCTPATHEHEIE WABNOHE! (e
[:l KoMnoHeHTE! Windows =]
D CHCTEMA pHHT !
&[] Cete
e 7 MpHTEPEN

I'_—'Iﬁ K.oHBHrypaLkA NoNE0EaTENA
D F.oHbH Y pALLMA Nporpam
[:I KoHfHrypauna Windows
-] BAMMHHCTPATHEHEE WAaBnoHE!

T |
PaCWHpEHHEIR J.n{ CTaHAARTHEIH }I"r

| | | 4

8. LUenkHuTe nNpaBoi KHOMKOW MbIWW Ha NYHKTe AAMMHUCTPaTUBHbIE WA6J/IOHbI 1 B OTKPbIBLUEMCS
KOHTEKCTHOM MeHIo BbibepnTte [lo6aBneHne u yaaneHme wabnoHos.

Ha SKpaHe NoABUTCA MEHIO Cceayrulero snaa.

No6aBneHre U ¥ qaneHve WabnoHoe 7] x|

T ety HE WASAOHE! MOAMTHEL;

Wraa | Pasrep | M 3raeHEH |
conf 41KB  15.04.2008 14:00
inetres 1463kE  15.04.2008 14:00
aystem 1824kB  15.04.2008 14:00
wrnplayer GEKE 15042008 14:00
WLIAL A7KB  0B.08.200313:19

ﬂ.uﬁaamb...l Hpoanre I JakpemE |

9. Haxmute kHonky [lo6aBUTb 1 B OTKPbLIBLUEMCS OKHE YKaXuTe nyTb K danny
eTokenPKIClient_5_1.adm.

10. B cnuncke poctynHbix wabnoHoB nossutcsa 3anucbk eTokePKIClient.

11. 3aKkpoliTe OKHO U Tenepb Bbl YBUANTE B A€pPEBE KOHCOAM HOBbI aAMUHUCTPATMUBHbIN Wab/oH —
eToken PKI Client Settings.
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I:l K.opeHe KOHCONK

EI_E—ja MonkTHIES “MoKaNEHBIA KoMAEHTER"
= KoHbHrypauma KoMnerTERa

[ KoHdMrypawna nporpard

(21 Kondurypausa Windows

-2 AAMMHHETRATHEHEIS WABAGHE!
(-2 eToken PEI Clisnt Settings

|:| FoMnoHeHTE Windows

[ CHeTema

] CeTe

I'_—'Iﬁ KoHpHrypaukA Nones0EaTenA
|:| K.oHbHryYpaLHA Nporpat
I:l KoHpHrypauka Windows
|:| A AMMHHCTRATHEHEIS WaANOHE

'fi KopeHb KoHconW MonKTHEKa "NoKanbH

[eToken PKI Client 5.1 SP1. PykoBoAcTBO agMUHUCTpaTopa]

Y1ofikel NPOCMOTPETE OMNMCaHHE
3MEMEHTE, BEIAEMMTE BrO,

A I

KDHEIJHF‘:.-'I:IELI.MH KOMMEHITERS
@l{nmbnrypaunﬂ NOME30ESTENA

ParlHpeHHEIR ,.-{ CTaHAApPTHBIH ,.I"r

12. Korpa Bbl 6yaeTe 3akpbiBaTb KOHCOJb yrpaB/ieHus, He 3abyabTe COXPaHUTb HACTPOMKKN Ans

nocneaytoulero obpatieHus.

Ecnn Bbl BbINOSHWUAM BCE OMNMUCaHHble Bbllle AEWCTBUS NpaBWIbHO, TO AN obpaweHus K
napametpam eToken PKI Client u3 koHconu ynpasnenus Microsoft Bam pgocrtatoyHo 6yaetr
OTKpPbITb COXpPaHeHHbI BaMu daiia ¢ paclwumpeHnem msc n3 meHto NMyck > BbINOJIHNTD.

7.2. Hactpoiika napameTtpoB eToken PKI Client Settings n3 KoHconu ynpaB/fieHus

Bce napametpbl eToken PKI Client opraHusoBaHbl

Microsoft

B KOHCONM yrnpasneHusa Microsoft no

oTAesNbHbIM NankaMm. bonee noapobHoe onNncaHWe Kaxaoro u3 napaMeTpoB MOXHO HalTu Janee
B rnase lMapameTpsbl

NMpumeyaHue:

HezaBuncKMoO OT BbIGpaHHOrO BaMy MpuU yCTaHOBKE si3blka UHTepdelica Bce napaMeTpbl B KOHCOMW yrnpaBfieHus
Microsoft oTo6paatTcsi TONIbKO Ha aHMMNCKOM. MO3TOMY MMEHHO Tak, Ha aHrMICKOM, 3T NapaMeTpbl 6yayT

YNOMUHATLCA Aasiee B pyKOBOACTBE.

YT106bl M3MEHUTbL TOT Mnu MHoih napameTp eToken PKI Client, oTkpoliTe aAMUHUCTPATUbIHbIN
wabnoH eToken PKI Client Settings Ha cepsepHoit nnatdopme Windows wam OTKponTe

COXPaHEHHYI0 KOHCO/b YNpaB/eH1s TaK, Kak ONMCaHo B OKOHYaHWUW npeabiayLien rnasbl.

1.
2.

LLlenkHWTe ABaxabl Ha NapaMeTpe. Ha aKpaHe OTKPOETCS OKHO HAaCTPOWKMU BbiI6paHHOro napaMeTpa.

B naHHOM NpuMepe OTKPbITO OKHO MapaMeTpa, KOTOpbI 3a4aeT KOMYeCTBO BUPTYasbHbIX
cunTbiBaTenen (ana kntoyen eToken Virtual). Bce BO3MOXHbIE 3HAYEHUS U NepekoYaTenm
npeacraBfieHbl Ha BKnaake MapameTpsbl, @ Ha Bknaake O6bACHeHMe NpuBeaeHO KpaTkoe

NosiCHEHWe Mo AAHHOMY napaMeTpy.
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CeoicTea: Software Sloks ed |

Maparerp | O feAcHEHHE I

@ Software Slotz

¥ He zagaH
i~ Braouen

' Orenmoyen

Software Slots I E

I peakIYLLHE NapardET R | CAeaytoll i napatdeTp |

] I OtraeHa | [ prEHHTE

. Kpome Toro, Ha Bknaake MapaMeTp ANs KaXA0ro napamerpa MMeeTcsl rpynna nepeksntoyatenei:
e He 3apaH: MCNonb3yeTca HacneayeMoe 3Ha4YeHue NOUTUKU UK 3HAYEeHME MO YMONYaHuio, ecniu

3Ha4YeHME B NOIUTUKE TaKXe HE 3a4aHHO.

e BKJIIOUEH: €C/lM OTMETUTb 3TOT MYHKT, MOXHO 6yAeT 3a4aTb 3HAYEHME NapaMeTpa, U 3TO 3HauYeHue

6yneT uMeTb Cuiy nocne 06HOBNEHUS! TPYNMOBOWN NOMIMTUKM UKW NOCTE Nepe3arpysku.
e  OTKJIIOYEH: MCMNOJIb3YEeTCA 3HAaUYEHNE MO YMOTYAHUIO.

Bonee noapobHy wuHdboOpMaumio 06 agMUHUCTPATUBHBLIX LWA6/MOHAX WM AENCTBMW MOJUTUK
MOX>XHO HaTU B ouUManbHOMN AOKyMeHTaumm Microsoft.

Ans nepexopa K cneaywleMy unu npeabiaylwieMy napaMmeTpy MCNonb3yWTe COOTBETCTBEHHO
kHonku Cneaytowmii napameTp v MNpeabiaywmii napameTp.

7.3. Kak npumeHuTb HacTpoiikn eToken PKI Client

Mocne TOro kak Bbl 3ajanv napaMeTpbl B peAakTope rpymnnoBbiX MOJUTUK, Heobxoammo, BO-
nepsbiX, OBHOBWUTb MNapaMeTpbl peecTpa Ha CepBepe, a BO-BTOPbIX, Ha BCEX KINEHTCKUX
KOMMblOTEpPaX, Ha KOTOpbIX ycTtaHoBneH eToken PKI Client. [JaHHas npoueaypa BKJKOYaeT B
cebs cnepyrowme warw.

1. Ha cepsepe oTkponTe Myck > BbINOAHUTb 1 B KOMaAHAHOW CTpoKe BBeauTe gpupdate.

2. HaxmuTte OK. lNocne BbINONHEHUS KOMaHAbl HA CepBepe BCTYNAT B CUY napameTphl,
yCTaHOB/IEHHbIE B pefaKTope rpynmnoBbiX NONTUK.

MoBTOpUTE Te Xe AeNCTBUS Ha BCEX KOMMbioTepax, rae ycraHosneH eToken PKI Client. Mpu
3TOM Ha KaXAoM KoMnbloTepe 6yAyT nosyvyeHbl NapamMeTpbl C cepBepa.

© 2010, Aladdin

Ctp. 33 3 61



01.07.2010 [eToken PKI Client 5.1 SP1. PykoBoACTBO aAMUHUCTPaTopa]

8. MapameTpbl N HACTPOINKMN

MoMnMo Tex napaMeTpoB, KoTopble ycTaHoBneHbl B eToken PKI Client, ecTb Takxe napameTpbl
obbekTa rpynnoBoi MOMUTUKKN, KOTOPbIE MO YCMOTPEHUIO agMUHUCTPATOpa MOryT 6biTb 3a4aHbl
Kak 6onee npuoputeTHble. bonbwen 4yactbio napameTpbl eToken PKI Client xpaHatcs B
peecTpe. Nx onncaHuo Kak pa3 NocBsLWeEH AaHHbIN pa3gen.

KpaTkoe coaepkaHue:

e (O6wue ceeaeHns 0 NnapameTpax

e lepapxusa napameTpoB

e HacTpovika napaMeTpoB peecTpa Bpy4Hyto
e Tabnuubl NnapaMeTpoB

8.1. O6wme cBegeHUS 0 NapameTpax

KoHdurypaumns eToken PKI Client n cBs3aHHble C Hel napaMeTpbl peecTpa onpenenstoT ero
nHTEpdenc m o06paboTky pasINYHbIX COObITUNA. 3apaTb 3HayeHMe MnapaMeTpoB MOXHO
HEeCKO/IbKMMK crocobamu, oAHaKo OHM paboTalT He ans BCex napamMeTpoB, M Takue
WCKIIOYEHMS] YKa3aHbl B TEKCTE ONUCAHUSA ANS KaX40ro M3 Takmx napaMeTpoB.

WTak, 3HauyeHMs NapaMeTpoB yCTaHaBIMBaTCS !

e B npouecce yCTaHOBKM U3 KOMaHAHOW CTPOKM (HO HEe Npu BOCCTAHOBJ/IEHUM MPUNIOXEHMUSA). DTa
BO3MOXHOCTb yXe 06Cyxaanacb paHee B rnase [lapaMeTpbl, onpeaensemble TOAbKO B npoLuecce
ycTaHoBku. Mpun 3TOM B KOMaHAHOM CTPOKe yKa3blBaeTCcs Ha3BaHWe CBONCTBA, HO He nMs
napameTtpa.

e B ytnunurte eToken Properties. 30ecb He HY>XXHO 3HaTb MMEHM CBOMCTBA WM MapaMeTpoB
peecTtpa. bonee nogpobHo 0 TOM, Kak paboTaTb C 3TOM YTUINTON, UMTANTE B PYKOBOACTBE
nosb3oBaTens.

MpuMmeuyaHue:

3HauveHus, 3ajaHHble B nNpunoxeHun eToken Properties, coxpaHATCA MHANMBUAYANBHO A5 KaX40ro
nonb3osatena (HKEY_CURRENT_USER), a He ans Bcex nonb3oBaTenen komnbtotepa (HKEY_LOCAL_MACHINE).

e B agMuHucTtpatmBHoM wabnoHe eToken PKI Client Settings. [Jo6asneHune wabnoHa m
HacTpoWKa napaMeTpoB C ero NoMOLLblo onncaHbl 60o5ee nogpobHo B rnaee Kak no6aBuTb
aAMUHUCTpaTUBHbIN WwabnoH eToken PKI Client Settings Ha cepeepHon nnatdopme Windows (ans
Windows Server 2003/2008/2008 R2) u Kak no6aBuTb aAMWUHUCTPATMBHbIN WabnoH eToken PKI
Client Settings B Windows XP (ans Windows XP).

e Hacrtpoiika napamMeTpoB peecTpa Bpy4Hyr. [ogpobHee 0 napameTpax peecTtpa Yntante B
rnaese HacTpoika napaMeTpoB peecTpa BPYYHYI. B 3ToM cnyyae TpebyeTcsa ToNbKO UMS
napaMeTpa, HO He NMS U3MEHSIEMOI0O CBOWCTBA.

8.2. Vepapxua napameTpoB

Jliobon napameTp peecTpa MoxeT 6bITb NMpeacTaBfieH B 4eTblpex pasgenax peectpa. Ecnm
3a4aTb TaKOW NapaMeTp B pasfesie, KOTopblii TpebyeT agMMHNUCTPATUBHbBIX MOJTHOMOYUIA, TO €ro
OH byaeT uMeTb NpPenMyLLLECTBEHHOE 3HaYeHue.

Takum o06pasoM, ANsS NPUIOXKEHUA 6ydeT MMeTb CWy TOT MapaMeTp, KOTOpblii HaxoauTcs B
nepapxuu pasnenoB peecTpa Bbille.

e HKEY_LOCAL_MACHINE\Software\Policies\Aladdin\eToken\MIDDLEWARE (TpebytoTcs NoJHOMO4MS

aAMUHUCTpaTopa).

e HKEY_CURRENT_USER\Software\Policies\Aladdin\\eToken\MIDDLEWARE (TpebytoTcsi mnonHomouus
aaMUHMCTpaTopa).

e HKEY_CURRENT_USER\Software\Aladdin\eToken\MIDDLEWARE (nonHoMo4ns agMMHUCTpaTopa He
TpebytoTcs).

e HKEY_LOCAL_MACHINE\Software\Aladdin\eToken\MIDDLEWARE (nonHoMo4na aaMmHUCTpaTopa
He TpebytoTcs).
e CraHpapTHoe 3Ha4deHune eToken PKI Client.

8.3. HacTpoiika napameTpOB peecTpa Bpy4HYHO

YT1o6bl HacTponTb NnapameTpbl eToken PKI Client B peecTpe, BbINO/HUTE Cneaylowme 4encTBums
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1. OtkpounTe MyckK > BbINO/IHUTD.
2. B none OTkpbITb BBeauTe regedit n Haxmute OK.

Ha skpaHe OTKpOeTCs peaakTop peecTpa, W B JIEBOM 4acTu OKHa Bbl YBUAMTE APEBOBUAHYIO
CTPYKTYPY pa3aenoB peecTpa.

3. PackpoliTe TpebyeMmblii pa3aen 1 Boibepute B HEM TOT NapaMeTp, A/ KOTOPOro Bbl XOTUTE
N3MEHWUTb 3HaYeHne. 3HaYeHnss NapamMeTpoB OTo6paxatoTcs B MPaBOl YacTW OKHa.

4. YTobbl 3a4aTb 3HaUEHWE NapaMeTpa B peecTpe, UCMOJb3yiTe UMSA 3TOr0 NapaMeTpa, a He CBOMCTBO
NpUIOXeHMUS.

8.4. OnucaHne nNnapameTpoB peecTpa

O ToM, Kak pepakTupoBaTb nNapameTpbl eToken PKI Client B peectpe, 6b1210 CKa3aHo Bbilwe. A B
aTOM rnase 6yayT nepedncsnieHbl BCe MapaMeTpbl C WX OMNUCAHMSMWU U BO3MOXHbIMMU
3HaAYEHUSAMMN.

Bce npeacraBnieHHble Aanee napaMeTpbl MOXHO 3a4aBaTbh npu yctaHoBke eToken PKI Client us
KOMaHAHOW CTPOKMU. DTN NapaMeTpbl XPaHATCA B pa3jene
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\eToken\MIDDLEWARE.

8.4.1 Paszpen GENERAL
Bce nepeuncneHHole ganee napaMeTpbl COXpaHATCA B peecTpe B pa3gene GENERAL.

3MYJ'IF|L|,VI$| NOAKMNHYEHHOIO BUPTYaJZiIbHOIoO CHUTbIBATENA

CBOMCTBO He yka3biBaeTcs nNpu yCTaHOBKE U3 KOMaHAHOM CTPOKM

MapameTp
peecTtpa

EmulateConnectedVR

MocneaHnin noakntoueHHbl eToken Virtual Ha aucke oTobpaxaeTtcs
OnucaHue KakK cMapT-kapTa, noAktyeHHas K cuutbiBaTtento «AKS VR 0»;
[aHHbIn napameTp npucyTtcTByeT Tonbko B Windows XP

1  (WctnHa) - nocneaHwit noaka4YeHHbIn  eToken  Virtual
3HaueHue oTobpaxaeTcsa Kak cMapT-KapTa,
DWORD 0 (Nloxb) - nocneaHui nopknoveHHbin eToken Virtual HE

oTo6paXkaeTcs Kak cMapT-KapTa

3HauyeHue no
YMON4YaHUIO

0

NMpumeuaHue

Ecnun eToken Virtual HaxoanTcs He Ha ANCKE, @ Ha BHELWIHEM HocUTesNe, OH OoTobpaXkaeTcs Kak cCMapT-KapTa
HEe3aBUCMMO OT 3Ha4YeHUs AaHHOro napaMeTpa.

KBIJJVIPOBaHVIe 3aKpbITbIX AAaHHbIX

CBOMCTBO He yka3biBaeTcs nNpu yCTaHOBKE U3 KOMaHAHOM CTPOKM

MapameTp peecTtpa EnablePrvCache
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OnucaHue

3HaueHne DWORD

3HauyeHue
YMOJIHAHUIO

Kak yctaHOBUTb

[eToken PKI Client 5.1 SP1. PykoBoAcTBO agMUHUCTpaTopa]

Mcnonb3oBaHue K3la 408 XPaHEeHUA [aHHbIX B TeyeHue
ceaHca. Ecnu 3TOT napaMeTp MMeeT 3HadeHune «McTuHa», To
JaHHble K3wupytoTcsa. Mpu 3TOM AO/HKHO Y/OBNETBOPSATLCS
OAHO U3 CleayoLWmnX YCIoBUIA:

e [pn nHumumanusaumnm eToken B ero napameTpax AO/HKHA 6bITb
yCTaHOB/IEHA BO3MOXHOCTb K3LWMPOBAHUSA 3aKPbITbIX AaHHbIX.
e [lapameTp PrivatedataCaching He gomxeH nMeTb 3HaueHus «0».

1 (MctnHa) — 3aKkpbiTble JaHHbIE K3WUPYTCA

0 (JToxb) — 3aKkpbITble faHHble HE KawupytoTcs.

1 (UctnHa)

B ytunute eToken Properties

OpHOKpaTHbIM 3anpoc Napons AN A4oCcTyna K pyHKuusaM ytunutel eToken Properties

CBOMCTBO

MapameTp peectpa

OnucaHue

3HaueHune DWORD

3HauyeHue no
YMOJIHAHUIO

Kak yctaHOBUTb

PROP_SINGLE_LOGON

SingleLogon

[JaHHbIi MapaMeTp yKasblBaeT Ha HeobxoammocTb (unm
OTCYyTCTBME HeobxoaMMOCTM) MOBTOPHOW aBTopu3auMM C
naposieM nonb3oBaTens B paMKax OAHOro ceaHca paboTbl C
ytunuton eToken Properties, ecnu 310 Tpebyetrca ans
A0CTyNna K COOTBETCTBYIOWMM DYHKLMAM NporpamMMmel.

1 (WctuHa) - pnsa poctyna K (QyHKUMAM paclUMPEHHOro
pexuMma eToken Properties [OCTaTOYHO OAHOKpPATHOWM
aBTOpU3aLMN.

0 (Jloxb) - 3anpoc Ha BBOA Napofas nonb3oBaTens
nosBNsSeTCsS  KaxAblh pa3 npuM  MNOMbITKE  OTKPbITb
pacLMpeHHbI pexnm yTunutbl eToken Properties.

0 (Jloxb)

[aHHbIi NapaMeTp MOXHO YCTaHOBWUTb KakK MpW yCTaHOBKE B
pexume KOMaHAHOW CTpOKW, Tak M B yTunute eToken
Properties.

Ecnn 3HaueHue napameTtpa SingleLogonTimeout 6onbwe «0», To napameTrp SingleLogon
aBTOMaTUYEeCKU NPUHUMAET 3HaYeHne «1»,

ANnnTenbHOCTb CeaHca
CBOMACTBO

MapameTp peectpa

OnucaHue

3HaueHne DWORD

PROP_SINGLELOGONTO

SingleLogonTimeout

[aHHbIA napameTp onpefensieT AJUTENbHOCTb CeaHca B
CeKyHAax, TO eCTb TO BpeMsi, B Te4yeHue KOTOporo Ans
[OoCTyna K (YHKUMSAM paclumpeHHoro pexuma eToken PKI
Client 3anpoc Ha BBOA napons nonb3oBaTens eToken
BbIBOAMTLCS He byaeT.
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3Ha4yeHue no yMoJsi4yaHuio 0 (orpaHuyeHne No BpeMeHW OTCYTCTBYET)

Kak ycTaHOBUTb TonbKO NpU yCTaHOBKE U3 KOMaHAHOW CTPOKMU.

KonnyecTtso nporpaMMHbIX C/IOTOB

CBOWCTBO PROP_SOFTWARESLOTS

MapameTp peecrtpa SoftwareSlots

Konuuectso nporpaMMHbIX CJIOTOB (,EI,J'Iﬂ NoAKNHYEHUSA

I eTokeb Virtual).

3HaueHne DWORD 0-10

0 = noaknwyeHne eToken  Virtual HEBO3MOXHO,
MCMNOMb3YOTCA TOMbKO annapaTHble KAK4YM U CMapT-KapTbl
eToken.

3HayeHue rno yMoJsi4yaHuIo 2

JaHHbI NnapaMeTp MOXHO YCTaHOBUTb Kak MNpu yCTaHOBKE B
Kak yctaHOBUTb pexuMe KOMaHAHOW CTpOKW, Tak WM B yTuamte eToken
Properties.

3akpbITne ceaHca ans paboTtbl ¢ BHewHuM MO

CBOWCTBO YCTaHoBKa B peXXMMe KOMaHAHOW CTPOKM He npeaycMoTpeHa

MapameTp peecTpa TolerantFinalize

[aHHbI napamMeTp onpeaensieT BO3MOXHOCTb Bbi30Ba (OYHKLMK
OnucaHue C_Finalize wun3 6ubnuotekn DlIMain. [daHHOe CBOWCTBO
onpenensieTcs oTAeNbHO AN KaXAoro npolecca.

3HauyeHne DWORD 1 (UctuHa) - 3akpbiTMe ceaHca paboTbl ¢ eToken CO CTOPOHbI
BHewHero MO BbINOMHAETCS MOCPEACTBOM Bbl30Ba KOMaHAbl
C_Finalize.

0 (Nloxb) — ceaHc pabotbl Mexay eToken m BHewHum O
MO>HO 3aKpbITb TO/IbKO MyTeM OTKItoYeHUs eToken.

3Ha4yeHue No YMOJIHAHUIO 0 (Noxb)

NMpumeyaHue:

MapameTp TolerantFinalize pekomeHayeTcs ncnonb3oBaTb TobKO nMpu paboTe ¢ MO Novell Modular
Authentication Service (NMAS).

Mounck ob6bekToB B eToken

CBOMCTBO YcTaHOBKa B peXuUMe KOMaHAHOM CTPOKW He npeaycMoTpeHa

MapameTp peecTtpa TolerantFindObjects

Ecnu 3TOT napameTp wnMeeT 3HadveHue <«WctuHa», TO npwu
OnucaHune ownboyHoM wabnoHe dyHkuma C_Find Bo3BpaliaeT nycroun
CMNCOK 06BEKTOB BMECTO OLUIMOKM.

3HaueHne DWORD 1 (MctuHa) - dyHkums C_Find Bo3BpawaeT nNyCcToh CrMCOK
BMECTO OWmnbKM, ecnun WwabnoH nomcka 3ajaH HEBEPHO.

0 (Jloxb) - dyHkums C_Find Bo3Bpawaet ownbky, ecim B
wabnoHe noucka coaepxutcst owmbka.

3HauyeHue No YMOJIHAHUIO 0 (Jloxb)
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ATpubyTbl cepTudunkatos X509

CBOWCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKW He npeaycMoTpeHa

MapameTp peecTpa TolerantX509Attributes

[JaHHbIl napameTp onpegenseTr AONYCTUMOCTb pPas/inymin
mexay atpubytamm CKA_SERIAL_NUMBER (cepuitHbin
HoMmep cepTudukaTa) n CKA_SUBIECT (tema) n TemMm xe
aTpubytamu BHyTpM aTpubyTta CKA_VALUE.

OnucaHue

3HaueHne DWORD 1 (UctnHa) — aTpubyThl MOTYT He coBnagaThb.

0 (Jloxxb) — aTpnbyTbl AONXKHbI COBNaaaTh.

3HauyeHMe No YMOJIHaHUIO 1 (UctnHa)

MpuMmeuyaHue:

[Ons ncnonb3oBaHusa ceptudukaToB dbopmaTta X.509 B koagnpoBke, oT/indHOM oT DER, napameTp
TolerantX509Attributes fomkeH nMeTb 3HaveHne «UCTUHa».

B HekoTopbix 6onee paHHux Bepcusax eToken PKI Client napameTtp TolerantX509Attributes no ymonuanumio nmen
3HayeHune 0 (Jloxb).

OTkntoyeHune eToken Virtual npu 3aBepluieHun ceaHca

CBOMCTBO EtvLogoffUnplug

Ecnu 3TOT napaMeTp uMeeT 3HayeHue <«WcTuHa», TO NpU 3aKpbITUK

OnucaHune - -
ceaHca paboTtbl B Windows npouncxoaut otkntodeHmne eToken Virtual.

3HayeHne DWORD 1 (WctnHa) - npu 3akpbitum ceaHca Windows aBToMaTUUeCKu
npomncxoanT oTkaoyeHne eToken Virtual.

0 (Jloxb) - npu 3akpbiTum ceaHca Windows oTknoueHne eToken
Virtual He nponcxoauT.

3HayeHue no yMoJIHaHUIo HeTt

3awmuTa CUMMETPUYHbBIX KITo4Yeln

CBOMCTBO SensitiveSecret

Ecnu 3TOoT napameTp uMeeT 3HadeHue <«MWCTuMHa», To
OnucaHue CMMMETpPUYHbIE K/HOUM 3KCMOPTUPOBAThL HeNb3sl, AaXe ecnu
3TU KJIOUYM HE UMEKT aTpubyTa 3aKpbITOro Kiuva.

3HaueHne DWORD 1 (WctnHa) - CUMMMETPUYHbIE KJIHOYM  3KCNOPTUPOBaTb
Henb3s.

0 (JToxXb) — CUMMETPUYHbIE KTHOUN MOXHO 3KCMOPTUPOBaTH.

3Ha4yeHue no yMoJsi4yaHuio 0 (Jloxb)

8.4.2 Pa3pgen SyncPin
Cnepylowmnn napamMeTp XpaHUTCA B peecTpe B pa3saene SyncPin.

CWHXpOHM3auusa naposs nosnb3oaTtesnsi eToken ¢ LOMEHHbLIM NaposieM

CBOMCTBO YCcTaHOBKa B peXnMe KOMaHAHOW CTPOKM He npeaycMoTpeHa

MapameTp peectpa Domain

OnucaHue Ecnu >TO0T napameTp wuMeeT 3HadyeHne <«WcTuMHa», TO nNaponb
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nonb3osartensa eToken CMHXPOHU3UPYETCA C NMaposieM Ans A0CTyna B
JOMEH.

CTpokoBOe 3Ha4YeHue Uma pomeHa (6e3 cyddukca), C KOTOPbIM  BbINOJHAETCH
CUHXPOHM3auUuns.

Ecnn 3HauyeHune napaMeTpa He YyCTaHOBJ/1IEHO, TO CUMHXPOHWU3aAUUNA He
BbIMONTHAETCA.

CHEUTUT W R GY, DETI T OTCcyTCTBYET.

8.4.3 Paszpgen Init
Bce nepeuncneHHble ganee napaMeTpbl COXPaHATCA B peecTpe B pasgene Init.

Mopaepxka anroputMa HMAC-SHA1 anga BbipaboTkM 0A4HOPa30BbIX Naposnen

CBOMCTBO YCcTaHOBKa B peXuUMe KOMaHAHOW CTPOKM He npeaycMoTpeHa

I LT HMAC-SHA1
peectpa

OTobpaxeHune onumnm TMopnepxka OTP B napameTpax

OnucaHue
MHUUManusaunn.

3HaueHue 1 (UctnHa) - BbipaboTka 04HOPA30BbIX MApPOSIEN C MOAAEPXKKOM
DWORD HMAC-SHA1 Bkto4veHa.

0 (Jloxb) - BblpaboTka OAHOPA30BbIX MAPONEN C MOAAEPIKKOWN
HMAC-SHA1 oTkntodveHa.

3Ha4yeHue no 1 (WctnHa) - npu uHuumanusaumm eToken NG-OTP (Java),
YMOJIHAHUIO eToken Java/OTP u 1.n noaaepxka HMAC-SHA1 Bkto4yeHa.

0 (Jloxb) - BCe npouve Modenn wHUUManusupyroTcs 6es
nogaepxkn anropmntma HMAC-SHAL.

Kak yctaHOBUTb B ytunute eToken Properties.

Monnepxxka 6onee paHHUX BEPCUIA ONEPALIMOHHBIX CUCTEM

CBOMCTBO YcTaHOBKa B peXnMe KOMaHAHOW CTPOKM He npeaycMoTpeHa

MapameTp

peecTtpa Legacy-Format-Version

OnucaHue CoBMecTUMOCTb ¢ 6onee paHHumMu Bepcusimm OC.

3HauyeHue 0 - npy wHuMumanusaumm obecneumBaetca  obpaTHas
DWORD COBMECTMMOCTb C paHHUMK Bepcmnsammn CardOS.

4 - npu uHMumanusaumm obpaTHas CcOBMeCcTUMOCTb C 6onee
paHHMMK Bepcuamu OC He obecneumBaeTcs.

5 - Bce creHepupoBaHHble MO anroputmy RSA kawouun
coxpaHsaTca B oTaenbHbix nankax (CardOS 4.2 FIPS w Java
Card).

3Ha4yeHue no 4
YMOJIHAHUIO

Kak yctaHOBUTb B ytunute eToken Properties.
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KawmnpoBaHme 3aKpbITbIX AaHHbIX

CBOWCTBO YcTaHOoBKa B peXXMMe KOMaHAHOM CTPOKM He npeaycMoTpeHa

MapameTtp

peecTtpa PrivateDataCaching

[elictBue paHHOro napaMeTpa 3aBUCUT OT  3Ha4yeHwus
OnucaHue napametpa EnablePrvCache wn ycrtaHaBnnMBaeT BO3MOXHOCTb
K3LWMPOBAHUS 3aKPbITbIX AaHHbIX.

3HauyeHue 0 - 3aKkpbITble AaHHbIE HE K3LWMPYIOTCS.

DWORD

1 - 3aKkpbiTble AaHHble K3WMPYKTCS TONbKO C TOr0O MOMEHTa,
KaK nosib3oBaTeNlb aBTOPU3yeTCs CO CBOMM naposiem eToken um
[0 TOro MOMeHTa, NoKa OH He OTKUUT cBoi eToken.

2 - 3aKkpbITble AaHHbIE KILWWPYIOTCA N COXPaHSAOTCS.

3HauyeHue
YMONYaHUIO

2

Kak yctaHOBUTb B ytunute eToken Properties.

O6beM cBO60OAHOIO NPOCTPAHCTBA A9 XpaHeHus kiodein RSA

CBOMCTBO YcTaHOBKa B peXuMe KOMaHAHOM CTPOKW He npeaycMoTpeHa

MapameTp
peecTtpa

RSA-Area-Size

Ob6beM namsATM B 6alTax, 3ape3epBMPOBAHHbLIN AN XpaHEHUS
OnucaHue knoyen RSA. [laHHbIA mapaMeTp MpUMEHSETCS Ans yCTPOMUCTB
eToken noa ynpaeneHnem CardOS.

3HauyeHue _
DWORD >=0

0 = co3apaBaTtb KNtOUYM RSA Henb3s.

3HauyeHue B 3aBucumocTtn ot moaenun eToken:
YMOJTHaHUIO

B eToken ¢ namsateto 16K6 6yaer BblgeneH obbewM,
OOCTaTOYHbIA ANS XpaHeHUs Tpex kntoden RSA.

D &=  cToken C namaTblo  32K6 6ynet BblgeneH ob6beMm,

[OCTaTOYHbIA ANS XpaHeHus NaTu knden RSA.

B eToken c 6onbwmm ob6beMoOM namMsATM O6yaeT BblAeNeHo
MPOCTPAHCTBO, AOCTAaTOYHOE AJ11 XpaHEHUS ceMU ktoyen RSA.

NMpumeyaHue:

MapameTp RSA-Area-Size He nMeeT HMKaAKOW cusibl, ecnu napameTp Legacy-Format-Version nmeet 3HaueHune 5.
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[JlononHuTenbHas 3awuta CUMMETPUYHbIX Ktoyen RSA

CBOWCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKW He nMpeayCcMoTpeHa

MapameTp peecTpa RSASecondaryAuthenticationMode

OnucaHue MeToa co3aanusa knodein RSA.

3HayeHne DWORD 0 - ETCK_2NDAUTH_PROMPT_NEVER: Hwukakue HoBble
CreHepupoBaHHbIe KtouM RSA He 3awmuleHbl Naponem.

1 - ETCK_2NDAUTH_PROMPT_CONDITIONAL: Ecnu BHeWHMUM
npunoxexHunem anga napametrpa CKA_ALWAYS_AUTHENTICATE
yCT@HOBMEHO 3HayeHune «WcTuHa», TO Npu CO3[4aHMK Kio4a
6yneT npeanoxeHo 3agatb Naposb.

2 - ETCK_2NDAUTH_PROMPT_ALWAYS: lpu co3gaHun Kro4a
rnosIBNSIETCA 3anpocC Ha BBOA Mapons.

3 - ETCK_2NDAUTH_MANDATORY: Bce kntounm RSA [omxKHbI
6bITb 3alMLLEHBI NApPOSEM.

3HaueHue no ymonyaHuo [

Kak yctaHOBUTb B ytunute eToken Properties.

Co3zpaHue kntoden RSA anvHon 2048 6ut

CBOWCTBO ‘ YcTaHOBKa B pexuMe KOMaHAHOW CTPOKW He npeayCcMoTpeHa

MapameTp peectpa ‘ RSA-2048

OnucaHue Bo3MoXHOCTb co3pgaHusa katoden RSA anmHon 2048 6ant

3HayeHne DWORD 1 (UctnHa) - nyHkT MNMopaepxka knodverr RSA anvHon 2048
61T OTMeyeH.

0 (Jloxxb) — nyHKT Moapepxka kntoven RSA anuHon 2048 6ut
HE OTMeYeH.

0 (Jloxb) — nyHKT Mogaepxxka kntodern RSA anmHon 2048 6ut
3Ha4yeHue No YMOJTHaHUIO He OTMEYeH, TO eCTb co3paBaTtb Ka4n RSA pasmepom 2048
61T Ha MHUUMann3npoBaHHoOM eToken 6yaeT HEBO3MOXHO.

Kak yctaHOBUTb B ytunute eToken Properties.

8.4.4 Pa3pen peectpa InitApp

Bce nepeuncneHHole ganee napaMeTpbl COXPaHATCA B peecTpe B pasgene InitApp.

[locTyn K HacTpolikaM pacluMpPeHHOro pexmMa

CBOWCTBO PROP_ADVANCED_VIEW

MapameTp peecTtpa AdvancedView

OnucaHune OTobpaxeHne kHonku «MoapobHbIN BUA» (3HAYOK CO «3BE3401>»)

RELERCUTIR L fo] 0 R 1 (MicTuHA) - KHOMKa oTo6paxaeTcs.

0 (JJoxb) — KHOMKa He oTobpaxaeTcs.

3Ha4yeHue no yMoJsi4yaHuio 1 (MctnHa) - kHonka oTobpaxaeTcs.

Kak yctaHOBUTb TONbKO M3 KOMAHAHOW CTPOKM.
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3Ha4yok B obnactu ysegomneHui

CBOWCTBO YcTaHoBKa B peXXMMe KOMaHAHOW CTPOKM He npeaycMoTpeHa

MapameTp peecTpa ShowInTray

OTobpaxeHne 3Hauka B 06s1acT yBeAOMIEHUI BMECTe C 3arpys3kon
OnucaHue p . yBea Py
eToken PKI Client.

RELERCLUTR L Lo N 1 (McTVHa) — 3HayoK OToGpaXxaeTcs.

0 (Noxb) — 3Ha4YOK He oTobparkaeTcs.

3HauyeHue No YMOJIHaHUIO 1 (WctnHa) - 3Hayok oTobparkaeTtcs.

8.4.5 Paspgen peectpa CAPI
Bce nepeuncneHHole ganee napaMeTpbl COXpaHATCA B peecTpe B pasgene CAPI.

MoBTOpHas aBTOpU3aLMSA

CBOMCTBO YcTaHOBKa B peXuUMe KOMaHAHON CTPOKM He npeaycMoTpeHa

MapameTp peecTtpa LogoutMode

BbiBO4 3anpoca Ha BBOA Maponia nosfib3oBaTtens eToken Ans KaxaoMn

OnucaHune
ornepaunn, Kotopas TpebyeT aBTopusaumu.

3Hauenne DWORD 1 (WctnHa) - noBTOpHasa aBTopu3aums obasatensHa.
0 (Jloxb) - 3anpoC Ha aBTOPM3auUMIO MOSb30BaTENs He
nosisnsieTcs.

3HauyeHMe No YMOJIHaHUIO ‘ 0 (Jloxb)

NMopaua 3asBOK Ha BbiNyCK cepTUdhUKATOB OT UMEHU APYroro nosib3oBaTtens

B eToken PKI Client npeaycMoTpeHbl ABa napaMeTpa, KOTopbie ONpeaensitoT BO3MOXHOCTb
BblAauM ceptudukaTta ANS Apyroro nonb3oBaTens: 370 napametpbl NoDefaultKeyContainer u
DefEnrollType.

Ona nopaum 3asaBKM Ha Bblaady cepTudukata OT MMEHU Apyroro nonb3oBaTens 6yayt
NCcnonb30BaTbCA ABa YCTpoKncTBa eToken:

e eToken areHrta: eToken, Ha KOTOPOM XpaHUTCS cepTUdMKAT areHTa nojaym 3asBoK.
e eToken nonb3BarTens: eToken, Ha KOTOPOM COXpaHSETCS 3anpoLUEHHbIN cepTuduKar.

Takum obpaszom, napameTtp NoDefaultKeyContainer onpegensietr camy BO3MOXHOCTb NMoAayn 3asiBOK OT
WMEHW ApYroro nosb3oBaTtens, B TO BpeMs kak napameTtp DefEnrollType yctaHaBnmMBaeT orpaHudeHune
Ha Hanmuune apyrux ceptudukaTos Ha eToken areHTa.

B 3aBMCMMOCTU OT COYETaHMs 3Ha4YeHUN 3TUX ABYX napameTpos 6yayT BO3MOXHblI OMMCaHHbIE Aanee
TUnoBblE CUEHAPUN.

3anpoc Ha Bblgauyy cepTudUKaToB ANs APYyroro nosb3oBaTens

CBOWCTBO ‘ PROP_EXPLORER_DEFENROLL

MapameTp peecrtpa NoDefaultKeyContainer (B 6onee paHHux Bepcusx — DefEnrollType)

Mo3BonsieT Ucnonb3oBaTb OTAENBHO ABa eToken:

1) eToken c cepTudukaToM areHTa rnogaym 3asBoK;

OnucaHue

2) eToken nonb3oBaTens, rae 6yneTr coxpaHeH 3anpawmBaeMbIi
ceptudukar.
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1 (WcTnHa) — BO3MOXHOCTb BbllycKa cepTudukata Ha apyron eToken
HE ponyckaeTcs.

0 (JToxxb) — BO3MOXHOCTb BblNycka cepTudunkaTa Ha gpyron eToken
AonyckaeTcs.

3HaueHne DWORD

3HauyeHue Mo yMon4YaHuio 1 (WctnHa) - B Internet Explorer.

0 (JToxxb) — B oCTaNnbHbIX C/y4yasix.

Kak ycTaHOBUTb TonNbKO U3 KOMaHAHOI CTPOKM.

Hanuuune apyrux ceptudurkatos Ha eToken areHTa

MapameTp peectpa DefEnrollType

JaHHbIN napamMeTp YyKa3blBA€T Ha BO3MOXHOCTb HalM4yuna Ha eToken

OnucaHue
areHTa Apyrux ceptudukaToB.

3HayeHne DWORD 1 (MctnHa) - ponyckaeTcs BO3MOXHOCTb BbiNycka cepTUdUKaToB AN
Apyroro  nonb3oBatens C  UcCNofb3oBaHMeM  ofaHoro  eToken,
cofepxawiero ceptudukaTt areHTa nofjayM 3as8BOK M Takxe apyrue
cepTndukaThbl.

0 - HE gonyckaeTcs BO3MOXHOCTb BbIMycka CeEpTUGHUKATOB ANt APYTroro
nosnb3oBaTteNss C wWchnonb3oBaHMeM opHoro eToken, copepXallero
cepTudUKaT areHTa nogaun 3asBOK U Takxe Apyrne ceptndunkaTsl.

3Ha4yeHue

yMONuaHMIo OTcyTcTBYET

Y1obbl NMoHMMaTb, kak paboTtatoT napameTpbl NoDefaultKeyContainer n DefEnrollType n kak
B/INAIOT APYr Ha Apyra ux 3HadeHus, NnpuBeaeM ABa TUMOBLIX CLieHapusa:

CueHapui 1: Ha eToken XpaHUTCS ToNbKO cepTudMKaT areHTa nogayu 3asiBOK, MNpu 3TOM
cepTuduKkaT BbiNycKaeTcs Ha apyron eToken. DTOT cueHapwuii BO3MOXEH MpU CreayloleM
coyetaHmn napametpoB NoDefaultKeyContainer n DefEnrollType.

NoDefaultKeyContainer ‘ DefEnrollType

0 1

0 0

CueHapui 2: Ha eToken xpaHuTcs cepTudwmkaT areHTa nojayn 3asisBOK W TakXxe Apyrue
ceptudukaTtbl (Hanpumep, ana AOCTyNa B CUCTEMY MO cMapT-kapTe). CepTudunkaT co3faeTcs Ha
apyrom eToken. Takoi cueHapwuii BO3MOXEH TOSIbKO MpWU CNeayloweM coYeTaHuu napamMeTpoB
NoDefaultKeyContainer u DefEnrollType.

NoDefaultKeyContainer DefEnrollType

© 2010, Aladdin Crp. 43 u3 61



01.07.2010 [eToken PKI Client 5.1 SP1. PykoBoAcTBO agMUHUCTpaTopa]

ONnTenbHOCTb N0Nb30BaTE/IbCKOro ceaHca

CBOWCTBO YcTaHoBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOoTpeHa.

MapameTp peectpa PasswordTimeout

[aHHbI napaMeTp YyKasblBaeT Ha AJIMTENIbHOCTb CeaHca C MOMEHTa

OnucaHue
BBOZa NapoJssa nonb3oBartens eToken.

3HaueHne DWORD >=0

0 = 6e3 orpaHnyeHumn

3HauyeHue
YMONYaHUIO

0 (Jloxb)

Maponb B koanposke ASCII

eToken PKI Client ucnonb3yer naponum B koaumpoBke ASCII, B TO BpeMs KaK HeKOTopble
NPUNOXEHNS, K YNCY KOTOPbIX OTHOCUTCS cnyxba aBTopmM3aumu Mo cMmapT-kapTaMm Microsoft,
MCNONb3YylT ApyrMe KoampoBku. CuMBOMbI, KOTOpble He BXxoasaT B Habop ASCII,
WHTEPNPETUPYIOTCA MpeacTtaBfieHbl BO BCEX KOAMPOBKAX MO-pasHOMYy. [ng KOppekTHOM
WHTepnpeTaunum Takux naponer HeobxoamMmo, 4UTOObl AaHHbIM NapaMeTp MMen WCTUHHOEe
3HauyeHWe, W Toraa Takue NaposM, KOTopble coAepXaT, Hanpumep, 6ykBy «C», 6yayT
WHTEPNPETUPOBATbLCS MPaBUIbHO.

CBOWCTBO ‘ YcTaHoBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peecrtpa AsciiPassword

MNopaepxka B napone eToken cMMBONOB, KOTOpble He BXOAST B Habop

OnucaHue ASCIL.

0 (JToxb) — noaaepXXmMBarTCA TONIbKO CMMBONbI U3 koamposkun ASCII.

3HauyeHne DWORD 1 (WcTnHa) - nogaepxmBarTCcs Ntobble CUMBOSbI.

3HayeHue no yMoJsi4yaHuio 0 (Jloxb)

8.4.6 Pa3pen peectpa CertStore
Bce nepeuncneHHble aanee napaMeTpbl COXPaHATCA B peecTpe B pasgene CertStore.

Bei6op eToken ana nmnopTta ceptudmkaTta

CBOWCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOoTpeHa.

MapameTp peecrtpa AddToTokenOnNewCertInStore

3HayeHMe LaHHOro napameTpa onpegensieT 4OCTYN K MYHKTY,
yKa3blBaloLleMy Ha HeobxoaMMOCTb MMMopTa cepTudukata He
TONBKO B XpaHunuuwe ceptudnukaTtoB, HO Takke U B
yKasaHHbIn eToken.

OnucaHue

3HauyeHune DWORD 1 (McTuHa) - NyHKT oTo6parkaeTcs.

0 (JToxxb) — NYHKT He oTobpakaeTcs.

3HauyeHue No YMOJIHaHUIO 1 (UctnHa)
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Cpok A0 yAaneHus ceptudukaTa s XpaHunuuia

CBOWCTBO YcTaHoBKa B pexuMe KOMaHAHOW CTPOKWU He MpeayCMOTpeHa.

MapameTp peectpa CertsToRemoveStorePeriod

OnucaHune [aHHblA nNapaMeTp onpeaensieT nepuos, B TeyeHMe KOTOporo
eToken PKI Client 6ygetr nbiTatbCa yaanuTb ceptudukaT C
eToken, ecnn 3710T eToken He O6bIn MOAKAOYEH HA MOMEHT
yAaneHus ceptudukata us xpaHunuua.

[JaHHbIl napameTp uMeeT CuUay TOMbKO B TOM Ciyyae, ecnu
napameTp RemoveFromTokenOnRemoveFromStore nMmeert
3Ha4yeHune 2.

3HaueHne DWORD >=0

3Ha4yeHue rno yMoJsi4aHuIo 7

NMpumeyaHue:

[aHHbI NnapaMeTp AeCTBYET Toraa, Koraa yaansemblii ceptudukaT 6bis1 SKCNOPTUPOBaH B XpaHUMLLE C
eToken.

2kcnoptT ceptudumkartos LC

CBOWCTBO PROP_PROPAGATECACER

MapameTp peectpa PropagateCACertificates

[aHHbli napameTp onpeaenser Heo6XoAMMOCTb 3KCMopTa

OnucaHue
BCeX cepTMdunKaToB B XpaHunuuwe gosepeHHoro LIC.

3HayeHne DWORD 1 (MctuHa) - sKkcrnopTupoBaTtb cepTUdUKaTbl B XpaHUuLLE
posepeHHoro LC.

0 (Jloxb) — HE akcnopTupoBaTb CepTUdUKaTbl B XpaHUInLe
posepeHHoro LC.

3Ha4yeHue no yMoJsi4yaHuio 1 (UctuHa)

JaHHbIl napamMeTp MOXHO YCTaHOBWUTb KakK MNpu YCTaHOBKE B
Kak yctaHOBUTb pexuMe KOMaHAHOW CTPpOKM, Tak M B yTunute eToken
Properties.

OKcnopT cepTMdMKaToB Nosb3oBaTens

CBOMCTBO PROP_PROPAGATEUSERCER

MapameTp peectpa PropagateUserCertificates
[aHHbllA napameTp onpeaensieT Heob6XoAMMOCTb 3KCMopTa

OnucaHue BCeX cepTUdUKATOB MNONb30BaTENS B MOJIb30BaTeIbCKOEe
XpaHunuuie.

3HaueHne DWORD 1 (WctnHa) - akcnopTupoBaTb cepTUdUKaTbl B XpaHUIMLLE
nonb3oBaTens.

0 (Jloxb) -3kcnopTupoBaTb cepTUdUKaTbl B XpaHunuwe
nonb3oBaTens.

3HauyeHue NOo YMOJIHaHUIO 1 (UctnHa)

[aHHblA NapaMeTp MOXHO YCTaHOBWUTb KakK Mpu YyCTAaHOBKE B
pexxuMMe KOMaHAHOW CTpOKM, Tak W B ytunute eToken

Kak yctaHOBUTb
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YaaneHuve ceptudukaTa nUs XpaHunuwa npu otTkaoveHnn eToken

CBOWCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peectpa RemoveFromStoreOnRemoveFromToken

[aHHbIi napaMeTp onpeaensetr Heo6X0AMMOCTb yAaneHus
OnucaHue cepTudukata n3 XpaHunuiia NnoJsib30BaTeNbCKUX
cepTudukaToB npu oTkaodeHnn eToken.

3HayeHune DWORD 1 (McTuHa) - yaansTb cepTudumkar.

0 (Jloxb) — He yaanaTb cepTudukar.

3HauyeHue

yMosn4yaHuio 1 (Mctuna)

Yaanexuve ceptudukaTa us namatv eToken npu yaaneHun us XxpaHunuuia

CBOWCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peectpa RemoveFromTokenOnRemoveFromStore

Mpn WCTUHHOM 3HA4YeHWM 3STOro napameTpa Monb30oBaTEND NpKU
OnucaHue yoaneHun ceptudukaTa n3 XpaHunuvwa npeanaraetcs TakXe yaanuTb
3TOT cepTudmkaT n3 namsatm eToken.

3HayeHne DWORD 0 (Hwkorpa) - 3anpoc Ha ypjdaneHuwe cepTuduKata HUKOrAa He
nosiBnsieTcs.

1 (Bcerpa) - 3anpoc Ha yaaneHue ceptudukarta nossnsercs.

2 — 3anpoc nosiB/sSIeTCS TOMbKO B TOM cnyyae, ecnum B eToken ecTb
ceptTudukaTthbl, AN KOTOPbIX €CTb WabfioHbl, yKasaHHble B napameTpe
RemoveFromTokenOnRemoveFromStoreTemplates.

3HayeHue rno yMoJsi4yaHuIo 0

YpaneHue ceptudukarta ns namatu eToken npu yaaneHum wabnoHa

CBOMCTBO YCcTaHOBKa B peXUMe KOMaHAHON CTPOKM He npeaycMoTpeHa.

MapameTp peectpa RemoveFromTokenOnRemoveFromStoreTemplates

Cnucok wabnoHoB, Mpu yAdaneHUM KOTOpbIX MNPOUCXOAUT yAaneHue
caMux ceptuduUKaToB M3 XpaHuauwa. IDTOT napaMeTp WUMeT Ccuniy
TOJIbKO B TOM cnydae, Koraa napameTp
RemoveFromTokenOnRemoveFromStore nmMeeT 3HayeHue 2.

OnucaHue

CtpokoBoe
3Ha4YeHue

MmeHa wabnoHoB

3Ha4yeHue no yMoJsi4yaHuio OTtcyTcTBYET

YpaneHue ceptudunkatoB nNpu oTkaoHeHnn eToken

CBOWCTBO YcTaHoOBKa B pexuMe KOMaHAHOW CTPOKW He NpeayCcMOTpeHa.

MapameTp peecTtpa RemoveUserCertsOnTokenRemove

Mpn WCTUHHOM 3HA4YeHWM 3STOro napameTpa OTkA4YeHMe eToken
NpUBOAMUT K yAaNeHUIo CepTU(MKATOB U3 IOKASIbHOMO XpaHunuLwa, ecnum
3TK cepTudumKaTbl 6bISIM 3KCMOPTMPOBaHbl ¢ eToken. [lelicTBME AAHHOIO
napameTpa pacrnpocTpaHsieTcs Ha Bce ycTponcTea eToken.

OnucaHue
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1 (MctMHa) - nonb3oBaTefnbCkue cepTudUKaTbl yAanawTcs U3
XpaHunuuia npu oTkaoyeHun eToken.

3HaueHne DWORD

0 (Jloxb) - nonb3oBaTtenbckne ceptudukatel HE yapansawTtca u3
XpaHunuwa npu oTkntoveHum eToken.

3HauyeHMe No YMOJIHAHUIO 1 (UctnHa)

CVHXpOHM3aUUa XpaHunua

CBOMCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKM He npeaycMOTpeHa.

MapameTp peectpa SynchronizeStore

OnucaHue CUHXpOHM3aUNs XpaHuUmLa.

1 (cTnHa) — CMHXpOHM3aumMs BbINOHSAETCS.
3HaueHne DWORD
0 (JToxxb) — cnHXpoHu3saumsa HE BbinonHseTcs.

3Ha4yeHue No YMOJIHAHUIO 1 (UctnHa)

8.4.7 Paspgen peecTtpa Monitor

B pasgene Monitor MMeeTcs TONbKO OAMH MapaMeTp, KOTOpbli onpeaenseT Heob6XoAMMOCTb
yBeaoMeHns nonb3oBaTens 06 UCTeUYeHUs cpoka AelCTBUS ero cepTudmkara.

YBeaomneHme 06 ncTeyeHnn cpoka AencTBma napons

CBOMCTBO YcTaHoOBKa B peXuMe KOMaHAHOM CTPOKWM He npeaycMoTpeHa.

MapameTp peecTtpa NotifyPasswordExpiration

Ecnn paHHBI  MapaMeTp UMMeeT WCTUHHOE 3HaudeHue, To nepes
OnucaHune WUCTEYEeHMEM CpoKa JAencTBus cepTudmkata B obnactm yBeAoOMIEHUN
6yneT NosaBNATLCA COOTBETCTBYHOLLEE NpeaynpexaeHue.

1 (UctnHa) - nokasbiBaThb NpeaynpexaeHue.
3HaueHne DWORD
0 (Jloxb) - HE noka3biBaTb npeaynpexaeHune

3HauyeHue No YMOJIHaHUIO 1 (UctnHa)

8.4.8 Pa3pen peectpa PQ

rlpeLI,CTaBJ'IeHHbIe AdHHbIE NMapaMeTPpbl OTHOCATCA K NMOJINTUKE KadecCTBa napone17| N XPaHATCA B
peecTpe B pasgene PQ.

O6bem 3anucen B UCTopumn

CBOMCTBO PROP_PQ_HISTORYSIZE

MapameTp peectpa pgHistorySize

3HayeHne [aHHOrO NapaMeTpa onpefenseT KOAWYECTBO paHee
OnucaHue MCMNOJIb30BaHHbIX Maposier, C KOTOPbIMW He AOJHKEH COBMajaTb HOBbIN
naponb eToken.

>=0
3HayeHne DWORD

10
3Ha4yeHue No YMOJIHaHUIO 10

[aHHbIi NapamMeTp MOXHO YCTaHOBWUTb Kak Mpu YCTaHOBKE B
peXxuMe KOMaHAHOM CTPOKM, Tak U B yTunuTe eToken Properties.

Kak yctaHOBUTb
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Mcrnonb3oBaHWe CMMBOJSIOB B HUXXHEM perncrpe

CBOWCTBO YcTaHoOBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peectpa pglLowerCase

BO3MOXHOCTb UCMOJIb30BAHNS CUMBOJSIOB HUXXHErO Perncrpa B 3HaYeHUM
napons.

OnucaHue

0 — CMMBOJIbI HUXXHErO perncTpa paspeLleHsl;

1 - CMMBOJIblI HUXHET rmctpa HE LIEHbI;
3HaueHne DWORD ¢ 0 €ro peruncrpa PaspeLleHbl;
2 - u1Cnonb30OBaHMe CUMBOJIOB  HUMXXHEro perucrpa sBnsieTca
ob6sa3aTeNnbHbIM.

3HayeHue no yMoJsi4aHuIo 0

Cpok AeicTBns napons

CBOWCTBO PROP_PQ_MAXAGE

MapameTp peecTtpa pgMaxAge

OnucaHune Cpok geincTeua napons B AHAX.

>=0
3HayeHne DWORD
0 = 6e3 orpaHuyeHui

3HayeHue no yMoJsi4yaHuio 0

[aHHbIA NapaMeTp MOXHO YCTAHOBUTb KakK MpW YCTaHOBKE B
pexunMe KOMaHAHOWM CTPOKM, Tak n B yTunute eToken Properties.

Kak yctaHOBUTb
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MakcuManbHoe KONM4ecTBo HOBTODEHMVI O4HOIo CMMBOJ1@ B 3HAYEHUN NaposAa

CBOWCTBO YcTaHoBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peectpa pgMaxRepeated

[aHHbIA napaMeTp onpeaensieT, CKOJIbKO pa3 oAWH M TOT Xe& CUMBOJI
MOXET MOBTOPSATbLCSA B 3HAYEHUM Napons.

OnucaHue

>=0
3HayeHne DWORD
0 = 6e3 orpaHuyeHui

3HayeHue rno yMoJsi4yaHuIo 3

OrpaHu4yeHune No 4yacToTe CMEeHbI naponeﬁ

CBOWCTBO PROP_PQ_MINAGE

MapameTp peectpa pgMinAge

[aHHbI NnapaMeTp onpeaensieT MMHUMalbHbIA CPOK (KOMYECTBO AHEN),

OnucaHue o
yepes KOTOpbIN MOXXHO CMEHUTb Naposib.

>=0
3HaueHne DWORD
0 = 6e3 orpaHnyeHumn

3Ha4yeHue No yMOJIHaHUIO 0

[aHHbIi MapaMeTp MOXHO YCTaHOBWUTb KakK MpW YCTaHOBKE B

Kak yctaHOBUTb . .
pexuMe KoOMaHAHOW CTPOKMU, Tak U B yTunute eToken Properties.

MuHuManbHaa anvHa napons

CBOMCTBO PROP_PQ_MINLEN

MapameTp peectpa pgMinLen

[aHHbIi napaMeTp YyCTaHaB/MBaEeT MWHUMAsibHOE OrpaHuU4YeHue no

OnucaHune
AnvHe napons (KOni-BO 3HAKOB).

3HaueHne DWORD >=4

3Ha4yeHuMe No yMOJIHaHUIO 6

[aHHbIi napaMeTp MOXHO YCTaHOBUTb KaK Mpu YCTaHOBKE B
peXunume KoMaHAHOM CTPOKM, Tak 1 B yTunute eToken Properties.

Kak yctaHOBUTb
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Mcrnonb3oBaHMe CMMBOJIOB pa3HbIX TUMOB B 3HAYEHUW Napons

CBOWCTBO PROP_PQ_MIXCHARS

MapameTp peectpa pgMixChars

[aHHbIi napaMeTp onpeaenser Heob6XoAMMOCTb WCMOMb30BaHUA B
OonucaHue 3HaYeHUM Naposs 3arfaBHbIX WM MPOMUCHbIX 6YKB, UMDp WU
CMeLCcMMBOJIOB.

1 (WcTnHa) — B 3HA4YeHUM Naponst AOHKHbI UCMOJSIb30BATbLCA CUMBOJIbI

pasHbIX TUNOB.
3HaueHne DWORD
0 (Jloxxb) — OorpaHM4yeHue Ha UCNOoNb30BaHMEe CUMBOJIOB pPa3HbIX TUMOB

OTCYTCTBYET.

3Ha4yeHue No yMOJIHaHUIO 1

JaHHbIl napamMeTp MOXHO YCTaHOBWUTb KaK MNpn YyCTaHOBKE B

Kak yctaHOBUTb . .
pexuMe KoOMaHAHOW CTPOKMU, Tak U B yTunute eToken Properties.

MNpaBa Ha peaakTUPOBAHWE MOMUTUKK Maposiei

CBOWCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKM He MpeayCcMOoTpeHa.

MapameTp peecrtpa pgModifiable

[aHHbIA  napaMeTp onpeaensieT  BO3MOXHOCTb  peAaKTUpOBaHMS

OnucaHune -
nonnTukn naponen (cMm. pgOwner).

1 (MctuHa) - nonutuka naposieil MOXET U3MEHATbCA  TObKO
3HauyeHne DWORD «Bnajenbuem>.
0 (Jloxb) — «Bnageneu» He MOXeT MEHATb NOJIUTUKY NapoNeN.

1 - ansa yctponcts eToken, NpuMHagiexawmx agMMHUCTPaTopy.
3HaueHue Nno ymMonyaHuio .
0 - ansa yctponcTte eToken, NnpvHaanexalinx nosb3osaTento.

Mcnonb3oBaHue uMdp B 3HAaYEHMM Napons

CBOMCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKM He npeaycMOTpeHa.

MapameTp peecTtpa pgNumbers

OnucaHune BO3MOXHOCTb MCNonb3oBaHWe LMdp B 3HAYEHUM Napons.

0 - naponb MOXET coaepxaTb UMdpsbl.
3HaueHne DWORD 1 - naponb He MOXeT coaepxaTb uMdpsbl.

2 - naponb 0653aTeNnbHO AOKEH coaepxaTb uMdpbl.

3HayeHue no yMoJsi4yaHuio 0
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Bnaaeney nofnnT1KM naponein

CBOWCTBO YcTaHoBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peectpa pgOwner

[aHHblA naponb onpenensieT y4yeTHyK 3anucb, Ans KoTopoih 6yaert
OnucaHue BO3MOXHO peAaKTUpoBaHWe MOSUTUKM Mocne WHuMumanusaumm eToken
(cMm. pgModifiable).

0 - BnagenbLeM ABASETCS aAMUHUCTpATOP.
3HaueHne DWORD
1 - BnagenbueM ABASETCSA NOSb30BaTESb.

1 - ang yctponcts eToken, npuHagnexawmx aaMMHUCTpaTopy.
3HayeHue no yMoJi4aHuio

0 - ansa yctponcTte eToken, NnpMHaanexalinx nosb3osaTtento.

Mcrnonb3oBaHue CreucnuMBOIOB B 3HAYEHUN Napong

CBOMCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKM He npeaycMOTpeHa.

MapameTp peectpa pgSpecial

[aHHbln  napaMeTp  onpeaensieT  BO3MOXHOCTb  WCMOJIb30BaHUA
OonucaHue cneumnanbHbiX CUMBOSIOB (HampuMmep: <«@», «!», «&») B 3HauyeHuUn
napons.

0 - naponb MOXET coaepxaTb CNeLCMMBOSIbI.
3HauyeHne DWORD 1 - naposib He MOXeT coaepxXaTb CNeLCUMMBOSIbI.

2 - naponb 0653aTeNbHO AOJIKEH COAEpXaTb CNELCMMBOSbI.

3HayeHue no yMoJsiyaHuio 0

Mcnonb3oBaHWe CUMBOMOB BEPXHErO perncTpa

CBOMCTBO YcTaHOBKa B pexuMe KOMaHAHOW CTPOKM He npeayCcMOTpeHa.

MapameTp peecTtpa pgUpperCase

JaHHbIli napameTp onpeaensieT BO3MOXHOCTb MCMOJ/Ib30BAHWUS CMMBOJIOB

OnucaHue
BEPXHEro perncrpa.

0 - Napofib MOXET CoAepKaTb CUMBOJIbI BEPXHErO perncrpa.

1 — naponb He MOXET CoAepaTb CUMBOJIbI BEPXHEr0 perncrpa.

3HaueHune DWORD

2 - naponb o06s3aTenbHO [AO/MKEH coAepXaTb CUMMBOJIbI BEPXHEro
perucrpa.

3HayeHue no yMoJsi4yaHuio 0
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YBegomneHune 06 ncreueHum CpOKa aencrTeuns napons

CBOWCTBO YcTaHoBKa B pexuMe KOMaHAHOW CTPOKW He MpeayCcMOTpeHa.

MapameTp peecTpa pgWarnPeriod

[aHHbIli napaMeTp yKa3bliBa€T, 3@ CKOJIbKO AHEN A0 UCTeYeHUs napons
OnucaHue 6yneT oTob6pa)kaTbCsi COOTBETCTBYHOLLEE MNpeaynpexaeHne B ob6nactu
yBeAOM/IEHUN.

>=0
3HaueHne DWORD
0 = yBeAOM/IEHME HE NOoSsIBASIETCA

3HayeHue no yMoJsi4yaHuio 0

JaHHbIl napamMeTp MOXHO YCTaHOBWUTb KaK MNpn YyCTaHOBKE B

Kak yctaHOBUTb . -
pexuMe KOMaHAHON CTPOKM, Tak n B ytunute eToken Properties.

MpoBepka KayecTBa Naposiein Npu MHMuManmnsaumm

CBOMCTBO YCcTaHOBKa B peXuMe KOMaHAHON CTPOKM He NnpeaycMoTpeHa.

MapameTp peectpa pqChecklInit

NMpoBepka W nMpuUMeHeHWe napaMeTpoB KayecTBa Mapofen npwu

MHUUManmn3aumm eToken:

e Ecnun pernctpaumnsa yctpoincts eToken BbIMOSHAETCS cpeacTBamu
TMS, 3TOT pexuM UCNoAb30BaTb HE PEKOMEeHAYEeTCH.

e [Ipu nunumanmsauymm eToken B ytunmute eToken Properties, kauectBo
napoJiei He NpoBepsieTcs.

OnucaHue

1 (MicTnHa) — BbIMONHATL KOHTPOJIb MOJIMTUKN KayecTBa naposien
3HayeHune DWORD .
0 (JToxb) - BbIMOJSIHATL KOHTPO/Ib MOJIMTUKM KadecTBa naponen

3HauyeHMe No yMosa4YaHUIo 0

8.4.9 Pa3pen peectpa Ul

Bce npeacTaBneHHble Aanee napaMeTpbl OTHOCATCS K MHTepdency nonb3oBaTens U XpaHaTcs B
peectpe B pasgene UI.

OTo6paxkeHne cepminHOro Homepa B AecsTUYHOM cbopmaTe

CBOWCTBO YcTaHoOBKa B peXxvMe KOMaHAHOW CTPOKW He NpeayCcMOTpeHa.

MapameTp peectpa ShowDecimalSerial

B 3aBMCMMOCTM OT 3Ha4YeHus 3TOro napameTpa CepuliHbli HOMep
Onucanwne B yTunute eToken Properties oTtobpaxaeTca B 4ECATUYHOM UNKN B
LwecTHaauaTepnyHoM gopmarTe.

1 (WcTnHa) - cepuiiHbIn HOMep oTobpaxaeTcsa B AecATUu4HOM dopmarTe.

o3HauyeHne DWORD 0 (Jloxb) - CepuitHbli HOMep OTO6pa)KaeTcs B LUECTHAALATEPUUYHOM
dopmare.

0 - cepuitHbii HOMep eToken npeacTtaBneH B LWeCTHaAUATEPUYHOM
dopmare.

3HauyeHue no YMOMTYAaHUNIO
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ABTOMOACTAHOBKA CTaHAAPTHOMo 3HA4YeHUs B 3arpoce Ha CMeHy napons

CBOWCTBO YcTaHoBKa B pexuMe KOMaHAHOW CTPOKW He NMpeayCcMoTpeHa.

MapameTp peecTpa UseDefaultPassword

Ecnn paHHbIn napaMeTp wuMeeT 3HadeHue <«WUcTuHa», TO npum
OnucaHue 3anpoce Ha CMeHy nMapossi aBTOMaTUYeCcKU MOoACTaBNAsSeTCS
CTaHAapTHoe 3HadeHune («1234567890»)

1 (UctnHa) - B none Ans BBOAa Napons aBTOMaTUYeCcKM NoAcCTaBnseTcs
3HaueHue DWORD 3Ha4YeHne no ymonyaHuto.

0 (Jloxb) - none ana BBOAA Napossi OCTAETCH NYCTbIM.

3HayeHue rno yMoJi4aHuIo OTcyTcTBYET

8.4.10 OTo6pakeHMe N CKpbITUe anemeHToB UHTepdeiica eToken PKI Client

Bce npeacTaBneHHble Aanee napaMeTpbl XpaHATcs B peecTtpe B pasgene AccessControl.
HekoTopble M3 NepeyncneHHbIX 3/IEMEHTOB MMEIOT AY6AMpYIoLnE KHOMKM U MYHKTbl MEHIO.

Bce 3T napameTpbl A0/MKHbI MMeTb TN DWORD. 3HayeHne 0 yKasblBa€T Ha TO, YTO AaHHbIN
anemMeHT byneT HeaoCTyneH, a 3HadyeHne 1 — goctyneH. Mo yMon4aHUO BCe 3TV nNapaMeTpbl He
3a4aHbl U COOTBETCTBYOLWME UM DSIEMEHTBI MEHIO ABASAKOTCA AOCTYMHbIMU.

MapameTtp peecTtpa SnemeHt OnucaHue
P PP P nHTepdeiica
AddeTokenVirtual W MoaxntounTs eToken Virtual
ChangeAdministratorPassword ES MamernTh napone
= aAMMHUCTpaTopa

FIZHEHHMTE KNHIY

ChangelnitializationKeyDuringlInitialize M3MeHUTb K104 MHMUMann3aumm

HMHHLHANKZ3LWKHH
ChangePassword IE_'I MN3MeHUTb Naposnb (nonb3oBartens)
ClearDefaultCert =] zﬂgﬂz; MCEPTVIGWIKaT rno
CopyCertificateData | KonuposaTtb B 6ydep obmeHa

(cBepeHus o ceptudukarte)

Z@

DeleteCertificate Ypanutb ceptudumkaT

DisconnectVirtual OTkntountb eToken Virtual

ExportCertificate dKkcnopT cepTudunkaTa

A
il
:‘I

ImportCertificate MMnopTupoBaTb cepTudukaTt

*5
=

&

InitializeEToken MHunumanmsmposaTtb eToken

LaunchNGFlashPartitionApplication SanNYCTHTE NpHnoMeHKe eToken ME-FLASH Partition

LoginAsAdministrator @- Bxopa c npaBaMn agMuUHUCTpaTopa
1]

ManageReaders YnpasneHne cunTbiBaTenaMuU
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SneMeHT
nHTepdeiica

MapameTp peectpa

OnucaHue

JononHuTenbHble HAaCTPOMNKMN

OpenAdvancedModeOfInitialize AononHUTEREHD |
MHMLUManmM3aumm
) T Mepexoa B pacliMpeHHbIN PEXUM
i
OpenAdvancedView et eToken Properties

RenameToken =% MepenmeHoBaTb eToken
SetUserPassword EE 3ajaTb naposb nosb3oBartens
Hide @ CKPEITE |

SetCertificateAsAuxilary ¥CTAHOEMTE KaK ECNoMOraTensHeIN |

SetCertificateAsDefault WCTAHOEKTE M0 YMONH3HHHD |

OpeneTokenProperties |ﬁ] OTEpPRITE eToken Properties |

GenerateOTP Ii_f:] CreHepHpoEaTe OTP
SwitcheToken |E| YCTpOACTEA

SyncDomainAndTokenPass

4} CHHXPOHM3MPOBATE NapOME

TrayIconChangePassword

|E_‘| AzMEHNTE Napone eToken

@I W 1anNHTE CoAepsuMoe eTaken

TrayIconClearEToken

ClearEToken 9 ¥ AANHTE CoaepakHMoe eTaken

UnlockEtoken hﬂd_\ PazbnokkpoeaTe eloken

ViewTokenInfo o MpocMoTp AaHHER: o eToken
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9. Hamb6onee pacnpocTpaHeHHble BOMpPOChI

Kakune onepauunoHHble cuctembl noaaepxxusaet eToken PKI Client 5.1 SP1?

eToken PKI Client 5.1 SP1 noagaepxuBaet cneaytowmne OC:
Windows XP SP3/SP2 (32-bit and 64-bit)

Windows Vista SP2 (32-bit and 64-bit)

Windows 7 (32-bit and 64-bit)

Windows Server 2003 SP2 (32-bit and 64-bit)
Windows Server 2008 (32-bit and 64-bit)

Windows Server 2008 R2

Yto HoBoOro B eToken PKI Client 5.1 SP1

CM. HoBble Bo3MoxHocTu B eToken PKI Client 5.1 SP1.

Kakue sa3bikn noaaep>kuBatotca B uHtepdeiice eToken PKI Client 5.1 SP1?

eToken PKI Client 5.1 SP1 no3BonsieT BbibpaTb Npu ycTaHOBKe 060N U3 cneayrwmx S3blKoB:
KuTarickuii
AHFAMNCKUN
OpaHuUy3CKui
Hemeukunn
UTanbsHCcKum
SANOHCKMIA
Kopenckumn
Monbckni
MopTyranbckum
Pycckum
NcnaHckni
Taricknia

KakoBbl oco6eHHOocTn yctaHOBkM eToken PKI Client 5.1 SP1?
YcTaHOBKa COCTOUT M3 ClieAyoLWMX OCHOBHbIX 3TamnoB:

Mpouecc ycTaHOBKM MOXHO 3anyCTuTb ABYMs crnocobamu: m3 danna ¢ guctpmbytmsom (.msi)
unu n3 danna c obHosneHnem (.msp). locneaHnit MOXET UCMOJb30BaTbLCS TObKO TOrAa, Koraa
y Bac yxe ycraHoBneH eToken PKI Client 5.1 SP1. ns yctaHoBkn eToken PKI Client 5.1 SP1
noBepx yxe mMmetowlericsa paHHen sepcum eToken PKI Client 4.0 / 4.5 / 4.55 ncnonb3ynTe dann
.msi.

B npouecce ycTaHOBKWU MpeXHWe MapaMeTpbl peecTpa Takxke UMelT cuiy. Mpoune napameTpbl
MOXHO 3ajaTb NpW YCTAaHOBKE B peXWMe KOMaHAHOW CTpoku. bBonee noapo6Ho cxema
YyCTaHOBKW OMMcaHa Bbllle B pasAesne YCTaHOoBKa.

Kakue owmnbkm s 6onee paHHux Bepcum 6biim yctpaHeHbl B eToken PKI Client 5.1
SP1?

e [Ipn noakaYeHUM K KoMNbtloTepy noa ynpasneHmem Windows Server 2008 uepe3 Remote Desktop
W NMpu HacTpoOeHHOM 6/10KMpoBaHuM paboyen CTaHUMKM MO OTKoYeHUIo eToken, OTKPbITb CeaHc
CHOBa MNocCsie NOBTOPHOIro nogkntoveHus eToken 66110 HEBO3MOXHO.

e [pwn obpalleHnn K reHepaTopy Cly4YalHbIX YNCes B TO BPEMSA KaK K KOMMboTepy 6binn
noAK/to4YeHbl 04HOBPEMEHHO ABa ycTponcTtBa eToken npoucxoamna owmnbka: The operation
requires a Smart Card, but no Smart Card is currently in the device” («Onepauus Tpebyet
HanMuMs CMapT-KapTbl, HO CMapT-KapTbl HE OB6HAPYXeEHO»).

Mpwn asTopmsaumm yepes RDP nHoraa BO3HMKaNM 3a4epXKKU.

Mpu noagkntoyeHUn K KoMNbloTepy noa ynpasneHneMm Windows Server 2008 yepe3 RDP Ha akpaHe
nosiBAsiNOCb coobuieHme 06 owmnbke, a 3HAUYOK B 06/1aCTU yBEAOMNIEHWNI HE pearnpoBan HU Ha
Kakune AencTeumsl.

e [Ipn nonbITKe co3aaTh cepTUdUKAT CpeacTBaMmM NOAYMHEHHOrO LeHTpa cepTudukaumm MSCA
nepuoauyveckn Bo3HuKana ownbka.
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e [locne o6bHoBneHns eToken PKI Client ceptudukaT ans aBTopmMsauum B CUCTEME MO CMapT-KapTe
nepecrtasan 6bITb cepTUPMKATOM NO yMONYaHU0. B 3TOM cnyyae npuxoannocb aBTOpM30BaTbCS B
cucTeMe No UMEeHM Nonb3oBaTeNs u Naposito M 3aHOBO yCTaHaBAMBaTbh cepTUdMKAT N0 YMOAYAHMIO.

e [locne aBTOopu3auuu Ha yganeHHOM KoMnbioTepe Yepe3 Remote Desktop ¢ ceptudumkatom ans
AOoCTyna no cMapT-kapTe oTcoeanHeHne eToken He npuBoauno K 6noknpoBaHuio paboyel cTaHUmm
Jaxe Torga, Korga 3ToT napameTp 6bi1 ABHO 3a4aH B HAacTpOMKaxX rpynnoBbIX MOANTUK.

e eToken WSO 3.0 TpeboBan n3bbiToUHOE KONMYECTBO pecypcos LIMY.

e KoHdnukt Cisco VPN ¢ SBL He paboTtan c eToken PKI Client 5.1, Tak kak He obHapy>xuBasncs
cepTudumkaT ansg Aocryna B CeTb.

e [pn aBTOpM3aunmn Ha cepBepe Citrix ¢ eToken PRO u ¢ yctaHoBneHHbIM eToken PKI Client 5.1
NPOUCXOANNO «3aBUCaHME» TEPMUHANIbHOW Ceccuun, a nocne oTkayeHnsa eToken oHa
3aKpblBanach.

e lHoraa B napameTpax cepTudukaTa none KoMy BbigaH 0CTaBanocb NyCcTbiM, ecnu y darina .pfx
6b1110 CANWKOM ASTMHHOE UMS.

e Ytunuta eToken Properties nog 32-6utHo OC Windows XP nHorga nepecraBana OTBe4daTb Ha
cobbiTuS.

e [lpn nmnopte pfx-daina Ha koMnbloTep nog ynpasneHuem Windows Vista npoucxoaun cbom c
coobueHmneM «He yaanocb NoNy4mTb KOHTEKCT>.

ATpubyT TolerantX509Attributes no ymonuaHmio nMen 3HadeHue «1» («MctuHa»).
3anyck ytunuTbl certutil.exe nog Windows Vista ¢ napameTpomM —Scroots npusoann k c6oto.

e B HekoTOpbIX Ciy4vasx npu perncrpauum eToken Bo3HWKana ownbka C ykasaHMUeM Ha
HEKOppeKTHble NapamMeTpbl KayecTBa Nnaposis, AaXKe ecnm nposepka CNOXHOCTU napons 6binia
OTK/TH0YEHa.

e PaboTasi OAHOBPEMEHHO C HeckonbknMn PDF-goKkyMeHTaMn BO BpeMsl oTKpbiToro ceaHca Citrix ICA
nonbiTKa NoanucaTb o4epeaHon AOKYMEHT NpMBOAM/IA K «3aBUCAHUIO», N TOJIbKO nocne
oTkNto4eHus eToken MOXHO 6b110 NpoaomkaTb paboTy.

e WHorga npw nonbiTKe 3akpbiTb yTUAUTY eToken Properties oHa nepecrtaBana oTBeyaTb, @ Ha aKpaHe
nosBnsaock coobueHne 06 owmnbke «He yaaetcsa cumMtaTb AaHHbIE U3 NAMATU>».

e [pwn oTknouyeHnn eToken Ha CTpaHuMLUe, 3allMLLEHHON cepTudUukaToM SSL, 1 noaknoyeHnn eToken
nocre 3aBeplueHns ceaHca SSL Ha akpaHe nosBNsNOChL coobuieHne o ToM, YTo Tpebyemblin
ceptudukat HefoCTyneH. B Takom cnyyae nonb3oBaTento HeobxoamMmo 6bl0 CHOBa BBECTU Naposib
eToken.

e B mogyne conpsixeHmss PKCS#11 He noaaep>xmBanmcb atpmbyTbl MEXaHU3MOB
CKA_SHA256/SHA384/SHA512.

OwmnbKM B pyCCKOS3bIYHOM NTOKanmM3aunm nosib3oBaTeNbCKoOro nHTepdenca.
MoBTopHas nonbiTka nogkntountbesa K Citrix ICA npuBoanna K «3aBucaHunto». BozobHoBneHne
paboTbl NPOMCXOAMIO TONbLKO MoCne oTktouYeHns eToken.

e HekoppekTHble NokasaHusa obbema cBo604HOM NamMATU. Takoe NPOMCXOAMISI0 MHOrAa nNpu
BbIMOSIHEHMK onepauni ¢ eToken nocpeactsom APDU-koMaHA, u B 3TOM ciy4dae B yTunute eToken
Properties oTobpa)anncb HeakTyasbHble AaHHbIE.
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10. 13BeCTHbIe NPO6/1EMbI U CMOCOObLI X PELLIEHNS

Ecnn B npouecce pabotbl ¢ eToken PKI Client 5.1 SP1 y Bac BO3HUKIN 3aTpyAHEHUS, npexae
yeM obpawaTtbCcs B CNyx6y noaaepxku, nonpobyite HaWTN pelleHne B 3TOM pasaerne.

Mpo6nema ‘ PeweHue

Ecnn nonbiTatbca yctaHoBuTb eToken WSO 3.0 HaxxmuTte MNponycTnuTb 1 nocsie 3aBepLlueHns
Ha KOMNbIOTEpPE, FAe YXe yCTaHOBNEH nakeT YCTaHOBKUW nNepesanycTtuTe KOMMbIOTEp.
eToken PKI Client 5.0 nnn 6onee no3aHen
BEPCUU, TO Ha 3KpaHe MosSABUTCA OKHO C
npeanoXxeHnem 3akpbiTb Npouecc eToken PKI
Monitor, ogHaKo Takon BO3MOXHOCTU HET.

Ecnn Ha koMnbloTepe ¢ ycTaHoBNEHHbIM eToken Mpu yananeHun eToken WSO oTkaxutecb OT
PKI Client 5.0 (wnn 6onee no3aHen Bepcum) yAaneHusa napaMeTpos.

yaanutb eToken WSO 3.0, He coxpaHuB
napaMeTpbl peecTtpa, TO BMecTe C HMMn byayTt
TaKXXe yaaseHbl NnapameTpbl CYUTbIBaTENEMN,
mncronb3yemble eToken PKI Client.

MNocne obHoBNeHus ¢ Bepcumn 4.55 3Havok B [Mepe3anycTute KOMMbOTEP.
obnactu yBeAOMNEHU He NOSBNSETCH, U B
aucneTtyepe 3agad otcyTcTByeT npouecc PKI

Monotor.

Ecnu BepHyTbCSa ¢ Bepcuun eToken PKI Client Mocne ynaneHus 6onee HOBOW BEpPCUN yaannTe
5.0/5.1/5.1 SP1 k Bepcun 4.55, ytunuta eToken Takxe Bpy4dHyto dann eTProps.exe u TObKO
Properties He 6yaeT 3arpyxaTbcs. rnocsne 3Toro ycrtaHasnueamnte eToken PKI Client

4.55.

Mocne ynaneHus eToken eToken PKI Client
5.0/5.1/5.1 SP1 nog Windows Vista darnin
eTFS.dll octaetcs B nanke Windows\system32.

MNpu ynaneHuu ytunutel eToken Properties n3
KOMaHAHOWM CTPOKW COOTBETCTBYIOLMIA NYHKT HE
yAanseTcs U3 MeHo, Bbi3biIBaeMOM M3 obnacTtu
yBeaoMneHni (Npu Wwenyke Ha 3TOM MyHKTE He
NPOUCXOANT HUKAKUX COObITUI).

Mocne obHoBneHust eToken PKI Client 5.0 unn 5.1 | PewnTb 3Ty npobnemMy MOXHO ABYMS cnocobamu:
noakatYeHHble koun eToken Virtual moryT

owmnb0o4YHO oTobpaxkaTbCs Kak SMY/IMPOBAHHbIE. a) BuinonHuTe 06HOBNEHME 6€3 COXpaHEHUS

npexHux napametpos (eToken Virtual 6yaet
OTKJIHOYEH).

6) OtkntounTte 1 nogkntounte eToken Virtual.

Ecnn yctaHoBka eToken PKI Client Ha Ecnn 3aKkpbiTb c€aHC 1 OTKPbITb CHOBA, 3HAY0K B
KJIMEHTCKOM KOMMbtoTepe 6blna BbINOSIHEHA Yepe3 | 061acTyM yBeAOMNEHUA MOSBUTCS.

rpynnoBble NOJUTUKU, N B HACTpOMKax
yCTaHaB/1MBaeMOro nakeTa 6bin YCTaHOBNEH
napameTtp Assign (Ha3sHauuTtb), 3Ha4oOK B
obnactu yBenomMmneHun He otobpaxaeTcs gaxe
npu paboTatowem cepsuce pabortatowem cepemce
eToken PKI Monitor.

Takas owunbka He BO3HUKAET, ecnn B
napameTpax naketa ycrtaHoBku B GPO BbibpaTb
Publish (NMy6ankoBaTtb) BMecTo Assign
(HasHauuTb).
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Mpo6nema ‘ PeweHune

Mpwn yaanennun eToken PKI Client 5.0 Ha Windows
Vista npouecc npepbiBaeTcsa c owmnbkoin 1935.

[Mepe3anycTuTe KOMMNbLIOTEP WU BbIMONHUTE
YCTaHOBKY CHOBa.

Ecnu Ha koMnbloTepe ycTtaHoBneH eToken PKI
Client 5.0 (nnn 6onee nosgHewn Bepcmn), To NMpu
Ao6aBneHnn BpyYHyo NocTaBLiMKa
kpuntorpagum eToken PKCS$11 Security
Provider B Mozilla Firefox nonyuutcs aBa
aybnvpynowmx obbekTa, Tak Kak NocTaBLinK
KpunTorpadummn yxxe ycTaHaB/IMBaETCS BMeCTe C
eToken PKI Client.

Yaanute ay6nmpyowmn noctaBLmK
KpunTorpaguu.

NHorpa npu yctaHoBke eToken PKI Client 5.0 nnn
6onee nosaHen Bepcun moaynb PKCS#11 He
nobaensietcsa B Mozilla Firefox.

Mepen yctaHoBkol eToken PKI Client oTkpoiiTe B
Firefox MmeHi0 MHCTpyMeHTbl > HacTtpoiiku. B
OTKPbIBLUEMCSI OKHE pacKpouTe BKAaaKy
AONOJIHNTENbHO N HAXMUTE KHOMKY
YcTpoicTBa 3aWMTbl. 3aTeEM 3aKpOWTe OKHO,
HaxxaB kKHonky OK. Takum obpasom byaneTt
pobaeneH dann HacTpoek, U NMpu yCTaHOBKe
eToken PKI Client moayns PKCS#11 6ynet
AobasneH aBTOMaTUYECKM.

CepTtudukat EFS He MoxeT 6bITb co34aH no
cTaHgapTHoMy wabnoHy Microsoft.

Microsoft BbinycTnna obHoBNEHWE, yCTpaHsioLwee
3Ty npobnemy. Ytobbl nonyunTb ero, obpatmnrech
B cny>6y noaaepxxku Aladdin.

He ypaeTtca noakntountecs K VPN-ceTu, Koraga
OAHOBPEMEHHO NOAKOYEHO ABa Un 6onee
ycTpoincts eToken.

Microsoft paboTaeTt Hag peweHneM npobnemsl
(onncanune npobnembi: SRQO80701600004).

He ypnaeTcs aBTOpU30BaTbCSA B CUCTEME UK B
VPN-ceTn, koraa RSA-knto4 B eToken 3alimilieH
[ONONTHUTENbHBIM Naposem.

He ynaeTtcsa ycTaHOBUTb NOAK/IOUYEHME C
yAaneHHon pabouel ctaHumen yepes RDP no
cepTndunkaTy, KOTOpbIn XpaHuTcsa Ha Flash-
yCTPOMCTBE. DTO NPOMCXOAUT U3-3a TOrO, YTO
TepMuHanbHas cnyxba Microsoft He pacnosHaeT
Fhash-ycTpoiicTBa Ha KIIMEHTCKOM KOMIMbIOTEpE.

Henb3s 3arpy3nTb cepTudurKkaTt 455 aBToOpM3aLnm
B CUCTEME W/IN NONb30BaTENbCKUIA cepTUdUKAT U3
Mozilla Firefox.

MNocne nepexona KOMMbOTEPA U3 «CMSLLErO»
pexuma unu n3 pexunma Hibernation ytunura
eToken Properties paboTaeT HEKOPPEKTHO.

LLlenkHnTe Ha KHONMKe O6HOBUTB B BEPXHEM
MEHIO.

B Windows Vista, naxe ecnm napametp
PropagateUserCertificates nmeet 3HadeHne «0»,
TO IKCNOPT, TEM HE MEHee, Nepnoanyecku
BbIMOJIHAETCA HE3aBMCUMO OT 3HAUYEHUS
napameTpa.

3akpoinTe Cnyx6y PacnpocTpaHeHus
CepTtudukatos (Certificate Propagation Service).
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Mpo6nema ‘ PeweHune

NHorpa npuv nogkntoyeHun Kk VPN-cetn ¢dokyc
YCTaAHOBJ/IEH HE Ha OKHe aBTopu3aunm, NO3ToMy
npexgae 4eMm BBECTU CBOM YYeTHble AaHHble,
HeobXxoAMMO yCTaHOBUTL Kypcop B None ans
BBOAA.

Ecnu B ytunute eToken NG-Flash Partition
nonbITaTbCsA OTKPbITb CMPaBKy, HO MpPW 3TOM Ha
KOMMblOTEpe He ByaeT yCTaHOB/IEHO HUKAKUX
npuaoXeHun ana npocMoTpa pdf-dannos, To
cnpaBKa NPOCTO He OTKPOETCS, NPUYEM
coobuleHune 06 3TOM TakxXe He NOSABUTCS.

YcraHoBuTe Adobe Reader.

Ecnu Ha 64-6uTtHon nnatdopme Windows aBaxabl
WwenkHyTb Ha ¢danne eToken Virtual (.etvp) nnm
eToken Rescue (.etv), nogkntoyeHms eToken He
npou3onaerT.

B s3ToM cnyyae, uTobbl nogkntounTb eToken
Virtual unn eToken Rescue, oTkponTe yTUInTy
eToken Properties, nepekntounTech B
paclMpPEHHbIN PEXUM W, LENKHYB NpaBow
KHOMKOW MbILWN Ha y351e YCTpPOhCTBa, Bbibepute B
OTKPbIBLIEMCS KOHTEKCTHOM MEHIO MYHKT
Moaxkntountb eToken Virtual.

Ecnuv nonbiTaTbCa yAanuTb U3 XpaHunumLia
cepTuduKaT, KOTOPbIN HEBO3MOXHO YAaIUTb
MHaue KaK YCTaHOBKOW napameTpa
RemoveFromTokenOnRemoveFromStore B «1»,
Ha 3KpaHe NosiBUTCS coobLieHne 0 TOM, 4YTO
cepTuduKkaT yaaneH, B TO BpeMsi Kak Ha caMOM
[ene OH He yaaneH.

Mpu pabote c OWA noa Windows Vista npu
nonbiTKe 3aWndpoBaTh AaHHbIE UK
creHepupoBaTtb NOAMNCb Ha 3aKpPbITOM K/to4e Ha
3KpaHe nosensercsa coobweHune “No digital ID
found”, npn ToM 4TO Ha caMoM aene ceptTudukaT
npucyTcTByeT. Takoe noBeAeHMNE YCNOBIEHO
orpaHunyeHnem OWA.

OTKItOUNTE 3alUNLLEHHbIN pexunM B Internet
Explorer niobbiM 13 cnegyrowmnx cnocobos:

e OtkpoiTe MmeHio CepBuc, Bbibepute CBONCTBA
obo3peBaTenisl, packponTe BKIaaKy
Be3onacHoCTb 1 BbibepuTe APYron pexmMm.

e OtkpoiiTe meHi0 CepBuC, Bbibepute
CBoiicTBa o603peBaTens, packpoiite
Bknaaky besonacHOCTb 1 BbibepuTe NyHKT
Hapej)xHble y3sbl. 3aTeM HaXXMUTE KHOMKY
Y3nbl U B OTKPbIBLLEMCSI OKHE BBeAUTE aapec
OWA.

Ecnn ogHOBpEeMEHHO OTKpPbIThl iBa OKHa —
NHnumanusnposatb eToken 1 U3MeHUTb
naponb,

nocnegHee nepecrtaeT pearMpoBaTb Ha CO6bITUS.

3akponTte okHO U3MeHnTb naponb.

Mpwn yaanennun eToken PKI Client nog Windows
Server 2008 nnn Windows Vista Ha akpaHe
NOSsIBNISIETCS OKHO C NMpeasioXXeHNeM 3aKpbiTb
3Ha4ok eToken PKI Client B o6nactu
yBEeAOMJIEHUI UNK Apyroe NpuioXeHue.

HaxxMute MponycTuTtb 419 NPOAO/IKEHUS.
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Mpo6nema ‘ PeweHune

WHoraa B MeHio, Bbi3biIBaEMOM M3 0651acTu
yBeLOMJIeEHMN, oTobpa)katoTca He Bce
noAKJIlOYEHHble ycTpolicTBa eToken.

MonpobynTe cHOBa NOAKIOUYNTL
Hepacno3HaHHble YCTPOICTBA.

Mpwn yctaHoBke eToken PKI Client Ha cepBepe B
TO BpeMs, Koraa K HeMmy yepe3 RDP nogkntoueHbl
Apyrue nosb3oBaTesn, YCTaHOBKa MOXET 6bITb
BbIMNO/IHEHA HEKOPPEKTHO.

Mpexae 4yeM HauMHaTb YCTAaHOBKY, MPOBEPLTE,
YyTOObl B A@HHbIA MOMEHT He OblJI0 HUKaKKnX
aKTUBHbIX CeaHCcoB noakatoyeHmns no RDP.

Ecnn Ha cepsepe Citrix ycTaHOB/IEHO coegnMHeHne
¢ knmneHToM Citrix ICA, 1 cepsep noakito4veH
yepe3 RDP k apyromy komnblotepy, eToken He
ornpenenseTcs B OKHe aBTopu3aumun.

Bonee nogpobHasa nHbopmMaumsa no sToun
npobneme npeacraeneHa B 6ase gaHHbix Citrix
(nocnepHas obHoBneHue BxoamT B HotFix Rollup
Pack 04 ansa XenApp 4.5 / XenApp 5.0)

OnucaHune obHoBneHus ans Windows Server
2003 npusegeHo B ctatbe CTX119060 (Ha
aHITIMNCKOM).

B o6HoBneHun #197595 ectb nogaepxka
HEeCKONbKMX 53bIKOB. lNepes yCTaHOBKOM
npoBepbTe, YTOHbLI O6HOBNEHME COOTBETCTBOBASIO
OKPY>XEHMUIO.

MNpu o6HoBNneHuun eToken PKI Client 5.1 SP1
nosiBnsieTca coobuweHne o ToM, 4YTo dain 3aHaT
APYrUM NpuaoxeHneMm. OTo CTaHgapTHoe
noseaeHne B koHTekcte Windows Installer.

Haxmute MponycTuUTb A/19 NPOAO/IKEHUSA
YCTQHOBKMU.

OkHo aBTOpM3aummn eToken PKI Client He
oTBeyaetT npu aBTopusaumm B Check Point VPN.

AnbTepHaTUBHOE pelleHne NpobneMbl BbIrnsaant
cneaytowmm obpasom:

1. OTkponTe pefakTop peecTpa M B HEM
oTkponTe pasgen HKEY_LOCAL_MACHINE
> Software > eToken > MIDDLEWARE >
UI.

2. [obaebTe pa3sgen SR_Service.exe.

3. [JdobaBbTe HOBbLI NapameTp
RunExternalDialog co 3HaueHnem «1»
Tuna DWORD.
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11. N3meHeHUsa B API

B cneapywowein Tabnuue npuBeaeHbl WM3MEHEHWUS, KOTOPblE BOLWJ/IW B HOBbIA NpPUKIaAHOM
nHTepdeic eToken PKI Client 5.1 SP1.

N3MeHeHusn OnucaHue

CAPI B dyHkummn CryptGetProvParam nopaepxuBaercs

®OyHkuunsa CryptgetProvParam HOBBIM nar Crypt_Next:

MoaknoYeHne HeCKONIbKMUX YCTpoincTe eToken

CryptAquireContext c napameTtpamu: dwflags =
CRYPT_VERIFYCONTEXT, 3biaCwredwTtyk = Trag

MocnepoBaTesnbHbIN BbI30B PYyHKLUUM
CryptGetProvParam c PP_ENUMCONTAINERS:

e B 60nee paHHUX BEPCUSAX AaHHble
BO3BpallasinCb Ha NPoM3BOJIbHbLIN eToken.

e Tenepb MOXHO MONYYUTb BCE KOHTENHEpbI CO
BCEX NOAKIKYEHHbIX YCTPONCTB eToken.

PKCS#11 o

MexaHuaMbl CKM GENERIC SECRET KEY GEN u CHoBa fobaBneHbl 3T MexaHn3Mbl C NOAAEPKKOWN
CKM RC4. - - - paHHux ¢opmaTtos (0 n 4).

PKCS#11

Mmsa npomnsBoauTens 3aMmeHeHo Ha “Aladdin

C_GetSlotInfo n C_GetTokenInfo Knowledge Systems Ltd.”
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