22 HOos6ps 2013 T.

YBaxaeMble KlTNeHTtbl!

B uensix npenoTBpalleHmsl HeCaHKLMOHMPOBAHHOIO OCTYNa U XUWEHNS OeHEeXHbIX CPeCcTB
¢ 6aHKOBCKMX cHETOB Npennaraem Bam BHUMaTENbHO 03HAKOMUTLCS C NPeAcTaBNeHHbIMU
pekoMeHaaumaMm no obecnedeHmio 6esaonacHocTy npu pabote ¢ cuctemoit MIHTepHeT
BaHk-KnneHT.

1. He octaBnainTe BHELLHMA HOCUTENb C KNOYaMMU 3N1eKTPOHHO-LUPpPOBON nNoanucu
(SLLM) nocTOsAHHO NOAKNAK YEeHHbIM K KOMMbIOTEPY, @ UCMOJIb3YNTE TOJIbKO B MOMEHT
paboTtbl ¢ cuctemon BaHk-KnueHT n no 3asepLueHuto paboTbl OTKOYaNTE OT
KOMMbIOTEpA;

2. ObecneybTe besonacHoe xpaHeHne CekpeTHbIx kntoyer SUI B HenocTynHOM MecTe: B
ceindoe Unu 3anupaemMomM MeTanIN4eckoMm Wwkaqy;

3. He npumeHsiiTe npocTble Nnaponu (gaTta poXxaeHns, HoMep MobMnbHOro TenedoHa), a
NCNonb3yinTe KoMbuHaumio BykB, LMAP 1 cneumanbHbix 3HakoB. He coobuwaite naponu
LPYruM nuuam, B TOM ymcne n paboTtHnkam baHka;

4. Vcnonb3ayiiTe NNUEH3MOHHOE NPOrpaMMHoe obecrneyeHme (onepaumnoHHas cucTema,
0COUCHbIE MPOrpamMmbl) Ha KOMMbIOTEPE C YCTAHOBNEHHON cuUcTeMoln «baHk-KnneHT»;

5. YcTtaHaBnuBaiTe Bce odomumanbHbie 0OHOBNEHNS K MCMOb3YEMOMY NPOrpaMMHOMY
obecneyeHuio;

6. YcTaHOBUTE aHTMBUPYCHYIO NPOrpammy 1 nepcoHanbHbIi MexceTeBon akpaH (firewall),
perynsipHo 0OHOBNSANTE aHTUBMPYCHYIO H6asy;

7. He ycTaHaBnmBaiTe Ha KOMMNbOTEPeE CepBMCbl 0OMeHa MrHOBEHHbBIMM COOBLWEHNSAMY
(ICQ, Skype, Mail.Ru-AreHT u T1.1.).

Mo Bonpocam TexHU4YeCKoW noaaepXkKku obpaiwantechb no ten. 8 (495) 437-98-12




