KoMmmep4dyecKummmM BaHK i

“IArAPVMHCKMNM”

reHepanbHas MueH3ns BaHka Poccum N606 oT “29” ceHTAbpa 1999r. 3akKkpblTOE akuumoHepHoe obuwecTBO

YTBEPKJAEHO

Pemienuem IpaBienust
3A0 Kb «I'arapunckuin»
IIporoxoa Ne 56 ot «25» centsops 2012

PEKOMEHJALHUHA I1O OBECIHHEYHEHHUIO BE3OITACHOTI'O UCITIOJIb3OBAHUA
CUCTEMbI JIUCTAHIHUMOHHOI'O BAHKOBCKOI'O OBCJIYKNBAHUSA
«MHTEPHET BAHK-KJIMEHT», « KIMEHT-BAHK»

bauk yseoomnaem o nanuuuu noevluieHHbIX PUCKOS NPU UCHOJIb30GAHUU 8 PAOOme cucmembl
OUCMAHUUOHHO20 O0aHK06CK020 oobcayycusanus «Humepnem bank-Knuenmy, «Knuenm-banky
(oanee - Cucmema /Ib0O), céa3aHHBIX C 603MONHCHBIM HECAHKUUOHUPOBAHHLIM OOCHYROM MPEMmbUX
auy k Cucmeme /IbO.

Coonwoenue  OAHHBLIX  PEKOMEHOAUUII  NO360JUM  CHU3UMbL  GO3MOMCHbBIE  PUCKU
HeCaHKWUOHUPOBAHHO20 docmyna K Bawum cuemam u obecneuumv MaKCuManbHyl) COXpAHHOCHb
OCHEMNHCHBIX CPEeOCme.

1. Wcnonb3yiiTe st XpaHeHUs: GailjloB ¢ CEKPETHBIME KJIFOUaMK JIEKTPOHHON moamucu (nanee - JI1) otaykaacMbie
HOCHTENH: IUCKETHI, (ureni-Hakomuremy, USB-Token.

2. HeoOXoauMo OTKJIFOYaTh, M3BJICKATh HOCUTEIHM ¢ Kirouamu Oll, eciyM OHM HE HCHOJIB3YIOTCS Ui PabOThI ¢
Cucremotii J15O.

3. Cnemyer HCKIIOUUTH JOCTYN HEYIMOJHOMOYCHHBIX JIMI[ K KIOYeBOW HH(poOpMmanuu (MapossiM, KIFYaM
mmdpoanust, kiodam OI1), ucronszyemoii st odecnieuenust pynkimonuposanust Cucrembr JIBO. Topsimox
XpaHEHUs W UCTOJIh30BaHUS HOCHUTENIEH KIFOYeBOW MH(OPMAIMK AODKEH MCKIII0YaTh BOZMOXKHOCTH JIOCTYIIA K
HUM 0e3 TapaHTHPOBaHHOIO OOHapykeHus (pakTa HECAaHKIIMOHHUPOBAHHOTO JocTyma. Hocutens KiroueBoit
nHGOPMAIIUU JIOJIKEH OBITh JOCTYIICH JIJISl IIPOTPAMMHOI0 O0CSCIICUEHHUSI KOMITbIOTEPa, MPEIHA3HAYCHHOTO JIIsI
paboter Cucremst JIBO, Tonmpko B MOMEHT ceaHCOB cBsizu AanHOi Cuctemsl JIBO.

4. Ha xommbloTepax, MCHOIb3yeMbIX At pabotsl ¢ Cucremoit JIbO, cnemyer 3ampeTuTh JOCTYIl K BHELIHAM
Wnteprer-pecypcam (caiiTam), HEMOCPEICTBEHHO HE CBA3aHHBIM ¢ paboToit Cuctemsr JIBO. He ocymecTBiars
3arpy3Ky ¥ YCTaHOBKY HEJHUIICH3UOHHOTO NMPOrpaMMHOro odecrieuenus (naiee - [10) u . 1.

5. HUcnonw3oBate muuensnonnoe 110 (onepanuoHHbie cucTeMsbl, orcHbIE MakeThl U 1p.). [Ipumensars Ha pabouem
MecCTe JIMIIEH3NOHHbBIE CPEJICTBA aHTHBUPYCHOH 3aIIUTHI, 00ECTICUYNTh aBTOMAaTHYECKOE OOHOBIIEHHE CUCTEMHOTO
u npuknagaoro [10, anTHBUPYCHBIX 0a3.

6. Ilpu oOcnyxuBanun kommbtorepa WT-cotpymaukammu g pabotsl ¢ Cucremoit 1O HeoOxomnmo
o0ecrieunBaTh KOHTPOJIb 32 BBINOJHIEMBIMA UMM JEHCTBUSMM, UCKIIOUUTH oOcimyxkuBanue Cuctemsr [1bO
HEJIOSUTBHBIMH COTPYTHUKaMHU.

7. 3ampemaetcs nmepenaBath kroun D11 cotpyaamkam Knmenta win banka, B Tom gucine UT-corpynHukam, s
npoBepku paborel Cucrembl  J1BO, npoBepku HacTpoek B3aumozeictBus ¢ bankom u T.1. Ilpm
HEOOXOMMOCTH TaKWX IMPOBEPOK TONBKO JIMYHO Biajeneln kiroda DIl HomKeH MOAKIIOUNTH HOCUTENh K
KoMmmbioTepy. O M0OBIX TOJOOHBIX MOMBITKAX CIEAYeT HEMEIIEHHO U3BenaTh baHk.

8. 3amperaercsi reHepUPOBATh WJIM BBITIONHATE JIIOObIC JeiicTBUs Haj kimouamu DIl WM MX HOCHUTENSIMH Ha
JOOBIX KOMITBIOTEPAX, 33 HMCKIOUEHHEeM KomrmbioTepa Kiuenra — Bmagensia D11, mpeaHa3sHAYEHHOTO st
paboTtsl ¢ Cucremoit JIBO.

9. Ilpu yBONBbHEHHH OTBETCTBEHHOI'O COTPYJHHMKA, MMEBLIETO AOCTYN K cekpeTHomy kirouy OlIl, HeoOxoaumo
3abnokupoBats Koy D1, a Takke cMeHUTH mapois goctyna k Cucreme JBO.

10. B cnywae yTrepd HOCHTENIsA KIHOYEBOH HHPOPMAIMKA C MOCICAYIOIIMM OOHAapyXeHHEeM WM 0e3, MpH
BO3HMKHOBCHUH JIIOOBIX TOMO3PEHUN Ha KOMIIPOMETAIHIO (KOMHUPOBAaHWE) CEKPETHBIX Kimouehd Ol wmm
KOMITPOMETAIIMIO CPEeAbl UCHOTHCHHS (HAIMYUE B KOMITBIOTEPE BPEAOHOCHBIX IPOrpaMM) HEOOXOIUMO
HEe3aMeTUTEHHO COOOITUTh B bank, 3a0mokupoBath kiroun D11  cmeHuTh mapois goctyna k Cucreme J1BO.



11. Ecmu Bel 3amernmnu mposiBieHue HeoObraHoro mnoeneHus Cucrembr J[BO wmnm kakuwe-TO W3MCHEHUS B
uHTepdeiice mporpaMMbl, CICAyeT MO3BOHUTh B baHK W BBICHWUTH, HE CBS3aHBI JIM TaKWe H3MCHCHUS C
obonoryienneM Bepcuu [10. Ecin Het, To HE0OX0UMO cOOOIMTE B baHK 0 KOMIIpOMETaluu KITFOYEeH 1 Tapoiis
JIOCTYIIA.

12. baHK pekOMeHAyeT He IPOBOIUTE OIEpalru O cYeTy ¢ ucnoib3oBanueMm Cuctemsl [IbO B ciiydae Hamuams
NOMO3peHNH Ha KomIpoMeTaruio kmodeld OII, mapoms moctyma, cpelbl MCTIOMHEHHS M T.J. 0 MOMEHTa
reHepauny HOBbIX Kimroueit D11 u mapons.

13. Ecnu B TedeHWEe HEKOTOPOro BpeMeHH Bbl He MoXeTe ycTaHOBHTH CBsi3b ¢ bankom mo Cucreme JIBO
HEOOXOMMO TIO3BOHUTH B baHK /715 BRIACHEHUS MPUYKH 1 WHGOpMUpoBaHus baHka.

14. Cnenyromue cOOBITUSI PACCMATPUBAIOTCS KaK MPEANOCHUTKA K BO3MOXKHOMY JIOCTYITY HEYITOJTHOMOYCHHBIX JIUI]
K KIIFOYCBOW WH(POPMAITIH:

- HapyLIeHre PaBUJI XPaHEHHs U UCIOJIb30BaHMUs HocuTenel ¢ kimodamu Ol
-00Hapy>keHHE BPEIOHOCHOTO IPOrpaMMHOI0 o0ecrieueHus: Ha KOMIBIOTepe, UCIoNIb3yeMoM B cucteMe JIbO;
-00HapyKEeHHE TMOIBITOK CETEBBIX aTaK Ha KOMIbBIOTEP, PeAHA3HAuYeHHBIH 111 paboThl ¢ cuctemoit JJBO.

B nmanmnoM cnyuyae baHkK Takke pPEKOMEHIYET NpPOU3BECTH cMeHy kimoued OII u ppyroil kimoueBoit
WH(POPMAITHHL.

Jasi moJjiyyeHusi NONMOJHUTENbHOH HH(pOpMAUUU He00X0AUMO 00pamaThbcs B OAHKOBCKYIO CJIYXKOY
noaaep:xkku nosn3oateseid Cucrembl [IBO no Teaedony (495)437-98-12.
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