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NAMATKA
"O MEPAX BE3OINACHOI'O UCNOJIb30OBAHUA BAHKOBCKUX KAPT"

CobnogeHne pekomeHgaumn, cogepxawmxca B Namstke, no3sonuT obecneyntb MakCUMarnbHyo
COXpaHHOCTb ©aHKOBCKOW KapTbl, ee peksu3uToB, MH 1 gpyrux gaHHbIX, @ Takke CHU3UT BO3MOXHbIE
pUCKM NpW COBEPLUEHUM onepaumi C ucnonb3oBaHMeM 6GaHKOBCKOW KapTbl B OaHkomarte, npu
©e3Hanu4HOM onnaTte TOBapoOB W yCryr, B TOM 4ncre 4Yepes ceTb VIHTepHeT.

O0wme pekomeHaaunm

1. Hukorga He coobuwawnte TMWH TpeTbMm nuuam, B TOM 4YUCIEe POACTBEHHMKAM, 3HAKOMbIM,
COTpYAHWKaM KpedMTHOW opraHusauuu, Kaccupam u nvuam, nomorawoowmm Bam B wncnonb3oBaHuu
D©aHKOBCKOW KapTbl.

2. NMNH HeobxooMMO 3anOMHUTb UMK B Criyyae, ecrnv 3TO ABNSAETCHA 3aTpyaHUTENbHbIM, XPaHUTb
ero otaenbHo OT 6aHKOBCKOW KapTbl B HESABHOM BUAE M HEOOCTYNHOM AN TPETbMX Nuu, B TOM yucne
POACTBEHHMKOB, MECTe.

3. Hukorga Hu npu kakmx obcToaTenbCcTBax He nepedaBavite OGaHKOBCKYD KapTy Ans
NCMNoMb30BaHNs TPeTbUM nvuaMm, B TOM Yncne poacTBeHHuKam. Ecnv Ha ©aHKOBCKOM kapTe HaHeceHbl
damunua n uMs uUsmMyeckoro nuua, To TOMbKO 3TO (pu3myeckoe nuUo MMeeT NpaBO UCNONb3oBaTb
D©aHKOBCKYIO KapTy.

4. TMpw nonyyeHnn 6GaHKOBCKOW KapTbl pacnuwMTECb Ha ee OOOPOTHOW CTOPOHE B MECTE,
npegHasHa4YeHHOM Ansi noanucu aepxartens 6aHKOBCKOW KapTbl, €Cnn 3TO NPegyCMOTPEHO. 3TO CHU3UT
pucK ncnonb3oBaHust 6aHKOBCKOM KapTbl 6e3 Ballero cornacusi B cnyvae ee ytpaTbl.

5. byabTe BHMMaTENbHbl K YCMOBUSM XpPaHEHMS WM UCMONb30BaHus OaHKoBCKOW KapTbl. He
nogseprante 6GaHKOBCKYHO KapTy MEXaHU4YECKMM, TEMMEpPaTypPHbIM U 3NIEKTPOMarHUTHbIM BO3AENCTBUAM,
a Takke usberante nonagaHva Ha Hee Briarn. baHKOBCKYIO KapTy HENb3s XpaHUTb PSAOM C MOBMUIbHbLIM
TenedoHom, 6bITOBON N OPUCHON TEXHWKON.

6. TenedoH KpeauMTHOW OpraHM3auum - aMUTEeHTa GaHKOBCKOM KapTbl (KpeAMTHOW OpraHv3auuu,
BblaaBLleri 6aHKOBCKyl0 KapTy) ykasaH Ha o6opoTHOM CcTopoHe BaHKOBCKOM kapThl. Takke Heobxogumo
Bcerga nMmeTb npu cebe KOHTakTHble TenedoHbl KpeauTHON OpraHM3aummy - AMUTeHTa 6aHKOBCKOW KapThbl
N Homep OaHKOBCKOM KapTbl Ha APYrMX HOCUTENsX WMHAOpMauuu: B 3anUCHOM KHWMXKE, MOOWUIbHOM
TenedoHe n/Mnun Jpyrux HoOCUTENAX MHopMauuKn, HoO He paaoM ¢ 3anuckto o NMNH.

7. C uenbio nNpefoTBpalleHuss HEMpaBOMEPHbIX OENCTBUA NO CHATUIO BCEW CYMMbl OEHEXHbIX
cpencte ¢ H6aHKOBCKOro cyeTta LenecoobpasHO yCTaHOBWUTb CYTOYHbLIA FIMMUT Ha CyMMYy onepauui no
0aHKOBCKON KapTe M OLHOBPEMEHHO MOAKMIOYUTL 3MEKTPOHHYI0 YCMyry OMOBELLEHWUS O MPOBEAEHHbIX
onepauusix (Hanpumep, onoBeLleHne nocpeacTsoM SMS-cooBLLEHUI N MHBIM CMOCOGOM).

8. MNpu nonydyeHun npocbObl, B TOM 4YUCNE CO CTOPOHbI COTPYAHUKa KPeaMTHOW opraHusauuu,
COOBWMTL nepcoHarnbHble AaHHble Mnu nHdopmaumio o baHkoBckon kapte (B Tom umcne UH) He
coobwanTe ux. Nepe3BoHUTE B KPEAWUTHYHO OpraHM3aumilo - 3SMUTEHT GaHKOBCKOW KapTbl (KpeauTHYIo
opraHm3auuio, BbligaBLuyto 6aHKOBCKYHO KapTy) u coobwute 0 JaHHOM hakTe.

9. He pekomeHOyeTcd oTBeYaTb Ha OMEKTPOHHbIE MUCbMA, B KOTOPbIX OT WUMEHW KpeauTHON
opraHusaumm (B TOM 4ucle KpeouTHOW opraHuM3aumm - aMuTeHTa 6aHKOBCKOW KapTbl (KpeauTHOM
opraHusauuu, BblaaBluen 6aHKOBCKyl KapTy)) npeanaraeTca NpeaocTaBuTb NepcoHarnbHble AaHHble. He
cnenymnTe no "cebinkam", ykasaHHbIM B NMCbMaXx (BKITOYAsA CCbINKN Ha CalT KpeaAUTHOW opraHmnsaumm), T.K.
OHW MOTYT BECTU Ha CalTbl-ABOVNHUKU.

10. B uenax wuHdoOpmauMoOHHOrO B3aMMOLEWCTBUS C KPEeAUTHOW OpraHu3aumen - SMUTEHTOM
OaHkoOBCKOM KapTbl (KpeOUTHOM opraHusauuu, BblaaBlield OaHKOBCKYD KapTy) peKoMeHayeTcs
MCnomnb3oBaTh TOMbKO PEKBU3WUTbI CPEACTB CBHA3U (MOOMIbHBIX U CTauMOHApHbLIX TenedoHOB, (akcos,
WHTEPaKTUBHbIX web-canToB/noptanos, 06bIMHON M 3INEKTPOHHOW MOYTbI M Mp.), KOTOpble YyKa3aHbl B
AOKYMEHTax, NoNy4YEeHHbIX HENOCPEeACTBEHHO B KPEAMTHOW OpraHu3aumm - amuteHTe 6aHKOBCKOW KapTbl.

11. MNMomHuTe, 4To B cnyyae packpbiTus MNMNH, nepcoHanbHbIX AaHHbIX, yTpaTel GAHKOBCKOW KapThbl
CyLeCTByeT PUCK COBEPLUEHWS HEenpaBOMEpPHbIX AEWCTBUMA C [OEHEeXHbIMW cpeacTBamu Ha Bawem
D©aHKOBCKOM CYeTe CO CTOPOHbI TPETBUX NNLL.

B cnyyae ecnu wumeloTca npegnonoxeHusa o packpbitum [MAH, nepcoHanbHbIX AaHHbIX,
NO3BOMSAIOLWNX COBEPLUNTL HENpaBOMEpPHble OeNcTBuA ¢ Bawum 6aHKOBCKMM CHETOM, a Takke ecrnu
BaHkoBckas kapTta bbina yTpadeHa, HeobxoaumMo HemeaneHHo 0bpaTUTLCA B KPEAUTHYIO OpraHvM3aumio -
SMUTEHT GaHKOBCKOW KapTbl (KpeOUTHYK opraHusauuio, BblAaBLUylo GaHKOBCKy KapTy) U crnegosaTtb
yKasaHusaM CcOTpyAHVKa [AaHHOW KpeauTHOW opraHusauun. [Jo MomeHTa obpalleHuss B KPeauTHYI0



opraHusaumio - aMuTEeHT GaHKOBCKOW KapTbl Bbl HeceTe pucK, CBA3aHHbIN C HECaHKLMOHUPOBAHHbLIM
CnucaHMeM [eHeXHbIX CcpeacTB ¢ Bawero 6aHkoBckoro cyeta. Kak npaBWmo, COrMacHoO YCIoBUSIM
[IOroBOpa C KpeaWUTHOW opraHu3aumnen - SMMTeHTOM BaHKOBCKOW KapTbl AeHEXHbIe CPeACcTBa, CNncaHHbIe
¢ Bawero 6aHKoOBCKOro cyeTa B pesynbTaTe HeCaHKLMOHMPOBaHHOIO 1CNONb3oBaHUsA Balueii GaHkoBCcKoM
KapTbl 4O MOMEHTa yBeAOMJIeHMs1 06 3TOM KpeOWTHOW opraHu3aummn - aMuTeHTa GaHKOBCKOM KapTbl, He
BO3MeLLatoTCs.

PekomeHaavuum npu coBepLueHmn onepaumi
¢ 6aHkoBCcKoW KapTon B 6aHkomaTe

1. OcylwlecTBnanTe onepauum C UCNonb3oBaHMeM 6GaHKOMAaTOB, YCTAHOBMEHHbIX B Ge30mnacHbIX
MecTax (Hanpumep, B roCyaapCTBEHHbIX YYpeXAeHUsX, noapasgeneHunsix 6aHKoB, KPYMHbIX TOProBbIX
KOMMrekcax, rocTMHMLax, asponopTax u T.n.).

2. He ncnonb3ayiite ycTponcTtea, kotopble TpedyoT BBoga NMNH gns goctyna B nomelleHue, roe
pacnonoxeH 6aHkomar.

3. B cnyyae ecnu no6nm3ocTt oT GaHkOMaTa HaxoOATCsl MOCTOPOHHME nvua, cnegyeTt BbiOpaTh
Oornee nogxopsiiee Bpems Anst MCNonb3oBaHNs GaHkoMaTa MM BOCNoNb30BaTbCs ApYrm 6aHKomMaToMm.

4. Mepepn ucnonb3oBaHnem HGaHkomMaTa OCMOTPUTE €ro Ha Hanuunue OOMOSNHUTENbHBIX YCTPOUCTB,
He COOTBETCTBYIOLLMX €r0 KOHCTPYKLUN U pacrnonoxeHHblx B Mecte Habopa NVH n B mecTe (npopesb),
npegHasHayYeHHOM Ans npMeMa KapT (Hanpumep, HannumMe HeEpPOBHO YCTaHOBIIEHHOW KraBuaTypbl Habopa
MNH). B ykazaHHOM criydae BO34epXKUTech OT UCMOMb30BaHWUsS Takoro baHkomMara.

5. B cnyyae ecnu knaBuMaTypa wnu MecTO And npvema kapt OGaHkomaTa o6opydoBaHbl
OOMOMHUTENbHBIMA  YCTPOWCTBaMW, HE COOTBETCTBYIOLLMMU €ro KOHCTPYKUMW, BO3OEPKUTECH OT
ucnonb3oBaHnss OaHKOBCKOW KapTbl B [daHHOM OaHkomMate u coobwuTe O CBOMX MOAO03PEHUAX
COTPYOHVKaM KpeaMTHOW opraHu3aumm no TenedoHy, ykazaHHoMy Ha baHkomare.

6. He npumensiite dusmyeckyto cuny, 4Tobbl BCTaBUTb GaHKOBCKYHO KapTy B OaHkomat. Ecnu
DaHKoBCKas kapTa He BCTaBMNSETCS, BO3AEPXKMTECH OT UCMOMb30BaHWs Takoro 6aHkomaTa.

7. HabupanTte MNMNH Taknm obpasom, 4Tobbl Ntoan, Haxoasimecs B HEMNOCPEACTBEHHON Bnn3ocTy,
He cMornu ero yBuaeTb. [pu Habope MWH npukpbiBaliTe kKnaBnaTypy pyKomw.

8. B cnyyae ecnun BaHkomaT paboTaeT HEKOPPEKTHO (HanpuMmep, OOMroe BpemMs HaxoauTcs B
pexume OXuaaHusi, CaMOMpOU3BOSIbHO MNepesarpykaeTtcd), crnegyeT OTKasaTbCA OT UCMOSIb30BaHUSA
Takoro GaHkOMaTa, OTMEHUTb TEKyLlylo Onepauuio, HaxaB Ha KnaBuaType kHomky "OTmeHa", u
[oxaaTbcsi Bo3BpaTa GaHKOBCKOWM KapTbl.

9. MNocne nony4yeHus HanU4YHbIX AEeHEXHbIX CPeacTB B GaHkoMaTe cnefyeT nepecyntatb 6aHKHOTHI
NoNUCTHO, yoeamTbca B TOM, 4TO GaHkoBCKasi kapTa Obina Bo3BpalleHa 6aHkoMaToM, AoXAaThCs Bblaaum
KBUTaHUUKW NpU ee 3anpoce, 3aTeM MNONOXUTb UX B CYMKY (KOLIeneK, KapMmaH) U TOMbKO Mocne aToro
oTX0ANUTb OT GaHkoMmaTa.

10. CnepnyeT coxpaHsiTb pacrneyataHHble 0aHKOMaTOM KBUTAHUMM AN NOCneayloLlwen CBepKu
yKa3aHHbIX B HUX CyMM C BbINUCKOM N0 6AHKOBCKOMY CHETY.

11. He npucnywmnBanTecb K coBeTam TPeTbUX MWL, a TakKe He NpuUHUManTe MX NOMOLLb Npwu
npoBeAeHUN onepauunii ¢ 6aHKOBCKOWM kapTol B GaHkomarax.

12. Ecnv npu nposegeHun onepaumn ¢ 6GaHkoBckow kapTonm B 6GaHkomate 6aHkomar He
BO3BpallaeT 6aHKOBCKYH KkapTy, cnefyeT MNO3BOHWUTb B KPEAWUTHYK oOpraHuM3auuio no TenedoHy,
yKkasaHHOMYy Ha 06aHkomaTe, U OObACHWTL O0OCTOATENbLCTBA Mpomsowedwero, a Takke cnepyet
00paTUTbCs B KPEAWUTHYK OpraHuM3auuio - 3MUTEHT OaHKOBCKOW KapTbl (KPeOUTHYH OpraHusauumio,
BblAaBwWylo OaHKOBCKYIO KapTy), KOoTopasi He Obina BoO3BpalleHa 6GaHkomaToM, M Janee cnegosaTtb
WHCTPYKUUSAM COTPYAHMKA KPeAUTHON opraHmu3aLmu.

PekomeHgaumm npu Ncnosib3oBaHMn GaHKoBCKOM KapThbl
ans 6e3HannyHon onnatbl TOBaApOB 1 ycnyr

1. He wucnonb3ynte OaHKOBCKME KapTbl B OpraHu3auusix TOProBnuv W YCIyr, He Bbi3biBaOLLMX
aoBepus.

2. TpebynTe npoBedeHunss onepauuin ¢ GaHKOBCKOW KapTow Tomnbko B Bawem npucytctBum. 310
HeobXxooMMO B LENSX CHWKEHWUs] pucka HEernpaBOMEPHOro MnoslydeHus Balumx nepcoHanbHbIX AaHHbIX,
yKa3aHHbIX Ha 6aHKOBCKOW KapTe.

3. Tpn wucnonb3oBaHUM OGaHKOBCKOW KapTbl ANsi OMfaTbl TOBApOB W YCNYr Kaccup MOXeT
notpeboBaTh OT Bragenbula GaHKOBCKOW KapTbl MPeAOCTaBMTb MAcnopT, MOAMUCaTb YEK UM BBECTU
MWH. Mepen Habopom MNUNH cnenyet yoeamTbest B TOM, YTO OAM, HAXOAALMECS B HEMOCPEOCTBEHHOM
6nnsocTun, He cMoryT ero yeuaeTb. [Nepea Tem kak nognucaTtb Yek, B 06a3aTenbHOM nopsiake NnpoBepbTe
CYMMY, YKa3aHHYIO Ha Yeke.



4. B cnyyae ecnu npu nonbiTke onnaTbl ©aHKOBCKOM KapTOM MMmerna MecTo "HeycnewHas"
onepauus, crnegyet COXpaHWTb OAMH 3K3EeMMMsp BblAAaHHOrO TEPMWHANOM Yeka Ans nocriefyroLllen
NPOBEPKN HA OTCYTCTBME YKa3aHHOW onepaunm B BbINMCKe MO HAHKOBCKOMY CYETY.

PekomeHaaumm npu coBepLieHun onepaumin ¢ 6aHKOBCKON
KapTon Yepes ceTb IHTepHeT

1. He wucnone3ynte MNMWH npu 3aka3e ToBapoB W ycnyr yepe3 ceTb VHTepHeT, a Takke no
TenedoHy/dakcy.

2. He coobuwarite nepcoHanbHble AaHHble unu nHdopmauunio o0 H6aHkoBckon(oM) kapTe (cyete)
yepes ceTb VHTepHeT, Hanpumep MNWH, naponn goctyna k pecypcam 6aHka, Cpok AencTBms 6aHKOBCKOM
KapTbl, KPEAUTHbIE NIUMUTbLI, UCTOPUIO OMEepaLuii, NepCoHarbHble AaHHbIE.

3. C uenbio npefoTBpalleHnsi HENPaBOMEPHbLIX AEWCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX
cpenctB ¢ 6aHKOBCKOrO cyeTa pekoMeHAyeTcs ANns onnartbl MOKYNoK B ceTn WHTepHeT Mcnonb3oBaTb
OTAENbHYI0 OaHKOBCKYlD KapTy (Tak HasbiBaemyl BUPTyasrbHYH KapTy) C nNpeAenbHbiM JIMMUTOM,
npegHa3Ha4YeHHY TOMbKO AN YKa3aHHOMW Lenu 1 He MO3BOMSHOLWY NPOBOAUTE C €€ UCMOSb30BaHMEM
onepauun B opraHu3aumsax TOProBnm n ycryr.

4. CnegyeT nonb3oBaTbCA MHTEPHET-CalTaMn TOMbKO M3BECTHBIX M MPOBEPEHHBLIX OpraHn3auun
TOProBnMn N yCnyr.

5. O6sasatenbHo ybeguTecb B NPaBUNBHOCTU  aApecoB  WHTEPHET-CamToB, K  KOTOPbIM
noaknoyaeTecb U Ha KOTOPbIX CobBupaeTecb COBEpPLUMTb MOKYMKM, T.K. MOXOXMe ajapeca MoryTt
MCMonb30BaTbCH AN OCYLLECTBNEHNS HENPABOMEPHbIX AEWCTBUN.

6. PekomeHayeTcs coBepluaTb MOKYMKM TONMIbKO CO CBOEr0 KOMMbIOTEPA B LENSX COXpaHeHUs
KOHMAEHUNANBHOCTM NEPCOHAarnbHbIX AaHHbIX U (UNK) MHopmaumm o GaHKoBCKOM(OM) kapTe (cuyeTe).

B cnyyae ecnv nokynka coBepLuaeTcsi C MCMNOMNb30BaHUEM YYXKOMO KOMMbIOTEPA, HE PEKOMEHAYeTCs
COXpPaHsATb Ha HEeM MnepcoHanbHble AaHHble M ApYryl WMHGOopMauuilo, a Mocne 3aBeplUeHusi Bcex
onepauum HykHO ybeauTbCs, YTO MEepcoHanbHble OaHHble U Apyras MHopMauusi He COXpPaHWNUCb
(BHOBb 3arpy3uB B Gpay3epe web-cTpaHuuy npoAasLa, Ha KOTOPOW COBEPLUANUCH MOKYMKH).

7. YcTaHOBWTE Ha CBOW KOMMbIOTEP aHTUBMPYCHOE MNpOrpamMmHOe obecneveHne n perynspHo
npounssoguTe ero obHoBNeHne n obHOBMEHWe ApYyrMx Mcrnonb3yemblx Bamu nporpamMMHbIX NPOAYKTOB
(onepauMoHHOW CUCTEMBI U MPUKNaAHbIX NPOrpamm), 3TO MOXET 3aluTuTb Bac oT NpoHWKHOBEHWUS
BPEAOHOCHOIo NporpaMmMHoro obecneveHus.




