be3onacHocTh
(Pexomenaanuu Ilo 3amure Uudopmanun)

VYBaxkaemblil KJIMEHT!

B nocnenee BpeMsi y4acTHIIMCh CIy4ad MOMBITOK XUIICHUSI IEHEKHBIX CPEJICTB CO CUETOB
KIIUEHTOB TP UCIIOJIb30BAHUH CUCTEM JIMCTAHIIMOHHOTO 0aHKOBCKOTO 0OCTYKUBaHUS. AHAIIN3
MOKAa3bIBACT, YTO XUIIEHUE KITt0UeH 31eKTpoHHOU 1udpoBoit noanucu (A1) y kaueHToB 6aHKOB
ABIIsIETCS HanboJiee pacpoCTpaHEHHBIM.

OcoOenHoe BHUMaHKE O€30MacHOCTH HEOOX0IUMO YAECTUTh TEM KIIMEHTaM C TaK Ha3bIBaEMbIM
«JOMalIHUM» KOMIIBIOTEPOM, TJI€ BbIX0/ B IHTepHET Hanbosee yacTo ocymiecTBisieTcs 6e3
MEKCETEBOI0 IKpaHa 3allUThl U aHTUBUPYCHOTO MPOTPaMMHOT0 odecnieueHus. Bupyc, KoTopsim
3apa)k€H KOMIIbIOTEp, EPEAAET KIIIOUU U M1apOJIU 3710YMBIIICHHUKY.

Omnpenenuts banky kto ucnons3yet kitoun 11 HeBo3moxHo. Kak mpaBuiio, mpecTymHUKaMu
BBIOMpAETCS MOCIEAHUIN pabounii 1eHb (MATHULIA) IS IPOBEJCHUS CIIMCAHUS CPECTB U TI0CIIe
3TOTO MPOBOJUTCS CMEHA MApOJIsl C LENbI0 MEPEKPBITh JOCTYI KIIMEHTa K CHCTEMe
JUCTAaHIIMOHHOTO 0AHKOBCKOTO 00CIIyXKUBaHUsI. MOKET IPOBOAUTHCS TAK)KE YHUUTOKECHHE
TaHHBIX ¢ KoMIbloTepa. KinenT He obpaniaercs B baHk, a 3aHMMaeTcss BOCCTaHOBICHHEM
paboTOCIIOCOOHOCTH KOMITHIOTEPA.

C uenbio UCKIIIOUEHHUS PUCKa XUIIIEHHsI CPEICTB ¢ Bammx cueToB B 6aHKe, ¢ UCIIOIB30BAHUEM
cpenctB Jucranimonnoro 6ankoBckoro oocmyxkuBanus ([BO),

PexoMenyeM nomonHUTENbHBIE MEPHI HH(POPMALIMOHHOM 0€30aCHOCTH:

- TIpY TIOJIOMKE KOMITBIOTEPa, C KOTOPOT'O OCYIIECTBISIETCSA padoTa 10 CHCTEME
JMCTAHIIMOHHOTO OaHKOBCKOTO 00CITY>)KHBaHUs, HEMEJICHHO 3BOHUTE B OaHK M ITPOCUTE
0JIOKHPOBATh OMEPAIUU 10 CUCTEME.

- HEoOXOIMMO COXPaHATh B TallHE 3aKPBITHINA (CEKPETHBIN) KITF0Y 3IEKTPOHHON II(PPOBOI
noanucu. He ocTaBiATh KIIt0OUM B KOMIIBIOTEPE WM Ha CTOJIE, e Bbl mokuaaere cBoe pabouee
mecto. [1o okoHuaHuM paboTHl KJIHOUM yOHpaTh B ceild;

- HE00XO0/IMMO HEME/ICHHO 3aMEHSATh KJII0Y JIEKTPOHHON U(POBOIM MOANUCH B CIIydasx UX
KOMITPOMETAIMH UJIU MOA03PEHUS Ha KOMIIPOMETALINIO, & TAKXKE IIPU  UCTEUYEHUU CPOKa
JEHCTBUS KJII0Ya ¢ IEPUOANYHOCTHIO, YCTAaHOBJIEHHOM gorosopoM Ha JIBO u npaBuiamu paboThl
B cucteMe. KpoMe Toro pekoMeH1yeTcsi 3aMEHTh KIIFOUHU 3JIEKTPOHHOM Hu(pOBO MOAMUCH BO
BCEX CITy4yasiX YBOJIbHEHUS WM CMEHBI JIUL, TOMYIIEHHBIX K 3TUM KJII04YaM, a TaKxKe
PYKOBOJUTENEH OpraHu3aluu, KOTOpbIe MOANKCHIBAIMN PEIICHUs (JOBEPEHHOCTH) O JIOMYCKe
M0JIb30BATENEH K KJII0UaM 3JIEKTPOHHOM [U(PPOBOM MOANINCH;

- HEIONYIIEHUE I0CTYMa K CUCTEME JIUCTAaHIIMOHHOTO OAHKOBCKOT'O OOCITYKUBAHHS C
TOCTEBBIX pabovnx MecT (MHTepHET-Kade u T.1.).

- IEPUOINYECKOE U3MEHEHHUE NapoJIsd BX0/1a B CUCTEMY;

- IOCTOSIHHOE HMCTIOJIb30BAHUE CUCTEMbl aHTUBUPYCHOTO ITPOrPaMMHOTO 00ecrieueHus Ha
Bamem komnbrorepe.

- ©KE/IHEBHBIN TIPOCMOTP BBINKUCKH (BBIMOIHEHHUE 3alIpOCa BBIIMUCKU 10 OKOHYAHUIO paboydero
IHs1) o Bamiemy pacueTHOMY cueTy B TeueHHE JHs, YTOObI Obljla BO3MOXKHOCThH PHOCTAHOBUTD
WM BEpHYTh HE CAHKI[MOHUPOBAHHBIE IJIATEXKU

B cnydae nogo3penust ninm oOHapy>KeHHs He CAHKIIMOHMPOBAHHOTO JocTyna B cuctemy J1bO
HEOOXOINMO:

- CPOYHO MO3BOHUTH B OT/IET aBTOMATU3AIIUH, YTOOBI IPHOCTAHOBUTH paboTy Bareii
cuctemsl 1o Tenedony 498 - 56 - 35

- CPOYHO MO3BOHUTH B ONEPAITMOHHBIN OTAEN, YTOOBI MPHOCTAHOBUTH padoTy ¢ Bammm
pacdyeTHBIM cueToM 1o Tenedony 498 - 56 — 23
Kpome Toro B nesasix nopbimeHnus 0ezonacHoctu bank npegaraer:



- PETUCTpPAIMIO KOMIIBIOTEPA, C KOTOPOTO MPOBOAATCS CEaHCHI PA0OTHI C CHCTEMON
JUCTAaHIIMOHHOTO OaHKOBCKOro oOciyxuBanus. [l perucrpauun Bamiero komnerorepa
HeoOxoaumo npuHectd B bank nuceMo ¢ Bamum IP agpecom n ®@usnueckum agpecom (MAC)

- CEaHCOBbIC KIItoun paboThl ¢ cucremont J1bO.

Otnen asromatusanuu 3AO Kb "TETPATIIOJINC"



