HHcTpyknus no ycranoske cucreMsl JIBO.

1. Bbl momyunnm ¢udm-kapty ¢ nporpammoil MurtepHer-Kimuent u sorms ¢ maposeM. [ ycTaHOBKM HpOTrpaMMBI
BCTaBbTE (MIIBII-KAPTY M 3aIyCTHUTE HAXOISAIINICSA Ha Hel (aitn bssetup.exe (on MoxeT HasbIBaThCs pocTto bssetup). 3amyctutes
IporpamMma yCTaHOBKH. Bam Oynet mpenioskeHo BBIOpAaTh MECTO Ul YCTaHOBKH. HUduero MeHsTh HE Hy)KHO, IIPOCTO HaKMHTE
KHOIIKY «zanee». [Tocie 3Toro mpon3onaeT cama yCTaHOBKA, M MPOrpaMMa pa3MECTHT Ha pabodrii CTON 2 UKOHKHU C Ha3BaHUSIMH
«Bpimucka On-Line Terpanonucbanka» n «nTepHer-Kiment Terpanonncbankay.

2. Heobxomumo nobasuth aapec https://194.186.100.138 B crmmcok HamexHbIX y310B. s storo otkpoiite Internet

Explorer, nanee Beibepere CepBuc — CBoiicTBa 0Go3peBaTesi, TaM BbIOpaTh BKIaaky Be3omacHocts, HajxexHbie y3ibl,

3aTeM HaXkaTh KHONKY ¥Y3Jbl, BBecTH aapec https://194.186.100.138 B cTpoky «/106aBHTH y3eJ1 B 30HY» U HaxaTh «J{00aBHTLY.
y p TPOKY Y y

Ha aTo0ii ke BKJIa/ie TOCTaBUTh YPOBEHb OC30MACHOCTH IS 3TOM 30HBI — HU3KHIA.
3. Ecmm BB1 ucnonms3yere Internet Explorer Bepcun 8 mHeoGxommmo 3aiitu Cepsuc — CBoiicTBa 0003peBaTeisi, TaMm
BBIOpaTh BKJIAAKY JIOMOJIHMTEIBbHO W OTKIIOYUTH MapaMeTp «BKIIOUHTH 3alIMTy MaMATH U CHIDKCHHS PHCKa aTakh M3

Hurepueray. B Windows Vista, 7 BoamosxHo motpeGyercs 3amyctuth Internet EXplorer «oT mmenun agMuHICTPATOPAY.
Jins Internet Explorer 8,9.

1) CasATHE TNOUKH ¢ TapaMeTpa « BKIIOUUTH 3alUTY NaMSATH /UIsl CHIJKeHUs pucka aTaku u3 MHTepHeTa)

';] DYD-cryans Windows
€ Internet Explorer (54-paspagrenii)
@ Internet Explore
B Windows Medi|
@ Konnexums rag '&l' 3anyck oT MMEHK 3AMUHWCTRATopa
@ Mporpamme n Pacnonomxenune daiina

@ Mpourpeigaten OTKpenWuTE 0T NaHENKW 33434

<4 CpeacTec npog JakpenuTe B MeHr "Tyck"
G55 Dakcel v cKaHK

OTkpBITE

::-_I Ll,EHTFI oBHOEN BoccTaHoBWTE NPEKHHHY BEQCHHD

, B55 Internet Cli

OrnpaenTe 2
| ABTozarpyska
. Wrpei Bripesate
| QBcny#nBaHWE Konwposate
| CTaHpapTHelE
Yaanute
Mepenmenceats
CeoicTea

Mporpammas

4 Hazag Crnpaeka v

Halmu npozparmel U galiab

Hanee 3axonum Bo BiIajKy “CepBuc” => “CpoiicTBa 0003peBaTeJisi”, TOSABISETCS OKHO:


https://194.186.100.138/
https://194.186.100.138/

CeoficTea oBospesartena @

| CoaepsaHue I MoAknoYeHs I MparpamMmsl | JononHUTensHo
Obwme | BesonacHoCTL I KoHDMAEHLMANBHO T

AoMawHAA CTpaHKua
Yrofibl CO3ATE BKNAAKK, BESAMTE KEKALIA M3 aAPECOE ©
HOBOI CTPOKM,

([ronuen ] [Cnoowes ] (o]

McTopua npocMoTpa

:fl'_ Y@aneH1e speMeHHslx Halinos, MCTopHUK NpocMaTPa,
v /.' KyKM-Dainos, 3anoMHEHHEIX NaPoNe M AaHHEX 13 Beb-thopm.

[] ¥aanuTe ypHan oBospesaTena npu Beixoae

¥aanuTb... ][ MapameTpel ]

Moumck

p HacTpoiika yMom4aHiia Ana noucka,
Brnaoku

"~ | | Hactpoiika sknanox ans oTofipateHin MapaMeTpet
— Beb-CTpaHMLL,
Mpeacraeneque

’ Lgeta ]’ Azbikn ][LLbudJTu ][Dd:opnner—ne]

OK I[ OTHeHa MpHMEHKTE

ATARMA

BeiOupaem Bkiaaky “/lomoHUTENbHO” M yOMpaeM rajouky B rpade “BKJIIOYMTH 3aLIUTY HaAMATH JJI5 CHHKEHUS

pHCKa HHTepHeT-aTak*”

CeoicTea obozpesatenn @

Ei
Obwme BesonacHocTe I KoH$MaEHLMANEHOCTE |
CopepHaHie MoAKnoHEHHA I [parpaMtb | AononHUTENEHD
MNapamMeTpel
¥ besonacrocrs| )
[ ssL2.0 |j
55L 3.0 r
TLS 1.0

BrMouMTE BHYTPEHHICKD nogaepsxky XMLHT TR
BKMOYMTE 3ELWMTY NEMATH ANA CHIPKEHWA PUCKE MHTEDH!
BrntoumnTe dMneTp SmartScreen

BrmiounTe xpaHunuwe DOM

WcnonezosaTe TLS 1.1

Wcnonesosate TLS 1.2

He coXpaHATE 3aLWKMbPOBaHHEIE CTPEHWLEI HE DHCK
MpeaynpexaaTe 0 HECOOTEETCTEMH aapeca cepTHduka
MpeaynpexaaTs 0 NEPEKIOYEHN pEXMa GesonacHocT

MpeaynpexaaTs, eCni NyENMKAELA NEpEHANDEENAETCA
I | 3

EECRERICE & ek

4

*zMeHeHUA BCTYNEOT B CMNY Nocne nepesanycka Internet Explorer

BoccTaHoBMTE AONOAHWTENEHbIE NapaMeT Pl ]

Clpoc napameTpos HacTpoita Internet Explarer

BozepawaeT napameTpel Internet Explorer « sHaueHam Chpac.
no YMOM-aH1KD,

WenoneayiiTe cipoc Toneko ecnik obospesaTens HepaboToonocobeH,

Ok I [ OTMeHa MpMMEHKTE

OTOED

2) “IIpeacTaBjieHne COBMECTHMOCTH ...”



3axonuM B “UnTepHeT-KimenT Terpamonucbanka” => B mpaBoM BepxXHEM yIily 3KpaHa HakuMaeM Ha “Pa3opBaHHBIN

JHCTOK”

> £ |E|[¢|A|| Bing

HWe BeB-y3n0E, pazpaboTaHHbBX 4NA NPesbIgyL
Wl MEHRD, M30BpaxeHnA K TekcTa, BygyT yoTE

i?;ﬁ* ~ B v [ mm v Crpanwua

K CTaTk KNWeHTOM BaHka?

10%anoBaTte B cuctemy B0 BS-CIi

Jawei G230NaCcHOCTH PEKOMEHTYETCA NChon

OMACHOM ABTOPH3ALIMIA

HOMACHYH aBTOpKW3aLLMND

4. Jlanee 3amyckaem, Haxoasmumiics Ha ¢uem-kapre daiin tetrapolis.cer (mubo mpocro tetrapolis). B oTkpeiBiieMcs: OkHE
HaXKMMaeM Ha KHOTKY «YCTaHOBHTH cepTHdukar». B ciemyromem — Ha KHOTIKY «Jlajee». Brioupaem «IlomecTuTh Bee
cepruduKaThl B CcJeaylollee XpaHWJIMINe», HaxuMmaeM «0030p», BoiOupacM «/loBepeHHbIe KOpPHEBbIe I€HTPBI
ceprudurxanum», HOKIMaeM «OK», «/lanee», «I'otoBo». IlosButca okHo «IIpeaynpeskienne cucTeMbl 0€30MaCHOCTH» C
BOMPOCOM «YCTaHOBUTH JaHHBbIi ceprudukat». Bridupaem «/Ja». 3atrem Haxumaem «OK» B oxHe «Mactep MMmopra
cepTudukaTa» u B IepBOHAYAIFHOM OKHE «CepTHuKaT)».

5. Jlist Havana paboThl ¢ caMOl NMPOrpaMMoit HE0OX0IUMO, TTOAKIIOYHBIINCH K HHTEPHETY, OTKPBITh UKOHKY «/HTepHeT-

Kiuenr Terpanonucbanka» nubo BBecTH B aapecHoit crpoke https://194.186.100.138:4010 . MoxeT MOSBUTHCS OKOIIKO

«IIpenynpesxaeHue cucreMbl 6e30MacHOCTHY», HAXMUTE «/la». B nosiBUBIIEMCcS OKHE BBEIUTE JIOTUH U MapoJib, KOTOPbIA Bbl
noxyawn B banke. [Ipu mepBom BXoje B CHCTEMY MOSBIISETCS cOOOIIeHHE 00 MCTeKmeM cpoke aeiictBust maposs. [loaromy
HEoOX0ANMO TPHUIyMaTh HOBBIH MapoJib U BBECTH €T0 JBa pasa.

6. B crenyromeM oKkHe HaXXKMHUTE Ha CJIOBO «3lech» B «HacTpouth mapaMerpsbl KiII04eBbIX HOCHTeJIell a00HEHTOB
MOKHO 371ech». OTkpoetcs okHO «HacTpoiika napameTpoB KJo4eBbIX HocuTe el a0oHeHTOB JIIII». B 3TOM OKHE BHaudase
KaXIOW CTPOKH HEOOXOJMUMO MOMEHSTh OyKBY «A» (yKas3blBaeT Ha JUCK 3,5) Ha OyKBY Bariei ¢umui-kaptel (Hampumep, «F»).
[Tocne sToro BeIOepuTE criocob coxpaneHus nHopMary. «JlokaasHO» (HaHHBIE 0 MyTsaX AocTyna K krtodam CK3U xpansarcs Ha
JOKaIbHON MammHe) uin «[mobGanbHO» (maHHBIE 0 myTsx goctymna K ximodam CK3U xpansitcs Ha cepepe banka), nanee
HaxkxMuTe kHOnKU «OK» n «3anucatsy.

7. 3arem HaxxuMaeT jBa pasa «Jlaiee». PindmI-kapTa npu 3TOM JOJDKHA HAXOAWThCsS B KommbloTepe. [locie storo Bor
IomnajieTe B OCHOBHOE MEHIO mporpammbsl. Eciiu Bbl 3aX0oAuTe B MEPBBIM pa3 ¢ TEXHOJIOTMYECKMMHU KIIOYaMHU, TO TMOSBUTCA
coo0IIeHne 0 HEeOOXOJMMOCTH TIEpBHYHOW TepereHepanuu kimodedl. Haxwmwure «Jlamee», W BBIMOJHUTH «HHCTPYKIHIO TIO
NIEPETEHEPALIMU KITFOUEI».

8. BbI Tak ke MokeTe Ha JI0O0M KoMmbioTepe BBecTH aapec https://194.186.100.138:4020 B okHo Gpaysepa u, Habpas
Bam soruH ¥ naposb mpocMoTpeTh BhIMUCKH. [ aToro ¢umin-kapra He Tpedyercs. dimi-kapra nmorpedyercss B TOM ciydae,
ecnu Bam HyxHO OyzmeT npoBecTH Kakue-mi0o omnepaiui. B mocnenHem ciaydae agpec mensiercs Ha https://194.186.100.138:4010
1 HE0OXOJMMO BCTaBUTh B KOMIBIOTEP (UICII-KapTYy.

CMeHa KI1I04eBOro HOCHTeJIs

Ecnu BBl HIepeyCTaHOBIIIM IPOrPaMMy Ha APYroil KOMIIBIOTEp U MepeHecan Kioun mudposanus (manka Crypto) ¢ ¢uom-
KapThl HA APYTOd HOCHUTENh, HEOOXOMUMO M3MECHHUTEH B CAMOM TPOTPaMMe IIyTH IOCTyMNa K Kitouam (B meisnx 6esomacHoctu HE

pexomenayercsi nepeHocuth Kiaoun CK3U Ha kecTKuii 1ucKk KoMnboTepa). st 5T0r0 He0OXOAUMO 3aMyCTUTh TIPOTPAMMY,


https://194.186.100.138:4010/
https://194.186.100.138:4020/
https://194.186.100.138:4010/

BBCCTHU JIOTMH U MAapoJib U B CICAYIOIIEM OKHC HaXaTb Ha CJIIOBO «3J4CCb» B «HaCTpOI/ITL napaMeTpbl KIIHOYEBbBIX HOCHTEEH

a0OHEHTOB MOXKHO 311ech». OTKpoeTcst 0kHO «HacTpoiika mapaMeTpoB KIFOUEBbIX HOocuTelneit aboneHToB DIy,

[nsA exoaa B cuctemy TpeByeTca 4oNONHUTENLHAA aBTOPU3ALIMA.
BuiGepuTe aGOHeHTa, 0T MMEeHN KOToporo GyaeT Npou3BeeHa 4oNonHUTeNLHanA
aBTOPU3aUNA:

(& TecToBbI TOHKUI KNUeHT M-Pro v.2x ;]

ByaeT npou3eeeH TECTOBLIN CeaHC CBA3M C NPOBEPKON Knyen LN
HacTpouTb NapameTpbl KNOYEBbIX HOCUTENE a00HEHTOR MOXKHO 306eCh.

- f

Heob6xoaumo nocmoTpeTs, kKakoii OykBoil y Bac o0o3Hauena ¢udm-kapra B cucteMe. B GoipmimHCTBE citydaeB 310 «F»

COOTBGTCTBCHHO, B JaHHOM CJIy4ac MOJIKHBI OBITH IpONHCaHbl CJICAYIOIINEC ITYyTHU:

a HacTpoiika napaMeTpoB KNHYEBLIX HOCHTENed aboHeHToE LN -- JlHanorosoe oKHO Ee6-CTPaHH 1[

HacTpoika napameTpoB Knko4YeBbiX HocuTenen aboHeHTos 3LMN

BuifiepuTe aG0HEHTA, NAPAMETPLI KNIDYEB0TC HOCHTENA KOTOPOTD TPEGYIT HACTPOIKN. BHECHTE HEOGX0AMMbIE HIMEHEHHA.
YGEgUTEC, 4TO MECTD p pos © HOCHTENSA p © afioneHTa cooTBETCTEYET Bawnm nomenatnam.

Brifepute afoHeHTa:

@ 000 "TecToRbIi KNUEHT"

MapameTpel KNYEROTo HOCUTENA:

@aiin NMYHOTo CepTUdMKaTa |

Katanor ceptudukator Bawwx aGoHeHToR |

Katanor cepTMQMKATOR LEHTPOE |

CEPTUPNKILUMI

Katanor cnucKoB oTo38aHHLIX |

CEPTUPNKATOE

Katanor cekpeTHbIX Kniouei |F:\Crypto\Private\UDUUDUUD\
Katanor reHepaunin HOBbLIX KNKYeil |F:\Cwpto\Private\UDUUDUUU\

BLiDepuTe MECTO ¥xpaHEHWA NApaMeTpoE:

" Hacepeepe GaHka

¥ {HanokansHoMm KoMMeiTepe

OK OTMEHWUTE

[Tocne storo BeIOEpHTE croco0 coxpaHeHus nH(popmannu. «JIokaapHO» (maHHBIE O MyTsAX goctyna K kimodam CK3U
XpaHATCS Ha JIOKAIBHON MalllHe, peKkoMeHayercs) uian «l 1obansHO» (HaHHbIe 0 MyTsaX poctyna K kimodam CK3W xpansrcs Ha
cepBepe banka), nanee Haxxmute kHOTIKY «OK» 1 «3amucatey. [Ipogomkaiite paboTy ¢ mporpaMMoit Kak 0OBIYHO.

KiueHTbI, NOJlyYMBIIHE TEXHOJIOTMYECKHE KJIIOYH, NMOC/Ie YCTAHOBKH 10JI’KHBI MPOBECTH NepereHepanuio Kirdei
10 COOTBETCTBYIOIIEH HHCTPYKIIMH.

Hacrpoiika cucrembl «UHTEepHET-KJIMEHT» Ha IPYTOM KOMIIbIOTEpe

Ecnmn BaM He0OXOIMMO YCTaHOBHTb CHCTEMY Ha JPYroM KOMIIBIOTEpE, HY)XKHO TIpEJBapUTENbHO II0CiaTh C
NIepBOHAYAILHOTO KOMITBIOTEpa MUChMO, conepkainee MAC-anpec HOBOTO.

st Toro uto6s! y3uate MAC-anpec, Ha HoBoM KommbloTepe 3amyckaere Ilyck — Bee mporpammsl — CtanaapTHbie —
Komananas crpoka. B otkpeiBiemcs: okHe Habupaete koManay ipconfig /all, naxxumaere “Enter” u cmotpure ®@u3ndeckuii
azapec.

[Mocre 3TOro Ha NepBOHAYAILHOM KOMITBIOTEPE, 3aii/s B cucTeMy VIHTEpHET-KIMEHT, CO3/[aeTe MPOU3BOJIbHBIN JOKYMEHT B
6ank JlokymeHThl — IIpon3BoabHblii AokyMeHT B 0aHk — Co3aarh. Tun: mucemo. Tema: IloaximodeHne K MHTEPHET-KINCHTY.
Texet: [Ipomry moaKIIOYUTE K CHCTEME MHTEPHET-KIMEHT KOMIBIOTEP CO CIEIYIONIMM MaC-aapecoM .... (numure Ousndeckuit
anpec). Ornpasisiere B OaHK.

IIocne aToro moxere YCTaHaBJIMBATb UHTCPHET-KIIMCHT HAa HOBOM KOMIIBIOTEPC.



